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1 Create Cluster on Digital Ocean
The steps for creating a Kubernetes cluster on DigitalOcean using Control Panel are:

Step 1: From the Create menu, select Clusters option. The page will be shown as:

Create a cluster

Select a Kubemetes version

Seloct the Kubometes version. The newest avalable version is solected by default.
0 Tip: We gencraly recommend the latest version unless your toam
UBGdaDfatest) | T spodiic noed. Soe the DigitalOcoan Kubernates rakase notos.

Choose a datacenter region

Your Kubemetes cluster will be located in a single datacontor.
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Choose cluster capacity -

Increazing the number of nades in a poal lets you run mare instances of the scheduled senices. Adding mare node poals allows
you ta schedule pods to different node pools sa cach pod has the RAM, CPLU, and storage i requires. You can add and remave
niodes and node poots at any ime.
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Add Tags

Add optional tags to your chuster.

Type tags here

Choose a name

You can cdit the dofudt name to something moaningf bo you.

[

!Creating Clustershttps://www.digitalocean.com/docs/kubernetes/how-to/create-clusters/
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Step 2: Then, select the latest Kubernetes version and nearset datacenter region.

Step 3: Select the VPC network related to the cluster.According to the requirement, the
cluster capacity is selected. The KS8s, cluster ID and resource type tags are by
default to the worker nodes.

Step 4: Finally select the Create Cluster button. The control panel will show the cluster
as :

< C @ coud.digitalocean.com/projects/df0d7664-1599-4b8f-a2ad-075a59d60c42/resources?i=510a3b&preservesScrollPosition=true Q % R

% Apps @ CaseStudies @ Home - Norma Sm. & rianie - Results  {§¥ Being Critical - Aca. [vE e ©) hops/D Setting up a Kuber @© Container runtimes.

t) Search by resource name or public IP (CtrH+B) ey 9 $88.27
Credit Remaining

B Kubernetes...

KubernetesProject oeau

+ New Projec Class project / Educational purposes

Resources
DROPLETS (1)
e O ubuntu-s-vcpu-igb-lont-01 165.22120.222
Create something new Learning materials
|g | Create @ Managed Database @ | Startusing Spaces Ghost
! Worry-free database management “ | Deliver data with scalable object storage
How To Set Up the DigitalOcean Ghost One-Click
— Application for Ubuntu 16.04
oy | Spinup a Load Balancer
¢ Distribute traffic between multiple Droplets Grafana
How To Install and Configure Grafana to Plot Beautiful

2 Kubectl and Doctl set up in Ubuntu

E|The command for installing doctl for Digital Ocean in ubuntu machine are:
#sudo snap install doctl

Then, download the doctl and copy the URL to get the file in home directory using
curl.

cd curl -OL https://github.com/digitalocean/doctl/releases/download/v1.46.0/doctl-
1.46.0-linux-amd64.tar.gz

For Extracting use : tar xf /doctl-1.46.0-linux-amd64.tar.gz
Then, check if the docker is configured or not.

Authenticate the connection with the command :
# doctl auth init

Then, the generated token is used to authenticate and connect to the DO account. To
verify if doctl is working use the below command:

# doctl compute droplet list
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For Kubernetes setup, following commands were used:

#sudo snap connect doctl:kube-config __mkdir -p $SHOME.kube__ sudo
#chown $(id -u):$(id -g) SHOME/.kube

Then directory is created for storing configuration.
#mkdir -p $HOME/.kube__sudo chown $(id -u):$(id -g) $SHOME/.kube
With doctl, Kubernetes configuration can be saved.
#doctl kubernetes cluster kubeconfig save k8s-1-18-3-do-0-lon1-1595187552910

Bl

$ doctl kubernetes cluster kubeconfig save k8s-1-18-3-do-8-lon1-15951875529160

: Adding cluster credentials to kubeconfig file found in "/home/slave/.kube/config"

: Setting current-context to do-lonl-k8s-1-18-3-do-0-lonl-1595187552910

3 Install Docker in Ubuntu and Containerize the app

Step 1: Create folder “appl” and “app2” that will contain the web app TestAppl and
Test App2 respectively. To containerize the app, “Dockerfile” is created as shown
in the below figure. Also, “Makefile” is created to automate the commands.

2https://kubectl.docs.kubernetes.io/
3Doctl Set uphttps://github.com/digitalocean/doctl
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Step 2: To containerize the app, following commands should be used.

This command will build the image. # sudo make build

-t Tanjalesel9 s appd™
context To Docker
E=3

update

SopTC /S apiLis
Using cache
—- = S430 1S44I
(=3 - N =1 = COP Y appl/s/ packagse . ison SopTy/s apiLis
Using cache
bsdaiarfrfssaolbs
= T RUMNM npm Lhnstall
Using cache
biliseobs=3TFcsla
H COP Y appP ), -4
aLna caches
socds Tdoca
= EXPOSE oo
aLna caches
dfaasboaa
MDD [ Tnode ", Tsaerwer . 0
cachse

LS LV buiL Lt TeOoOTTasCss2esd=
LW Tagged anjalLesel2o2/apPpil w2

Once the build is done properly, run the command from the Makefile created. #
sudo make run

g S sudo make run
docker run -p 3000:3000 --name "appl" -d "anjaleel9/appl”:"v2"

b802d119e6921e02196Ff27b80cad39eb22d88644b55440e3b4003ecc1808f9co

Push the image to docker hub repo, the repo created on DockerHub as an-
jalee19/appl. Now, the image can be pulled and run using Kubernetes. Similar
process should be done to push app2 image to DockerHub.



Step 1:

Step 2:

Step 3:

Step 4:

Step 5:

# sudo make push

$ sudo make push

[sudo] password for slave:
docker push "anjaleel9/appl":"v2"
The push refers to repository [docker.io/anjalee19/app1]

b5f1f9af14c@: Layer already exists

3b5345e40ab1: Layer already exists

3d8997dce326: Layer already exists

4f779570099c: Layer already exists

See6laca3Sec: Layer already exists

423451ed44f2: Layer already exists

b2aaf85d6633: Layer already exists

88601a85cell: Layer already exists

42f9c2f9cO8e: Layer already exists

99e8bd3efaaf: Layer already exists

beele39d7c3a: Layer already exists

1f59a4b2e206: Layer already exists

0ca7f54856c0: Layer already exists

ebb9aed13834: Layer already exists

v2: digest: sha256:77be2b67b94cb586d640f2ce3fedb902768f1d25abb3aff27b310f4a2ceefd76 size: 3260

Creation of Pods

The doctl set up is done and cluster is running with 2 nodes, but there is no
container running in it. The containerized “appl” and “app2” should be executed
to create pods. Kubernetes resource configs are used to create pods.

The secret.yaml is created, which has the docker hub credential.

Login with docker hub credential. # sudo docker login

The /.docker/config.json will be created in the home directory. The auth key used
in the secret.yaml is generated by following command:

# sudo cat /.docker/config.json — base64 -w0

The name ”dockerpullsecret” will be used for deployment as shown in the figure.

The deployment and the service will be applied for appl and app2 by executing file
appl.yaml and app2.yaml respectively. Use below commands to apply appl.yaml
app2.yaml:

# kubectl apply -f appl.yaml

# kubectl apply -f app2.yaml

3 xubectl apply -f appl.yaml
deployment.apps/appl created

service/appl unchanged

“https://cloud.google.com/kubernetes-engine/docs/concepts/pod/


https://cloud.google.com/kubernetes-engine/docs/concepts/pod/

Step 6:

Step 1:

Step 2:

Step 3:

S kubectl apply -f app2.yaml

deployment.apps/app2 created

service/fapp2 created

Then with #kubectl get all command will show all the pods and services in the
Kubernetes.

f S kubectl get all

NAME READY STATUS RESTARTS AGE

pod/appl-bd4d77f77-crg8z 1/1 Running (c] 42s

pod/appl-bd4d77f77-p271j 1/1 Running 0 42s
1/1 Running 0] 7m33s

pod/app2-5bb54d57fd-zcpk]j 1/1 Running 0 7m33s

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
ClusterIP 10.245.230.192 <none=> 8e/TCP
ClusterIP 10.245.147.108 <none= 80 /TCP

service/kubernetes ClusterIP 10.245.0.1 <none> 443 /TCP

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/appl 2/2 2 2 43s
deployment.apps/app2 2/2 2 2 7m33s

NAME DESIRED CURRENT READY AGE
replicaset.apps/appl-bd4d77f77 2 2 2 43s
replicaset.apps/app2-5bb54d57fd 2 2 2 7m33s

As shown in the figure, the Cluster IPs 10.245.230.192 and 10.245.147.108 are
used for the service. The appl and app2 are available internally at 10.245.230.192

and 10.245.147.108 respectively at port 80. The container ports are 3000 and 3001.
Bl

Setting Up Nginx Ingress controller

First step is to create resources needed by this controller, the maintenance is done
by Nginx. The command to create such resources are:

#kubectl apply -f https: / /raw.githubusercontent.com /kubernetes/ingress-
nginx/nginx-0.30.0/deploy/static/mandatory.yaml

Ingress Controller Service is created that will balance load. The cloud-generic.yaml
file contains the definition of service. The externalTrafficPolicy: Cluster, the
command to apply this config file is:

kubectl apply -f cloud-generic.yaml

Verify the Controller pods are started with the command:
kubectl get pods —all-namespaces -1 app.kubernetes.io/name=ingress-
nginx

] S kubectl get pods --all-namespaces -1 app.kubernetes.io/name=ingress-nginx
NAMESPACE NAME READY STATUS RESTARTS AGE

ingress-nginx nginx-ingress-controller-5bb8fb4bb6- 7wk9p 1/1 Running [¢] 44h

The command kubectl get svc —namespace=ingress-nginx will give the ports
80 and 443.

Shttps://stackoverflow.com/a/54322869
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: $ kubectl get svc --namespace=ingress-nginx
NAME TYPE CLUSTER-IP EXTERNAL-TP PORT(S) AGE

ingress-nginx LoadBalancer 10.245.29.16 188.166.137.37 80:32342/TCP,443:32595/TCP 44h

Step 4: Then generate Ingress for appl and app2 resource. Apply applapp2_ingress.yaml
file to Kubernetes.
kubectl apply -f applapp2_ingress.yaml

S kubectl describe ingress
Name: applapp2-ingress
Namespace: default
Address: 188.166.137.37
Default backend: default-http-backend:808 (<error: endpoints "default-http-backend" not found>)
TLS:
tls-secret terminates appl.clenet.tech,www.appl.clenet.tech,app2.clenet.tech,www.app2.clenet.tech

appl.clenet.tech
app1:80 (10.244.0.109:3000,10.244.0.135:3000)
www.appl.clenet. tech
/ app1:80 (10.244.0.109:3000,10.244.0.135:3000)
Jappl_default app1:86 (10.244.0.109:3000,18.244.0.135:3000)
app2.clenet.tech

app2:80 (160.244.0.246:3001,160.244.0.4:3001)

www.app2.clenet. tech
/ app2:80 (10.244.0.246:3001,10.244.0.4:3001)
Japp2_default app2:80 (160.244.0.246:3001,160.244.0.4:3001)
Annotations: cert-manager.io/cluster-issuer: letsencrypt-production
kubernetes.io/ingress.class: nginx
nginx.ingress.kubernetes.io/rewrite-target: /

6 Install and Configure Cert-Manager

Step 1: Before installing Cert-Manager, first create Namespace to run it. The command
used is: kubect] create namespace cert-manager

Step 2: Then, install Custom Resource Definitions related to cert-manager with the com-
mand:
kubectl apply —validate=false -f https://github.com/jetstack/cert-manager /releases/
manager.yaml
Verify the installed cert-manager with the command:
kubectl get pods —namespace cert-manager

f 3 get pods --namespace cert-manager
NAME READY STATUS RESTARTS AGE
cert-manager-85db5c4c87-mlkdv 1/1 Running 5] 28s

cert-manager-cainjector-7959549c78-mvw7z 1/1 Running e 28s
cert-manager-webhook-5¢8696f555-rk4xj 1/1 Running @ 28s

7 Implement Custom Scheduler- FFMRA

Step 1: The scheduler.yaml is created in the directory K8sTest defining the name of the
custom scheduler and the pods in the container to be deployed. The ffmra.go is
created where the custom scheduler logic is written.



$ kubectl get ingress
HOSTS ADDRESS PORTS AGE

appl.clenet.tech,waw.appl.clenet.tech,app2.clenet.tech + 1 more... 188.166.137.37 80, 443  45h
Kube de ibe ip [ ame:applappo. i 2

Step 2: With Dockerfile, scheduler’s container image is build.

Step 3: Create a deployment with the custom scheduler code using the command:
kubectl apply -f scheduler.yaml

Step 4: Verify if the scheduler is working on the pods. kubectl get pods The output will
be as:

NAME : STATUS RESTARTS
appl-78bd6c6c9b-scxtv 1/1 Running <]
appl-78bd6c6cob-zkaqf 1/1 Running

app2-565bd4b94f-n7279 1/1 Running
app2-565bd4b94f-wjBxx 1/1 Running
ffmra-scheduler-59447648cf-tdzgz Runnin

(6]
5]
(0]
0

Step 5: The scheduler is running and using kubect]l describe pod ffmra-scheduler to
verify the status of the running scheduler.

ffmra-scheduler-59447648cf-tdzgz
default

e
pool-71latsyh52-3jrhx/10.106.0.3
Thu, 13 Aug 2020 ©01:51:58 +0100
app=ffmra-scheduler

pod-template-hash=59447648cf
<none=

Running

10.244.0.146

IP: 10.244.0.146
ontrolled By: ReplicaSet/ffmra-scheduler-59447648cf

Step 6: The status can be checked on Kubernetes dashboard. E]

8 Kubernetes Monitoring Stack Set up Digital Ocean
[E

Step 1: The Digital Ocean monitoring stack is the integration of Grafana and Prometheus.
These helps in monitoring the cluster, applications with graphs, charts, etc. Install
Monitoring stack from the DO control panel and then follow the next steps.

Shttps://kubernetes.io/docs/tasks/extend-kubernetes/configure-multiple-schedulers/
"https://kubernetes.github.io/ingress-nginx/user-guide/monitoring/
Shttps://www.digitalocean.com/community/tutorials/how-to-set-up-a-kubernetes-monitoring-stack-wit
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Step 2:

Step 3:

Step 4:

Step 5:

Download the config file and save it to the local machine’s Downloads folder. Then,
copy the file to kubectl directory. The commands used are:

# cp /.kube/config /.kube/config.bkup

# cp /Downloads/k8s-1-18-3-do-0-lon1-1595187552910-kubeconfig.yaml
/.kube/config

To verify run # kubectl get pods -A, the result will be as:

prometheus-operator alertmanager-prometheus-operater-alertmanager-@ Running
prometheus-operator prometheus-operator-grafana-6dbf66d75b-pt2ws / Running
prometheus-operator prometheus-operator-kube-state-metrics-69fcc8d48c-dz819 Running
prometheus-operator prometheus-operator-operator-6895d99c87-w9296 Running

prometheus-operator prometheus-operator-prometheus-node-exporter-lwwf6 Running
prometheus-operator prometheus-operator-prometheus-node-exporter-wop72 Running
prometheus-operator prometheus-prometheus-operator-prometheus-o Running

Set up Grafana as IP is not accessible publicly, so port-forwarding can be used.

# kubect] -n prometheus-operator get pods — grep prometheus-operator-
grafana

#kubect]l port-forward prometheus-operator-grafana-6dbf66d75b-pt2ws
-n prometheus-operator 8080:3000

Then, login to Grafana dashboard at 127.0.0.1:8080 with username as ”admin”
and password as ”prom-operator”. The dashboard will look as:

c @ © O 127.0.0.1:80

7fb0od919ecOeasf6543124e16c42a5/kubernetes-compute-resour

88 Kubernetes / Compute Resources / Namespace (Workloads) % =<5

Memory Usage

01:05

app1 - deployment — app2 - deployment
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