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Case Study 1 setup

Description:
The first case study was regarding Mifare Classic a card by using RFID reader writer called
‘Mifiere RFID-RC522’ which I have bought on Alliexpress. It comes with a card and a tag.

Components:

e RFID-RC522 — two-way transmitter-receiver which can read and write to tag or card.

e Tag and card that allows to read and write cloned information (Note: that some of the cards
may not work as expected it is better to buy a set of magic Chines cards from AliExpress to
make sure that your blank card has changeable UID).

Laptop with Windows OS.

Arduino Uno — standard Arduino board, purchased online.

Open-source Arduino app download from their page.

Library called ‘rfid-master” — available on GitHub or in 2.CT Solution.zip file.

How to connect all components and use the software?

1 The RFID-RC522 need to connect to Arduino as per below setup using Windows OS:

1.1 RC522 SDA pin connect to Uno 10 pin

1.2 RC522 SCK pin connect to Uno 13 pin

1.3 RC522 MOSI pin connect to Uno 11 pin

1.4 RC522 SDA pin connect to Uno 12 pin

1.5 RC522 IRQ not connect

1.6 RC522 GND pin connects to Uno GND pin

1.7 RC522 RST pin connect to Uno 9 pin

1.8 RC522 3.3V pin connect to Uno 3.3V pin

1.9 Please note:

1.9.1 Solder cable to RFID-RC522 before attaching to Arduino.

1.9.2 Please make sure that you power this device to 3.3V

2 Connect Arduino to laptop via USB cable and set it up using the following points:

2.1 Downloaded library ‘rfid-master’ (zipped if it is not with .zip format)

2.2 Open Arduino application

2.2.1 Go to Sketch > Include Library > Add Zip > Choose ‘rfid-master.zip’

2.2.2 Goto File > Example > MFRC522(the folder is on the bottom of the examples) >

Dumplinfo

2.2.3 Goto Tools > Board: > Arduino Uno

2.2.4 Goto Tools > Processor > ATmega328P(Old Bootloader)

2.2.5 Goto Tools > Port (COM #) # - it is port number that you have set up

2.25.1 Tofind # - Go to Device Manager and check Ports (COM & LPT)

2.2.6 Go to Tools > Serial Monitor - to view card information printed on the screen

3 Read card info and Clone card:

3.1 Scan MIFARE 1k card to view Dumplnfo

3.2 Find card UID as per 5.1.3 Case Study 1 Hardware and software setup example in the report

3.3 In Arduino go to File > Example > MFRC522 > ChangeUID

3.4 Put a magic card with changeable id on the antenna

3.5 Goto line 35 in the code and change highlighted in red #define NEW_UID {OxDE, 0XAD,
OxBE, OXEF} to ID’s that have been red from the card.

3.6 Example 5.1.5 Case Study 1 Results of the cloning RFID (MIFARE 1K Type) present this
action and result by Dumpinfo again to show that clone of the card was successful.

3.7 DONE!


https://www.aliexpress.com/item/4001131186709.html?spm=a2g0o.productlist.0.0.7d6b3215NiEg52&algo_pvid=efd93302-8da5-41d5-83fa-45a17cafb9f4&algo_expid=efd93302-8da5-41d5-83fa-45a17cafb9f4-11&btsid=0ab6d59515953552852725538e2471&ws_ab_test=searchweb0_0,searchweb201602_,searchweb201603_
https://www.aliexpress.com/item/4000308186557.html?spm=a2g0o.productlist.0.0.368556a0VG58vL&s=p&ad_pvid=202007211119573988445588336150004361753_6&algo_pvid=a7de84ef-3817-44f0-9d1b-681858d649ad&algo_expid=a7de84ef-3817-44f0-9d1b-681858d649ad-5&btsid=0ab6f83915953555972973051e6fca&ws_ab_test=searchweb0_0,searchweb201602_,searchweb201603_
https://www.aliexpress.com/item/32843606316.html?spm=a2g0o.productlist.0.0.613639570My5iP&algo_pvid=6410569e-9903-40e0-9949-f079eaf0cb6e&algo_expid=6410569e-9903-40e0-9949-f079eaf0cb6e-4&btsid=0be3764515953553380384171eca79&ws_ab_test=searchweb0_0,searchweb201602_,searchweb201603_
https://www.arduino.cc/en/main/software
https://github.com/miguelbalboa/rfid

Case Study 2 setup

Description:

The Proxmark3 Easy is a cheaper version of the Proxmark3 V2 tool. This tool uses open-source
software and firmware that is available for download it can be used only on Windows operating
system. The Proxmark3 is a dedicated for RFID analysis and providing: snooping, reading,
emulation, demodulation, writing, analysis, replaying, modulation, decoding, encoding, decryption,
encryption LF 125kHz — HF 13.56MHz tags. It has capabilities of reading and writing; it can
analyse signals received over the air and can pretend the RFID.

Components:
e Proxmark3 Easy it is a transmitter and receiver which can read and write information.
e Tag and card that allows to read and write cloned information (Note: that some of the cards
may not work as expected it is better to buy a set of magic Chines cards from AliExpress to

make sure that your blank card has changeable UID).
e Laptop with Windows OS

e pm3-hin-2.4.0 software

How to connect all components and use the software?

1 Download pm3-bin-2.4.0 available on GitHub or in 2.CT Solution.zip file.

2  Please note that antivirus needs to be disabled for this test!

3 Connect Proxmark3 Easy to laptop via USB cable

3.1 On the task manager, the popup show message ‘Device driver software was not successfully
installed.’

3.2 Go to ‘Device Manager’ and find ‘Unknown device’ in ‘Other devices’ section

3.2.1 Right-click on the device, click ‘Properties.’

3.2.1.1 Go to Drivers and select ‘Browse my computer for driver software.’

3.2.1.2 Select folder “Windows Driver’ in pm3-bin-2.4.0 unzipped folder and confirm all

3.3 Go back to ‘Device Manager’ to check ‘COM Port’ that needed later on in this setup

3.3.1 Go to pm3-bin-2.4.0 > win32 (client + GUI) folder and find Go.bat filRight-clickck on the

file and edit it

3.3.1.1 Set COMPORT - to a number which found ‘Device Manager’

3.3.1.2 Save and close window

3.4 All should work fine; now please put the card on their antenna and type commands

3.4.1 For Mifare cards READ: ‘hf 14a reader’ to read the info

3.4.2 For other low frequency: ‘If search’ to check if the low frequency

3.4.3 For other high frequency: ‘hf search’ to check if high frequency

3.4.4 Other found here: https://github.com/Proxmark/proxmark3/wiki/commands

4 Go to pm3-bin-2.4.0 > win32 (client + GUI) folder and find Proxmark Tool.exe file

4.1 GIU —itis an alternative to the command line option

4.1.1 When GUI Opens, need to set up COM Port on the top of the screen

4.1.1.1 The same like set up in Go.bat file.

4.1.2 On the top of the screen, allows to commands, the same from client

4.1.3 On the left of the screen, there is an expandable tree of options

4.1.3.1 Please find in LF ¢ Low-Frequency Search’ it does the same job like ‘If search.’

4.1.3.2 Please find in HF ‘ High-Frequency Search’ it does the same job like ‘hf search.’

4.1.4 Allows to view commands in the output window which is on the bottom of the app

4.2 Please try other options for other cards

5 Done!


https://www.aliexpress.com/item/32998779961.html?spm=a2g0o.productlist.0.0.2c327990wDJHU9&algo_pvid=a748c8be-9b0b-4008-8411-87225f9daf6a&algo_expid=a748c8be-9b0b-4008-8411-87225f9daf6a-10&btsid=0ab6d67915953557676072649e59fc&ws_ab_test=searchweb0_0,searchweb201602_,searchweb201603_
https://www.aliexpress.com/item/4000308186557.html?spm=a2g0o.productlist.0.0.368556a0VG58vL&s=p&ad_pvid=202007211119573988445588336150004361753_6&algo_pvid=a7de84ef-3817-44f0-9d1b-681858d649ad&algo_expid=a7de84ef-3817-44f0-9d1b-681858d649ad-5&btsid=0ab6f83915953555972973051e6fca&ws_ab_test=searchweb0_0,searchweb201602_,searchweb201603_
http://www.proxmark.org/forum/viewtopic.php?id=1562
https://github.com/Proxmark/proxmark3/wiki/commands

Case Study 3 setup

Description:

The RFID hacking tool developed by [29]bishopfox.com for penetration testing. It allows still
badge information from the distances to get access to the secured building. This tool reads cards
allow frequency cards 125KHz like HID Prox and Indala Prox. The aim is to of this testing is to
show how easy it is still information and clone card. There is information on online n how to create
and use this tool as a pentester.

Components:
e Parts for antenna:

PCB (25EUR)

Soldering Station Hot
12 AA Batteries 6 (GBP)

are required (All software provided in 2.CT Solution.zip file)
Arduino 1.0.1

. ith code sdfatlib (€ 011)
Arduino Sketch code

So

[ ]
OOOEOOOOOOOOOOOOOOO

How to connect all components and use the software?
1 Download all software described in the above point
2  Atfirst solder, the all hardware together starting from PCB custom board

2.1 =
2.2 |Arduino Nano. | — holds code from Arduino sketch

2.3 [SDcardreader] - holds data from cards

2.4 [Two resistors | — used to reduce current flow

2.5 |Capacitor. — the component used to store energy electrostatically
2.6 [ZI3APIRSIN - allows connecting other components

2.7 [TO-92 Regulator —used to regulate one or more AC or DC voltages

3 Connect screen to PCB board that just been solder with other parts.

3.1 Use 3 pins on the PCB

3.2 LCD must include RX pin other available for Arduino



https://www.ebay.co.uk/itm/HID-5375AGN00-LONG-RANGE-READER-PROX-MAXIPROX-5375-READER/303351613532?epid=17031091472&hash=item46a12a485c:g:1FcAAOSw9-ldwvdb
https://www.amazon.com/ELEGOO-Arduino-ATmega328P-Without-Compatible/dp/B0713XK923
https://www.amazon.co.uk/Breakout-Board-for-microSD-Transflash/dp/B00AQNXZKI/ref=sr_1_1?dchild=1&keywords=breakout+board+for+micro+sd+transflash&qid=1595192851&sr=8-1
https://www.amazon.co.uk/Transcend-2GB-Micro-Transflash-Card-Black/dp/B000MSLW6G/ref=sr_1_3?dchild=1&keywords=SD+Cards+2gb&qid=1595192780&sr=8-3
https://www.amazon.co.uk/sourcing-map-BC547B-Plastic-Encapsulate-Transistor/dp/B07X1F2SDL/ref=sr_1_1_sspa?dchild=1&keywords=TO-92&qid=1595192960&sr=8-1-spons&psc=1&spLa=ZW5jcnlwdGVkUXVhbGlmaWVyPUExTVVIWU5FUTZQUkc1JmVuY3J5cHRlZElkPUEwMjQ4NTQxRlZGQlZCUjVYNlZQJmVuY3J5cHRlZEFkSWQ9QTAyMzk1MDQzMTE2TlhDRUVZSkU0JndpZGdldE5hbWU9c3BfYXRmJmFjdGlvbj1jbGlja1JlZGlyZWN0JmRvTm90TG9nQ2xpY2s9dHJ1ZQ==
https://www.amazon.co.uk/ELEGOO-Values-Resistor-Assortment-φ0-55mm/dp/B072HR25LW/ref=sr_1_1_sspa?dchild=1&keywords=resistors&qid=1595356153&sr=8-1-spons&psc=1&spLa=ZW5jcnlwdGVkUXVhbGlmaWVyPUExSkcwTjAzRFlHMzdDJmVuY3J5cHRlZElkPUEwOTc4NzU4M0RTQ1FIM1FXMko1RSZlbmNyeXB0ZWRBZElkPUEwMTIxMzA2MlFQOUNURE1LQjNPSCZ3aWRnZXROYW1lPXNwX2F0ZiZhY3Rpb249Y2xpY2tSZWRpcmVjdCZkb05vdExvZ0NsaWNrPXRydWU=
https://www.amazon.co.uk/SunTop-500pcs-Electrolytic-Capacitor-Range/dp/B07MNZRBRQ/ref=sr_1_1_sspa?dchild=1&keywords=1+capacitor%3A+100uF+50V&qid=1595356189&sr=8-1-spons&psc=1&spLa=ZW5jcnlwdGVkUXVhbGlmaWVyPUEzNTNBTzZTTkkySFNSJmVuY3J5cHRlZElkPUEwODM3MzAxMURURDlWRDZBOTc2WSZlbmNyeXB0ZWRBZElkPUEwNzc0MDUyM1ZQVUc5MU9IODNYUSZ3aWRnZXROYW1lPXNwX2F0ZiZhY3Rpb249Y2xpY2tSZWRpcmVjdCZkb05vdExvZ0NsaWNrPXRydWU=
https://www.robot-italy.com/en/sparkfun-20x4-serlcd-black-on-rgb-3-3v.html
https://www.aliexpress.com/item/32832574114.html?src=google&src=google&albch=shopping&acnt=494-037-6276&isdl=y&slnk=&plac=&mtctp=&albbt=Google_7_shopping&aff_platform=google&aff_short_key=UneMJZVf&&albagn=888888&albcp=9441019410&albag=95283287465&trgt=296904914040&crea=en32832574114&netw=u&device=c&albpg=296904914040&albpd=en32832574114&gclid=Cj0KCQjwpNr4BRDYARIsAADIx9wbzd0tNWGlag75-347ndp9LkXhCLLjnAEAyLexLKSHIWbsOutgDggaAou3EALw_wcB&gclsrc=aw.ds
https://ie.farnell.com/hammond/1421pcb1-8/pcb-standoffs/dp/1876513?gclid=Cj0KCQjwpNr4BRDYARIsAADIx9wZCUmYlAOXwCNWqs39rA_uZUpt8IqC_BnV9IgcDC-9bVkkh5fo7sYaAlvJEALw_wcB&gross_price=true&mckv=sn5CFdJsi_dc%7Cpcrid%7C436005051989%7Cplid%7C%7Ckword%7C%7Cmatch%7C%7Cslid%7C%7Cproduct%7C1876513%7Cpgrid%7C100894920146%7Cptaid%7Cpla-902734338228%7C&CMP=KNC-GIE-SHOPPING-ENCLOSURES-RACKS-CABINETS-NEWSTRUCTURE-17MAY
https://www.amazon.co.uk/HALJIA-460PCS-2-54mm-Connector-Universal/dp/B07V1DBQZJ/ref=sr_1_14?dchild=1&keywords=3+Pin+2.54mm+PCB+Universal+Screw+Terminal&qid=1595354830&sr=8-14
https://www.amazon.co.uk/gp/offer-listing/B00H8SKE0S/ref=dp_olp_afts?ie=UTF8&condition=all&qid=1595355089&sr=8-3
https://www.bishopfox.com/download/817/
https://www.aliexpress.com/item/32963583169.html?spm=a2g0o.productlist.0.0.23e53cb5SEcW58&algo_pvid=26af2bde-7333-4cd5-bac9-4d7d331984d0&algo_expid=26af2bde-7333-4cd5-bac9-4d7d331984d0-2&btsid=0be3769015953563733036072e5b41&ws_ab_test=searchweb0_0,searchweb201602_,searchweb201603_
https://www.amazon.co.uk/Duracell-Plus-Power-Alkaline-Batteries/dp/B005EJFLJC/ref=asc_df_B005EJFLJC/?tag=googshopuk-21&linkCode=df0&hvadid=214877336784&hvpos=&hvnetw=g&hvrand=5184520783582485204&hvpone=&hvptwo=&hvqmt=&hvdev=c&hvdvcmdl=&hvlocint=&hvlocphy=1007850&hvtargid=pla-387279267323&psc=1&language=en_GB&th=1&psc=1
https://www.arduino.cc/en/Main/OldSoftwareReleases#1.0.x
https://web.archive.org/web/20150101142121/http:/sdfatlib.googlecode.com/files/sdfatlib20111205.zip
Tastic%20RFID%20-%20Arduino%20Code.zip%20%09%09%09https:/www.bishopfox.com/download/814

3.3
3.4
3.5
3.6

4.1
4.2

4.3

5.1
5.2
5.3
5.4
5.5

6.1

6.4

LCD connected to first pins from the bottom
LCD RX pin connect to PCB board RX pin
LCD GND pin connect to PCB VSS pin
LCD VDD pin connect to PCB VDD pin

Connect batteries in series (+ to - )

Use 2 pins on the PCB

The positive (red) cable connect to button and another pin in button to positive pin on the
board

The negative (black) connect directly to the board to the negative pin on the board

Connect HID MAXIPROX

Use 4 pins on the PCB

HID TB1-3 (Ground) pin connect to PCB negative(-) pin
HID TB1-1 (+DC) pin connect to PCB negative(+) pin
HID TB2-1 (Data0) pin connect to PCB Data 0 pin

HID TB2-3 (Datal) pin connect to PCB Datal pin

The last step is set up HID hardware as per below picture:

In yellow set up switches as per picture, in red P4 and 1 underP4 must be connected the same
like P3 and 1 under P3, on the second picture 1 and P2

G

g
iAo

iga.

Power up, Done!

The issue during assembling components:

LCD not compatible with hardware (standard Arduino screen)

LCD burned during testing

Arduino Nano burned during testing

Components not solder

End of cables that connect components not solder causing lack of connectivity
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