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1 Overview 
 

The system is designed to detect, mitigate, and prevent DDOS attacks as well as detect any 
malicious file downloaded by the user. The implemented system does not have a graphical 
user interface and can be run using the command prompt on Ubuntu operating system. The 
output of the system is displayed on the same whenever the system detects an attack or 
whenever it detects a malicious file. The detection and mitigation of the DDOS attack is done 
by the game theory script and the prevention of it is done by the Iptables script. The malware 
detection part is done by the LaikaBoss Framework. This LaikaBoss Framework was 
integrated into our honeypot to scan the malicious files dynamically whenever the user 
downloads a file. Zeek IDS was also integrated into our honeypot to add another layer of 
protection for the system. When the honeypot is deployed Zeek IDS automatically starts 
monitoring the system. All the Zeek logs are stored for the admin to analyse them later. 
 
 

2 Environment Setup: 
 
The system has been designed and developed on the Ubuntu 18.04 LTS. It is developed in 
Python, shell scripts and MySQL.  
 
OS Requirements: Ubuntu 18.04 or similar. 
Python: Version 2 installed and version 3.6 or above installed. 
MySQL: MySQL 8.0 installed. 
Workbench : Version 8 installed. 
 

2.1.    Python Variables for Game Theory Script: 
 

I. Install pip3 variable of python. 
II. Download requirements.txt file and run the following command with sudo or 

root privileges. 
 
pip3 install -r requirements.txt 

    

2.2.    LaikaBoss Setup: 
 

For Installing LaikaBoss on Ubuntu, Run the following commands: 
 

I. Install framework dependencies: 
apt-get install yara python-yara python-progressbar python-pip 
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pip install interruptingcow 
 

II. Install network client and server dependencies: 
apt-get install libzmq3 python-zmq python-gevent python-pexpect 
 

III. Install module dependencies: 
apt-get install python-ipy python-m2crypto python-pyclamd liblzma5 libimage-
exiftool-perl python-msgpack libfuzzy-dev python-cffi python-dev unrar 
pip install fluent-logger olefile ssdeep py-unrar2 pylzma javatools 
wget https://github.com/smarnach/pyexiftool/archive/master.zip 
unzip master.zip 
cd pyexiftool-master 
python setup.py build 
python setup.py install 
wget https://github.com/erocarrera/pefile/archive/pefile-1.2.10-139.tar.gz 
tar vxzf pefile-1.2.10-139.tar.gz 
cd pefile-1.2.10-139 
python setup.py build 
python setup.py install 

 

2.3.    MySQL: 
  

Install MySQL 8 Server and Workbench on the system from the following sites 
and setup the connection. 
 
https://dev.mysql.com/downloads/ 
 
https://www.mysql.com/products/workbench/ 

 

2.4.    Installation: 
 

I. Download and extract all the files from the zip and save them into a folder. 
II. Setup the connection between MySQL and python3. 

III. Edit the connection details in files attack.py, capture.py and gt.py. 
 

 
 

IV. Open MySQL WorkBench, copy and paste the queries from dbs.sql file and 
run it on WorkBench. The required tables and fields would be automatically 
created. 
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V. For LaikaBoss, add or edit the required Yara rules, dispatch logic and the 
disposition file. 

 

3 Using the System: 
 

I. Open the terminal where the system is setup. 
II. Run the main.py script with the parameters as ip address of the system and the ports 

to open for fake services to run on the honeypot. The honeypot will be deployed and 
will start monitoring the network activity to detect a DDOS attack and will also detect 
whenever a malicious file is downloaded. 
 

 
 
 Whenever a DDOS is detected, a popup window will appear which will display a 
 warning of a DDOS attack, and the mitigation will take place. Also, when a user 
 downloads a malware, that file will be automatically scanned by LaikaBoss and its 
 output will be displayed on the honeypot’s output terminal. 
 
 

 3.1. Evaluation: 
 
 The system is evaluated by conducting various experiments on the system. The 
experiments were conducted by simulating a ddos attack to test the ddos detection and 
mitigation functionality as well as by downloading a malware to test the malware 
detection capability of the system. 
 
We use two separate Kali Machines to attack. The DDOS attack was simulated by using 
the hping tool which is prebuilt in Kali.  
 
Hping is the tool which allows us to set the size, quantity, fragmentation of packets which 
can be used to conduct a DOS attack. To conduct a DDOS, we use multiple attacking 
machines and attack a single target. 
The following command was used to conduct the DOS attack. Just open the terminal and 
run the following command with root or sudo privileges. 
 
 
 

sudo hping3 -S --flood -V -p 80 [ip_address] 
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For malware detection we pass a few malicious files and malware samples hidden inside 
zip files to our system. These malicious files will be hosted from the Apache server of the 
Kali Machine.  
When a DDOS attack or a malicious file is detected, the output will appear on the 
honeypot’s output screen. 
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