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1. Introduction

This configuration manual consists of an article about the whole proposed prototype that
has been executed using different tools and applications. The proposed method of securing
confidential data using Dual Image Steganography with Huffman Parity Coding uses 256-
bits Advanced Encryption System in order to convert the plain text to ciphertext, to hide
the secret data (ciphertext) inan image will be used in order to convert it into a stego image
and then the Haar Discrete Wavelet Transformation (HDWT) will be applied on that Stego
Image and then for the integrity of the data Huffman Parity coding will be applied. This
whole implementation will be implemented on MATLAB R2020a. Then Dual Image
Steganography is performed using Ubuntu Linux and Python 2.7.

2. System Configuration

2.1. Hardware Configuration

Operating System: Windows 10
Processor: i5 9" Gen

System: 64 bits

Hard Drive: 1TB

RAM: 16 GB

2.2. Software Configuration

This table below describes all the tools and applications that we have used for building the
prototype.

Tools Version Description
MATLAB R2020a Update 4 MATLAB is a programming
language and an application
used for Image processing
and other technical
computing. Some other tools
have  been  used for
Steganography.

e Wavelet Toolbox
V5.4
e Communication
Toolbox V9.10
e Image Processing
Toolbox V11.1
Linux Ubuntu 18.045LTS For performing the use of
Python.




Python V2.7 Python v2.7 is used to
perform Dual Image
Steganography.

Table 1: Applications

1. https://uk.mathworks.com/downloads/

2. https://ubuntu.com/download/desktop

3. https://www.python.org/download/releases/2.7/

3. Configuration

This manual includes step by step procedures and methods in order to install and
configure necessary applications and tools for the prototype that is proposed.

Installation of Software’s
> Download MATLAB form MATLAB?’s official site

https://uk.mathworks.com/downloads/

4 MathWorks:

Downloads

FAQ ~ Download & Install Troubleshooting

Get Latest Release

R2020a

» Learn More

§ Download R2020a

Click here to download any MathWorks release



https://uk.mathworks.com/downloads/
https://ubuntu.com/download/desktop
https://www.python.org/download/releases/2.7/
https://uk.mathworks.com/downloads/

MATLAB requires a subscription to be paid, but they also give a 30-days
free trial to users.

» Download other tools and add-ons that are required to run Steganography.

4\ Add-On Manager = (m] X
Installed Updates Get Add-Ons
g
Name. Type Author Install Date =
Wavelet Toolbox version 5.4 (21 days remaining on trial) <4\ MathWorks Toolbox 7 August 2020
DSP System Toolbox version 9.10 (21 days remaining & MathWorks Toolbox 7 August 2020
on trial)
Communications Toolbox version 7.3 (21 days 4 MathWorks Toolbox 7 August 2020
remaining on trial) 2
Statistics and Machine Learning Toolbox version 4 MathWorks Toolbox 7 August 2020
11.7 (21 days remaining on trial) K g
Signal Processing Toolbox version 8.4 (21 days 4 MathWorks Toolbox 7 August 2020
remaining on trial) '
Parallel Computing Toolbox version 7.2 (21 days 4 MathWorks Toolbox 7 August 2020
remaining on trial) 9
Mapping Toolbox version 4.10 (21 days remaining on & MathWorks Toolbox 7 August 2020
2 trial)
_ Trial i jarsi ;
Image Processing Toolbox version 11.1 (21 days 4 MathWorks Toolbox 7 August 2020
SRR remaining on trial)
Image Acquisition Toolbox version 6.2 (21 days 4 MathWorks Toolbox 7 August 2020
remaining on trial) 2
Computer \(lsnon Toolbox version 9.2 (21 days 4 MathWorks Toolbox 7 August 2020
remaining on trial)

Wavelet Toolbox, Communication Toolbox, Image Processing Toolbox are some of the
toolboxes that are required to run the steganography prototype.

NICAL Products -~

ubuntu® Enterprise -~ Developer -~ Community -~

. Downloads Overview

Download Search

Cloud loT Raspberry Pi Server Deskto Alternative downloads Ubuntu Flavours

Download Ubuntu Desktop

Ubuntu 20.04.1 LTS
Download the latest LTS version of Ubuntu, for desktop PCs and laptops. LTS
stands For long-term support — which means five years, until April 2025, of free

security and maintenance updates, guaranteead.
For other versions of Ubuntu Desktop
Ubuntu 20.04 LTS release notes & including torrents, the network installer, a
list of local mirrors, and past releases see
Recommended system reguirements: T e dlerr s er e
® 2 GHz dual core processor or ®  Internet access is helpful

better ] Either a DWD drive or a USB port

@ 4GB system memory for the installer media

@ 25 GB of free hard drive space




Ubuntu Linux can be run on the host machine using dual boot configuration or using a
Virtual Machine.

Download

This is a production release. Please report any bugs you encounter.
We currently support these formats for download:

» Gzipped source tar ball (2.7.0

= Bzipped source tar ball (2.7.0) (sig)

= Window ISl Installer (2.7.0) (sig)

I- Windows VSl Installer (2.7.0) [1

= Mac Installer disk image (2.7.0 and later (sig). It contains code for PPC, 386, and x86-64

Installer disk image 0.3and | ig).

= Windows help file (sig)

The source tarballs are signed with Benjamin Peterson's key (fingerprint: 12EF 3DC3 8047 DA38 2D18 ASB9
99CD EA9D A413 5B38). The Windows installer was signed by Martin von Léwis' public key, which has a key
id of 7D9DC8D2. The Mac installers were signed with Ronald Oussoren's key, which has a key id of

E6DF025C. The public keys are located on the download page.

MDS5 checksums and sizes of the released files:

35f56b092ecf39a6bd59d64f142aae@f 14026384 Python-2.7.tgz
Qe8c9ec32abf5b732bea7d91b38c3339 11735195 Python-2.7.tar.bz2
bd@dc174cbefbc37064ea81db1f669b7 16247296 python-2.7.amd64.msi
1719febcbc@e@af3abd3ad7ba5fbf851 15913472 python-2.7.msi
759077d3763134b327210e042a082bd9 21420655 python-2.7-macosx1@.3.dmg
bb3d6f1e300da7fbc2730f1af9317d99 21509961 python-2.7-macosx10.5.dmg
575156d33dc71b6581865a374f5c7ad2 5754439 python27.chm

Python 2.7 is used for Dual Image Steganography.

File Edit View Search Terminal Help
elliot@ubuntu:~$ sudo python2.7 -m pip install Image

File Edit View Search Terminal Help
elliot@ubuntu:~$ sudo python2.7 -m pip install clic I




In order to run the Dual Image Steganography module. We will have to install two packages
known as “Click and Image.”

elliot@ubuntu: ~/Documents/steganography-master

File Edit View Search Terminal Help
elliot@ubuntu:~/Documents/steganography-master$ python steganography.py merge --imgl=res/imgl.jpg --img2=res/img2.jpg - rcutput:res/-;utput.pngl

Using the above python code, two images known as plain image and cover image can be merged
in order to create a Dual Image Steganography.




4, Working

1. The First Step is to convert the plaintext into ciphertext using 256-bits Advanced
Encryption System.

4. Data_Hiding_Sending_End

Enter Text :
Hello Wworld®

Message Length : Binary Conwverter

Giwen Text into Binary -

i Apply AES Encryption

En is ren belows

accihbidj>ocoocedefjc hxoooooodechgbyxocacddfabeghxoooocedeife ~
droooooodocgddyocaicbiagefexocoooced efjec hroocoooodogddxocaccih
bidjirxacaccihbidjizoocoocgdgabg pooccoocodechgbraocaccihbidjizooooce
defjc hxoooooodogddr>ocaicbiageferoooosredeifedrooooocodegddroc
acddfabcgh»xxacddfabcghroooocedefjchyoocoooodechgbxocacddfab
cgh>xoooocedeifedrooocoodc hgbyocacddfabe ghyoocoougdgabgpooc
rooodchgbrocaceihbidjizocacddfabe ghryocooce defjc hxooooooogifaf

2. The next step is to embed the secret of the data into the plain image in order to convert
the plain image into a stego. Along with that, the Hiding Capacity, Peak to Signal Ratio
(PSNR) value, and Mean-Square Value is also calculated. This can be done for both
Single Image Steganography and Dual Image Steganography as well.

Plain Image

7 b
| A / —
E— (In Bytes )
‘ z L e—

PSNR ( Peak Signal to Noise Ratio) 49.9467
B P

Stego Image

i 0421416

Plot Histogram




3. Then, apply Haar Discrete Wavelet Transformation (HDWT) on both Single Image
Steganography and Dual Image Steganography.

First Level Decomposition

4. The next step is to apply Haar Discrete Wavelet in order to maintain the integrity of the
secret data inside the image. Applies for both Single Image Steganography and Dual
Image Steganography as well. The Variance, Average Length, Entropy, and Efficiency is
also calculated.

10




1. Lena (Single Image Steganography)

4 Figure1 [m} %

¥

File Edit View |Insert Tools Desktop Window Help

e EEERE

(4 Figure 1
File Edit View Inset Tools Desktop Window Help
Dade (S| 08| rE

Huffman Parity Coding on Image before Transt.#, =] " @ © {7}

Image after Transmission

Fle Edt View Inen Took Desop Wadow Hep

Variance : 8
Averagelength :7.781338e+00
Time Elapsed : 0.8460

2.

Huffman Parity Coding on Image before Transmission

:7.750946 bits
:0.996094

Entropy is
Efficiency is

City (Dual Image Steganography — embedded with Skyscrapers image —, please refer my report)

4] Figure 1

File Edt View Inset Tooks Desktop Window Help
Dede @ 08 RE

Image after Transmission
o

16.432479 bits
10.995984

Entropy is
Efficiency is
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5. Once the entire process is done, the embedded data, which is a ciphertext, is then extracted from the
stego image for Single and Dual Image Steganography as well.

[4\] Data_Extraction_Receivin g_End

Data Extraction (Receiver Side)

Extracted Data (AES encrypted)

Browse the Image from which you want to extract the Data

a fKE a
Browse Stego Image | idj i i ddfab fot

accihbidjt fooddxxaccihbidjt i fehgbx

Xace i I fchgbxacacddfabe I fch

ghxxacddfabe i fogddxoacddfabe

xxft ichi fich

soocefechgb
v

Binary Text :

171110010010000010110100000000010 4
10001711100100170000010170170000000
o1101000111100100100000101101000
ooooo0110100011000101100000010100
1000000001101 0001141001001000001
c1o001000000000110000111100100100
coo010110100000000010100011110010
Enter the button below to extract data from Stege Image gc1000001011010000000001010001100 ©
Nn4n4annnnnniniansnnnnnnnnnsnannn

Extract Data |
Binary to Text Converter |

Original Message :

Hello World! "

6. Hereis the MATLAB path of the prototype.

<@ P H gl & b D v MScin CyberSecurity » Builded Application

Current Folder ® | |z
Mame =

Encryption-and-lmage-Steganography-using-DWT-rnaster

Image-Compression-and-Transrnission-rnaster

Stegancgraphy

stegancgraphy-master

m Encryption-and-lmage-5Steganography-using-DWT-master.zip
m Image-Compressicn-and-Transmission-master.zip
M stegancgraphy-master.zip
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