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Phishing Detection Using Convolutional Neural
Network and ADADELTA

Tejas Umakant Phade
18195709

1 Introduction

This paper presents the configuration manual demonstrating the walkthrough of im-
plementation stages involved in our research “Phishing Detection Using Convolutional
Neural Network and ADADELTA”. The aim of this study is to develop a solution for
detection of Phishing login pages. Building the artefact consisted of combining two
techniques ‘Convolutional Neural Network” and ‘ADADELTA’. In Section 2 of the con-
figuration manual, the hardware and software project specifications are elaborated. The
Data Collection steps are explained in Section 3 followed by Training and Deployment in
Section 4.

2 System Specification
Since the artefact is an extension of Google-Chrome, hardware configuration to train and

test the platform is important. This solution has been developed on the following pillars:

2.1 Hardware Configuration

The artefact has been developed on a laptop having hardware configuration described in
the Figure 1:

View basic information about your computer

Windows edition

Windows 10 Home Single Language .- .

© 2020 Microsoft Corporation. All rights reserved. .. Wl n d OWS 1 O
System

Processor. Intel(R) Core(TM) i7-8750H CPU @ 2.20GHz 221 GHz

Installed memory (RAM): 32,0 GB (31.9 GB usable)

System type: 64-bit Operating System, x64-based processor

Pen and Touch: No Pen or Touch Input is available for this Display

Support Information

Figure 1: Hardware Configuration

2.2 Software Configuration

The developed solution has been developed using ConvNetJs [1] which has a dependency
of NodelJs [2]. The implementation is discussed in this section:



2.2.1 NodelJs

The NodeJs is a JavaScript run-time environment built on the foundation of Chrome’s
V8 JavaScript engine. In this research, NodelJs version 12.18.2 has been used. It supports
various API’s (Application Programming Interface) which can be leveraged for the benefit
of developed solution. It also has ES6 Features i.e. ECMAScript. The installation of
NodelJs is described below:

1. Firstly the installer needs to be downloaded from NodelJs Official Website and select
the desired version of operating system. In this project as we're working on 64 Bit
Windows machine, the respective installer is downloaded and has been installed. It
has been explained in Figure 2:

) C @& nodejsorg/en/d:

nede

HOME ABOUT DOWNLOADS DOCS GET INVOLVED SECURITY CERTIFICATION NEWS

Downloads

Latest LTS Version: 12.18.3 (includes npm 6.14.6

Download the Node.js source code or a pre-built installer for your platform, and start developing today.

LTS Current
Recommended For Most Users Latest Features

[ | - ~—
. s N
Windows Installer macOS Installer Source Code
Windows Installer (.msi) 32-bit 64-bit
Windows Binary (.zip) 32-bit 64-bit
macOS Installer (.pkg) 64-bit
macOS Binary (.tar.gz) 64-bit
Linux Binaries (x64) 64-bit
Linux Binaries (ARM) ARMVT ARMV8
Source Code node-v12.18.3.tar.gz

Figure 2: Website of NodelJs

2. Install the NodeJs as per standard format and Click on Finish. Ideally the content
should be installed in 'C’” drive and should not be interrupted while installing.



ﬂ Modejs Setup

Welcome to the Node.js Setup Wizard

n ‘ d e The Setup Wizard will install Nede.js on your computer.
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Back

Mext

Cancel

Figure 3: NodelJs Installer
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Completed the Node.js Setup Wizard
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nede

Hode.js has been successfully installed
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Figure 4: NodelJs Installation Finished

3. After installation of NodeJs is complete, verifying of the version can be done in
Command Prompt with the command node -v

C:\Users\Tejas Phade>node -v
v12.18.2

C:\Users\Tejas Phade>

Figure 5: NodeJs Version Check



2.2.2 Visual Studio Code

The program has been developed using Visual Studio Code [3]. The VSCode provides
multiple plugins and flexibility to the code and hence it has been used to develop the
artefact.

3 Importing/Uploading The Extension

The developed solution is an extension of Google-Chrome and it needs to be uploaded to
the browser before training or taking any samples. The steps to import an extension into
the browser are listed below:

1. After opening Google-Chrome click on the three dots and and moving the courser
to 'More tools..” will give us the 'Extension’ menu. Since it does not have any
shortcuts on keyboard, this is the only way to open it. The details are showed in
below Figure:

x © 2 8@
rch Method [} OSCP New tab Ctri+T

MNew window Cirl+MN

MNew incognito window  Ctrl+Shift+N

Histary
Downloads Ctrl+J

Bookmarks

foom - 100% +

Print... Ctrl+P
Cast...
Find... Ctrl+F

Save page as... Mare tools
Edit
Clear browsing data...  Cirl+Shift+Del Settings

Extensions Help

Task manager Shift+Esc
Exit

Developer tools Ctrl+Shift+I

Figure 6: Extension Menu



2. Once the extension menu is opened, you will be greeted with the existing exten-
sion in the browser. Now, since the extension is new and not published into the
Extension-Store, there is a need to enable 'Developer Option’ which can be seen in
upper-right corner of the screen, illustrated in the Figure 7.

Figure 7: Developer Mode

3. The developer mode will enable us to upload any extension which is not in the
store. Clicking on 'Load unpacked’ will open up a window from where a selection
of extension is possible.

W Extensions X +

&« > (C ® Chrome | chrome://extensions

= Extensions

Load unpacked Pack extension Update

Figure 8: Import/Load Option

4. Now, once the selection window is open it is required to select the extension file.



In this case we’ve named it 'chrome-ext’ which has all the essential files to run the

extension.

Name Date modified

l chrome-ext 25-07-2017 11:17 PM
B samples 31-07-2020 10:39 PM
R site 25-07-2017 11:17 PM
R trainer 12-07-2020 10:07 AN

Figure 9: Extension Folder

Type

File folder
File folder
File folder

File folder

After selection of the file, we can the extension in the 'Extension’ menu and can
modify some software aspect of it. The added extension is shown in figure below.

Phishh 4.0

Phishing Detectiton Using CNN + ADADELTA

ID: neeifb

Inspect v

Details Remove

Figure 10: Final Added Extension View

4 Data Collection

The Convolutional Neural Network is trained using Images as the sample-set. These
images are manually sampled with the help of the extension. No screenshot of the page
can work as while training the algorithm, it is needed to have the specific resolution and
grading which is possible only if the image is grabbed with the help of extension. Here

are the steps to grab a sample of a login webpage.

1. Visit the desired login webpage. Here, we're taking www.google.com as an example.



@ Sign in - Google Accounts. B+

& C @ accounts.google.com/sigi

Google
Signin
Use your Google Account
Email or phone

Forgot email?

Not your computer? Use Guest mode to sign in privately.
Learn more

English (United States) ~ Help  Privacy  Terms

Figure 11: Google Login Webpage

2. After reaching the desired webpage, click on the extension icon and it will run the
analysis. This might take couple of seconds.

Running Analysis...

Figure 12: Running The Analysis

3. After analysis is complete, if the image is matched into the database, it will show
the matching website. If it is new and does not know the particular website, then
it will show that as well.



ignin&flowEntry=Servic... ®& ¢ ﬁ » % Incognito
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igoog 1.00 9608 +-88510 Account|9o0g 0.57
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Processing took 5969.1ms
This looks like a GOOGLE page to me!
Source

Figure 13: Complete analysis on Known Website
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& Sale. Please see our Privacy Notice, our Cookies
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New to Amazon?

Create your Amazon account

Conditions of Use  Privacy Notice  Help  Cookies Notice  Interest-Based Ads Notice

©1996-2020, Am:

A m

Figure 14: Complete analysis on Unknown Website
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4. So, if you want to improve the accuracy of current webpage or introduce any new

website, saving the image in the respective folder is vital. It is shown in the below
Figure.
Firstly, click on the link Source and it will pop-up the image. Right-clicking on
the image denoted by ’1” will give us a drop down menu. From there, select "Save
Image as..” and save it in the respective folder, let’s assume we're taking example
of Google here then the image will be saved in folder named Google.

ame=GlifWebSignin&flowEntry=Servic.. & v (B % Incognito

goog 1.00 9808380510 Account| @o0g 0.57

goog 1.00 tlaoog0-66 |'riggative 0.57

1 m

Processing took 5969.1ms
This looks like a GOOGLE page to me!

Source

Open image in new tab

Save image as...
Copy image

Copy image address

Block element...

Save to Zotero (PDF)

Inspect Ctrl+Shift+|

Figure 15: Save Image to respective Folder
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5. There is no limit to how many images of the webpage you save. Here is the sample-
set to train google webpage.

splits configjson login.png login1_hidpi.png login2.png login2_hidpi.png login3.png login4.png

login5.png loginé.png

Figure 16: Collection of sample

5 Training of Convolutional Neural Network

After the completion of Extension Import and Data Collection comes the step to train
the network. The steps to training the Neural Network are as follows:

1. Before training the network, it is important to specify the ID for the given domain
and different domains to which the image sample belongs to. This will be coded
into each folder of samples and file name will be ’config.json’. In this example,
no matter if you sign in to G-Mail or YouTube it will always redirect the page to
"accounts.google.com’ so we will only add one domain here as shown in below figure.

{} configjson X

D: > RIC > Proj > Phinn > phinn-master NEW W

}[ " ", "fullname":

Figure 17: Config.Json File

2. Now there are several bash scripts which invoke specific functions utilizing each
aspect of the extension. To train the neural network, only one script is needed,
‘train_network.sh’.
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l chrome-ext 03-08-2020 10:21 AM File folder
l samples 03-08-2020 10:24 AM File folder

l trainer File folder

o™, - - - - Chall Crri
4 copy_net_to_extension.sh 17 Shell Script

‘\ -
4 delete_samples.sh y Shell Script
‘\ -
4* generate_samples.sh y Shell Script

Py - - —_ -
%» make_releasesh A7 Shell Script
S

i train_network.sh y y : Shell Script

Figure 18: Train_Network.Json file

3. Clicking on this will invoke the training scripts and neural network will be trained.
The time taken to train will depend on the base machine configuration and image
sample numbers. Here, we're only added two samples just for reference:

$ ./train_network.sh
Initializing sample labels.
{
id: "box’
fullname:
domains: dropbox.com’, "www.dro c.com’ ]

L

J
[ id: "goog', fullname: 'Google', domains: [ 'accounts gle.com’ ]
[ 4d: neth1~e }

gle”, "negative"]

) nel Lnaded
Created new netwurk
Starting training. This will take a while...

Performing validation
validation accuracy:
Training accuracy:
Forward time per sample:

Negative sample ra
samples

Current

Figure 19: Training the network with two sample
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4. Training will stop once it reaches the desired accuracy level. For reference accuracy
of 95% is set so the training stopped at that stage shown in the below Figure.

Performing validation
validation accuracy:
Training accuracy:
Forward time per sample:
Backprop time per 5amp1E'
Classification loss:

L2 weight decay 1@55:
Negative sample ratio:
Samples seen:

Current label dccuracw
dropbox '
google
negative [
Training cwmp]ete'

Figure 20: Training Complete

6 Conclusion

Aim of the research was to Detect Phishing Webpages with Convolutional Neural Network
and it has been achieved by following the aforementioned steps.
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