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Configuration Manual

Yogesh Bharat Parmar
X18176402

1. Introduction
This manual is developed to clarify the steps for running the research project in
detail and also specifies the configuration of the machine which is used to build
and run the models. The steps include downloading and installation of the
appropriate software and packages, and the minimum necessary configuration
for the smooth running of the project.

2. System Configuration
2.1. Hardware
The hardware configuration of the computer conducted for the research
is as specified below:

Processor: Intel i5—5200U CPU @ 2.20GHz

RAM: 12 GB

Storage: 500 GB HDD

Operating System: 64-bit operating system, Windows 10 Home

Hardware configuration recommended:
Processor: Dual-Core Intel i5 or equivalent
RAM: 6 GB

Storage: 128 GB HDD

2.2.  Software
Microsoft Excel: Used for data management, data discovery, and
exploratory plots.
Jupyter Notebook: Used for data loading, cleaning and pre-processing
of the data. It is also used for model building as well as for its
evaluation. Implementation of python was also used.

3. Download and Installation

3.1.  Installing latest version of Python
The latest version is recommended for installation of python which must be installed
based on the operating system. Figure 1 shows a glimpse where you can download
Python from https://www.python.org/downloads/


https://www.python.org/downloads/

Python

& python’ .

About Downloads Documentation Community Success Stories News Events

Download the latest version for Window

Download Python 3.8.5

Looking for Python with a different 0S? Python for Windows,
Linux/UNIX, Mac OS X, Other

Want to help test development versions of Python? Prereleases,
Docker images

Looking for Python 2.7? See below for specific releases

Figure 1: latest version of python to download from official website.

3.2.  Installing latest version of Anaconda
Anaconda3 is an open source package manager developed to improve data
analysis and the machine learning project. It offers numerous python-based
IDEs that are user-friendly that can be used for application creation and
performance visualization. Of the IDEs available for download, the most

prominent is Jupyter Notebook.
Anaconda3 is an open source which can be downloaded from

https://anaconda.com/distribution

Anaconda |nstallers

Windows 58 MacOS & Linux &

64-Bit Graphical Installer (466 MB) 64-Bit Graphical Installer (462 MB) 64-Bit (x86) Installer (550 MB)

32-Bit Graphical Installer (397 MB) 64-Bit Command Line Installer (454 MB) 64-Bit (Power8 and Power9) Installer (290
ME)

Figure 2: latest version of Anaconda3 to download from official website.

Upon effective deployment, the Anaconda Navigator will view a window as
shown in Figure 3 from which select the appropriate IDE for development. In
the current research the Jupyter Notebook has been used.
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File Help

‘) ANACONDA NAVIGATOR

Sign in to Anaconda Cloud

A Home o
Applications on base (root) v Channels Refresh
. Environments o o o o -~
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i Learning Jupyter
:i—/
O @iy CMD.exe Prompt JupyterLab MNotebook Powershell Prompt
0.11 A 128 6.0.3 0.0.1
Run a cmd.exe terminal with your current | An extensible envirenment For interactive Web-based, interactive computing Run a Powershell terminal with your
environment From Navigator activated and reproducible computing, based on the notebook environment. Edit and run current environment From Navigator
Jupyter Notebook and Architecture. human-readable docs while describing the activated
data analysis.
=} -] -] 2
AW
TPy 7
i 3
Documentation
Qt Console Spyder Glueviz Orange 3
Developer Blog A 160 A 40 0.152 3.26.0
PyQt GUI that supports inline figures, Scientific Pfthon Development Multidimensional data visualization across | | Compenent based data mining framework.
proper multiline editing with syntax EnviRonment. Pewerful Python IDE with files. Explore relationships within and Data visualization and data analysis For
highlighting, araphical calltips, and more advanced editing, interactive testing, among related datasets. novice and expert. Interactive workFlows
L 4 (=] Ashuinainn and infrnenarting Fasiirar wiith 2 larna bralhay b
Figure 3: Anaconda Navigator
Clicking onto the Launch button for Jupyter Notebook from the above
Anaconda Navigator, we get a page showing us which .ipynb file to open as
shown in figure 4. If starting a new developing page just go to new on the
right side and click on button script and will start with the new page.
: JUPYTE‘F Quit Logout
Files Running Clusters
Belect items to perform actions on them Upload || New = | &
Do ~ Wf Name ¥ Last Modified File size
[0 D 3D Objects 22 days ago
[J [ anaconda3 23 days ago
[ [ ansel 2 years ago
[J [ Contacts 22 days ago
[0 [ Desktaop 36 minutes ago
O O Documents 3 days ago
[0 D Downloads a day ago
[ ©ergo 25 days ago
O [ Favorites 22 days ago
[0 [ Links 22 days ago
O O Microsoft 10 days ago
O O Music 22 days ago
[0 O OneDrive 17 days ago
O O Pictures 22 days ago

Figure 4: Jupyter Notebook Home page




4. Project Development

I#Hequiﬂed Libﬁariesl

Step 1.  Importing necessary python libraries for dataset pre-
processing

from
from

from

from
from
from
from
from
from
from
from
from
from
from
from
from
from
from

import pandas as pd
import numpy as np

sklearn.decomposition import PCA
sklearn.decomposition import IncrementalPCA

import matplotlib.pyplot as plt
import seaborn as sns

sklearn.model selection import train_test split

import tensorflow as tf

keras.models import Sequential

keras.layers import LS5TM

keras.layers import Dense

keras.optimizers import Adam

keras.layers import Flatten

keras.layers import TimeDistributed
keras.layers.convolutional import ConvilD
keras.layers.convolutional import MaxPoolinglD
keras.layers import Bidirectional

keras.layers.core import Dropout

sklearn.metrics import accuracy score
sklearn.preprocessing import LabelEncoder,MinMaxScaler
sklearn.metrics import recall score,precision score,fl score
keras.utils import to categorical

sklearn.metrics import confusion matrix

Figure 5: Python Libraries for research




Step 2.  Loading the dataset and pre-processing dataset

[Loading and preprocessing data|

#Reading Data

data = pd.read_csv('dataset.csv’,header=None)

#Sneak-peak at data

print('shape of Data:',data.shape)
data.head()

Shape of Data: (192978, 487)

0 1 2 3 4 5 6 T 8 9 .. AT7T 478 479 430 4N 482 483 484 485 436
0 pe-malicious 0.0 00 00 00 10 00 00 00 00 .. 00 00 00 00 0.0 0385031 060 040 0565036 0.054403
1 pe-malicious 0.0 00 00 00 10 00 00 10 00 .. 00 00 00 00 00 08695652 020 020 0372974 0020327
2 pe-malicious 00 00 00 00 10 00 00 10 10 .. 00 00 00 00 00 0163083 100 100 0979375 0203325
3 pe-malicious 00 1.0 00 00 10 10 10 10 00 .. 00 00 00 00 00 0825532 025 025 0643750 0.000407
4 pe-malicious 00 00 00 00 10 00 00 10 10 .. 00 00 00 00 00 0220399 100 100 0979375 0203325

5 rows ¥ 487 columns

Figure 6: loading dataset and pre-processing the data [3]

Step 3.  Dropping label column from data, Scaling down features in range,
Distribution of label and Converting label to categorical.

#dropping Label column from data

label = data[e]
labels=1abel.unique()
data.drop({@,inplace=True,axis=1)

#5caling down features in ronge [8,1]

scaler = MinMaxScaler(feature_range=[2, 1]}
data = scaler.fit_transform{data)

#0ictribution of Label

plt.title{ 'pistribution of Class')

plt.pie{label.value_counts().values,labels = label.value counts().index,shadow=True,autcpct= "%1.8efti%',explode=(8.1,8})
plt.show()

Distribubion of Class

pe-malicious

pe-legit

#Lonverting Llabel to categorical i.e.
1bl_enc
label

label

e, 1] or [1,0]

1bl_enc.fit_transform{label)
to_categorical(label)

Figure 7: Pre-processing the data




Step 4.  Feature Selection

reg=[]
for n_components in range(l,data.shape[l]):
print{'n_components = ", n_components)

pca = PCA{n_components = n_components)
pca.fit(data)
reg.append{np.sum(pca.explained variance ratio ))

Figure 8: Feature selection

plt.figure(figsize=(11,6))
plt.plot(x,reg,'-s",color="r",markersize=3)
plt.plot([78,78],[@.264,1],"--")
plt.plot([85,85],[@.264,1],"--")
plt.plot([92,92],[@.264,1],"--")
plt.xlim((@,4856))

(@, 486)
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Figure 9: Plotting Feature Selection




Step 5.  Feature Extraction

pca = PCA(n_components = 85)
data_reduced = pca.fit_transform({data)
np.sum{pca.explained_variance_ratio_)

B.9875158924650686

data_reduced.shape

(19997@, 85)

data_reduced = pd.DataFrame(data_reduced)
corr = data_reduced.corr()
plt.figure(figsize=(15,12))
sns.heatmap(corr)

plt.show( )

# We can see that none of the features are not correlated
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Figure 10: Checking for feature correlation




Step 6.  Splitting the dataset into Training set and Validation
set in the ratio of 70:30

# Spllitting dataset into training set and validation set in ratio 70:30

X_train,X test, Y train, Y _test = train_test split(data reduced,label,stratify=label,test size=@.38,shuffle=True,random_state=42)

Figure 11: Splitting dataset into training and validation set

Step 7.  Setting epochs

#Number of features
n_features = data reduced.shape[1]

#number of steps per instance
n_steps= 1

n_outputs = label.shape[1]
epochs = 25

batch size= 32

verbose= 1

Figure 12: Setting Epochs




Step 8.  Wrapper for turning Tensorflow metrics into Keras metrics

# Wrapper for turning tensorflow metrics into keras metrics

def as _keras metric({method):
import functools
from keras import backend as K
gfunctools.wraps(method)
def wrapper(self, args, **kwargs):
value, update op = method(self, args, **kwargs)
K.get session().run(tf.local variables initializer())
with tf.control dependencies([update op]):
value = tf.identity(value)
return value
return wrapper

# defining precision ,recall abd f score

precision = as_keras metric(tf.metrics.precision)
recall = as_keras _metric(tf.metrics.recall)

1 score=as_keras _metric(tf.contrib.metrics.fl score)

Figure 13: Wrapper for turning tensorflow metrics into keras metrics

Step 9.  Re-shaping the data for CNN Model and defining it with
epochs accuracy

# reshaping data to feed into CNN model

X _train = np.array(X_train).reshape( (¥ train.shape[@], n_steps, n_features))
X _test = np.array(¥_test).reshape((X_test.shape[8] , n_steps, n_features))

# define model

model = Sequential()

model.add(ConvlD(filters=64, kernel size=1, activation="relu’, input_shape=(n_steps, n_features)))
model.add(ConviD(filters=64, kernel_size=1, activation="relu'))

model.add(Dropout(8.5))

model.add(MaxPoolinglD(pool_size=1))

model.add(Flatten())

model . add(Dense(256,activation="relu"))}

model.add (Dropout(8.2))

model.add(Dense(124,activation="relu"))

model.add(Dense(n_outputs,activation="softmax"))

opt = Adam(lr = 8.8081)

model.compile(loss="binary_crossentropy”, optimizer=opt,metrics=['accuracy’,precision,recall,f1 score])
# fit model

history_cnn = model.fit(X_train, Y_train,validation_data=(X_test,Y_test), epochs=epochs, verbose=verbose,batch_size= batch_size)




Train on 13997% samples, wvalidate on 59991

samples

Epoch 1/25

139979/139979 [===== ===== =] - 495 347us/step - loss: @.4436 - acc: B.7921 - precision: @.499%% - recall: @.99
98 - fl _score: B.7683 - val_loss: 8.3656 - val acc: @.8477 - val_precision: 8.5800 - val_recall: 1.8888 - val_f1 score: ©.3030
Epoch 2/25

139979/139979 [===== ===== =] - 41s 293us/step - loss: ©.3581 - acc: @.8483 - precision: ©9.5800 - recall: 1.8@
@@ - fl1_score: @.8222 - val loss: ©.3415 - val _acc: @.855@ - val precision: 9.5080 - val recall: 1.ee@@ - val f1 score: 8.8311
Epoch 3/25

139979/139979 [===== ===== =] - 41s 2%0us/step - loss: @.3234 - acc: B.8667 - precision: @.500@ - recall: 1.ee
88 - f1 score: @.8377 - .2823 - val_acc: @.8918 - val_precision: 8.5000 - val_recall: 1.8888 - val_f1 score: ©.8445
Epoch 4/25

139979/139979 [===== =] - 41s 293us/step - loss: ©.3@30 - acc: @.8771 - precision: ©.5800 - recall: 1.8@
@@ - fl_score: @.8498 - .266@ - val acc: @.8962 - val_precision: @.580@ - val_recall: 1.ee82 - val f1_score: 2.8545
Epoch 5/25

139979/139979 [===== ===== =] - 41s 2%4us/step - loss: @.2876 - acc: B.8850 - precision: @.500@ - recall: 1.ee
88 - fl1 score: B.8583 - val_loss: 8.2781 - val acc: @.9015 - val_precision: 8.5800 - val_recall: 1.8888 - val_f1 score: ©.8618
Epoch 6/25

139979/139979 [===== ===== =] - 41s 2%4us/step - loss: 8.2763 - acc: ©.891@ - precision: ©.5800 - recall: 1.8@
@@ - f1_score: @.8647 - val loss: ©8.253%9 - val _acc: @.9884 - val precision: 9.5080 - val recall: 1.ee8@ - val f1 score: 8.8675
Epoch 7/25

139979/139979 [===== ===== =] - 41s 29%6us/step - loss: @.2699 - acc: B.8933 - precision: @.580@ - recall: 1.ee
88 - f1 score: B.8699 - val loss: @.2486 - val acc: @.%041 - val precision: 8.5800 - val_recall: 1.8888 - val_f1 score: ©.8719
Epoch 8/25

139979/139979 [===== ===== =] - 41s 293us/step - loss: 8.2612 - acc: @.8969 - precision: ©.5800 - recall: 1.8@
@@ - f1_score: @.8737 - val loss: @.2617 - val_acc: @.8994 - val precision: 9.5080 - val recall: 1.ee8@ - val f1 score: 8.8754
Epoch 9/25

139979/139979 [===== ===== =] - 41s 2%4us/step - loss: @.2576 - acc: B.8986 - precision: @.500@ - recall: 1.ee
88 - fl1 score: B.8768 - val_loss: 8.2517 - val acc: ©.909@ - val precision: 8.5800 - val_recall: 1.8888 - val_f1 score: ©.8783
Epoch 18/25

139979/139979 [===== ===== =] - 41s 2%4us/step - loss: ©.2538 - acc: ©.9888 - precision: ©.5800 - recall: 1.8@
@@ - f1_score: @.8796 - val loss: @.2582 - val_acc: @.9892 - val precision: 9.5080 - val recall: 1.ee#@ - val f1 score: 8.8568
Epoch 11/25

139979/139978 [===== ===== ] - 41s 2%6us/step - loss: ©.2482 - scc: ©.9829 - precision: @.500@ - recall: 1.2
88 - fl_score: @.8828 - val loss: ©.2394 - val acc: 8.9160 - val precision: 8.5800 - val recall: 1.eeed - val fl score: ©.8831
Epoch 12/25

139979,/139979 [===== ===== ] - 41s 295us/step - loss: B.2428 - acc: ©.9856 - precision: @.5000 - recall: 1.8@
@® - fl_score: @.8843 - val_loss: @.2595 - val acc: 8.9111 - val_precision: 2.58@80 - val_recall: 1.8@88 - val_fl score: @.3853
Epoch 13/25

139979/139979 [===== ===== ] - 41s 2%4us/step - loss: ©.2396 - acc: @.9869 - precision: @.500@ - recall: 1.20
o2 - fl score: ©.8862 - wal_loss: @.2650 - val acc: @.9027 - val_precision: @.5800 - val_recall: 1.2e82 - val _f1 score: 0.8369
Epoch 14/25

139979,/139979 [===== ===== ] - 41s 295us/step - loss: B.235@ - acc: ©.9888 - precision: @.5000 - recall: 1.8@
@@ - fl_score: @.8877 - val_loss: @.2587 - val acc: 8.9967 - val_precision: 2.5880 - val_recall: 1.8@88 - val_fl score: @.3884
Epoch 15/25

139979/139979 [===== ===== ] - 41s 2%5us/step - loss: ©.2329 - =scc: ©.9894 - precision: @.500@ - recall: 1.20
eg - fl _score: ©.8891 - .2841 - val_acc: ©.89%92 - val_precision: @.5000 - val_recall: 1.ee28 - val_f1_score: @.88%6
Epoch 16/25

139979,/139979 [===== ] - 41s 2%3us/step - loss: B.2287 - acc: ©.9114 - precision: @.5000 - recall: 1.8@
@8 - fl_score: @.3982 - .2355 - val_acc: @.9186 - val_precision: 9.5888 - val_recall: 1.e888 - val_f1_score: @.8989
Epoch 17/25

139979,/139979 [===== ] - 41s 2%4us/step - loss: ©.2278 - acc: @8.9115 - precision: ©.5000 - recall: 1.8
o2 - f1 _score: ©.8916 - .2343 - wval_acc: ©.9199 - val_precision: @.5008 - val_recall: 1.ee88 - val_f1_score: @.8923
Epoch 18/25

139979,/139979 [===== ] - 41s 2%3us/step - loss: B.2248 - acc: ©.9136 - precision: @.5808 - recall: 1.88
@e - fl_score: @.33938 - .2375 - val_acc: 8.9211 - val_precision: 9.5088 - val_recall: 1.e888 - val_f1_score: @.8936
Epoch 19/25

139979,/139979 [===== ] - 41s 2%5us/step - loss: ©.2237 - acc: ©.9143 - precision: 9.5000 - recall: 1.8
e@ - fl1 score: ©.8942 - .2366 - wval_acc: ©.9169 - val_precision: @.5008 - val_recall: 1.20288 - val_f1_score: @.8948
Epoch 28/25

139979,/139979 [===== ===== ] - 41s 2%5us/step - loss: B.2289 - ascc: ©.9155 - precision: @.5808 - recall: 1.88
@@ - f1_score: @.8953 - val_loss: @8.2377 - val acc: 8.9280 - val_precision: 8.5800 - val_recall: 1.8@88 - val_f1 score: @.5959
Epoch 21/25

139979/139979 [==== ===== =] - 41s 296us/step - loss: ©.2198 - ascc: ©.9162 - precision: @.5000 - recall: 1.8
8@ - fl score: 8.8964 - val_loss: 8.2467 - val_acc: ©8.9145 - val precision: @.5808 - val recall: 1.ee@@ - wval f1 score: @.8969
Epoch 22/25

135979/139978 [==== ===== =] - 4ls 295us/step - loss: @.2175 - acc: 8.917@ - precision: ©.5800 - recall: 1.8@
88 - fl1_score: @.8973 - wval_loss: 8.2257 - wal_acc: ©8.9211 - val_precision: @.580@ - val recall: 1.2e88 - wal_f1_score: @.8978
Epoch 23/25

139379/139973 [==== ===== =] - 41s 295us/step - loss: @.2147 - acc: @.9183 - precision: @.5880 - recall: 1.8@
8@ - fl_score: 2.8983 - val_loss: 8.2321 - val_acc: ©.9243 - val_precision: @.5008 - val recall: 1.8888 - val_f1 score: 8.8988
Epoch 24/25

139979/139979 ===== =] - 41z 295us/step - loss: @.2157 - acc: @.9175 - precision: @.5000 - recall: 1.8@
8@ - f1_score: - val_loss: 8.2353 - val _acc: @.9175 - val_precision: @.588@ - val_recall: 1.888@ - val_f1 score: 8.8996
Epoch 25/25

139979/139379 = ===== =] - 41z 295us/step - loss: @.2124 - acc: @.9198 - precision: ©8.5008 - recall: 1.ee
8@ - f1 score: 8.9801 - val loss: 8.2113 - val acc: ©.9291 - val precision: @.5808 - val recall: 1.ee88 - val f1 score: 8.3085

Figure 14: Re-shaping data to feed into CNN model with outcomes
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Step 10.

Re-shaping the data for RNN Model and defining it with epochs

# reshaping datag to feed into ANN model

X_train
X _te=st

np.array(X_train).reshape{{X_train.shapes[@],
np.array{®% _test).reshape{{X_test.shape[@]

n_steps,
» N_steps,

n_fTeatures}))

n_fTeatures))

# define model
model = Sequential()
model.
model.
model.
model.
model.
opt =
model.
# fit model

history_rnn =

Adam{1lr = @.0@1)

add(L5TM({25@, activation="relu’, return_sequences=True,input_shape={ n_steps, n_features)))
add(LSTM{15@, activation="relu', return_sequences=True,dropout=8.2))
add(LsTM(5@, activation='relu',return_sequences=True))
add(Bidirectional(L5TM(5@, activation="relu’}))
add(Dense(n_outputs,activation="sigmoid" )}

compile({loss="binary_ crossentropy”, optimizer=opt,metrics=["accuracy’,precision,recall,fl_score])

model.fit(X train,¥Y_train,validation data=(X test,¥ test), epochs=epochs, verbose=verbose,batch_size=batch size)

Train on 139379 samples, validate on 59991 samples

Epoch 1/2%

139979,/139979 [======

5
Epoch 2/25

139979,/139979 [======
@28 - fl score: @.3043
Epoch 3/2%

- val loss:

139979,/139979 [======
eee - fl score: ©.8168
Epoch 4/25

139979,/139979 [

- val loss: @.3168

eee - fl score: ©.8281
Epoch 5/25

- val_loss: @.3379

=] - 148s 1@@eus/step - loss: ©.4614 - acc: 8.7659 - precision: ©.4993 - recall: @.
9998 - fl_score: ©.7433 - val loss: 8.3781 - val acc: 8.3234 - val precision: 8.50@8 - val recall: 1.8888 - val fl_score: 8.791

=] - 1295 923us/step - loss: ©.3844 - acc:

val acc: 8.8382 - val _precision: @.5000 -

=] - 1295 %24us/step - loss: @.3582 - acc:

val acc: 8.8718 - val _precision: @.5000 -

=] - 123s 952us/step - loss: 8.3295 - acc:

val recall: 1.8868 -

8.8346 - precision:
val recall: 1.ee88 -

8.8576 - precision:

- val acc: ©.8497 - val precision: @.5008 - val_recall: 1.8e08 -

139979/139979 [======
8 - fl_score: ©.8354 -
Epoch 6/25

.2818 -

=] - 372s 3ms/step - loss: @.3139 - acc: ©.8695 - precision: @.

val fl_score: @.

9.5802 - recall:
val f1_score: a.

9.5008 - recall:
val f1_score: a.

@.8157 - precision: @.580@ - recall: 1.8

8118

1.8
8228

1l.e
8319

5080 - recall: 1.@ee8
val_acc: @.88%8 - val precision: 8.508@ - val recall: 1.ee88 - val f1l score: @.83%6

139979,/139979 [====== ===== =] - 131s 337us/step - loss: ©@.2982 - acc: 9.8792 - precision: 8.5808 - recall: 1.@
@28 - fl_score: ©.8433 - val_loss: @.298% - val_acc: ©.83@8 - val_precision: @.500@ - val_recall: 1.888@ - val_fl score: 9.8466
Epoch 7/25

139979,/139979 [====== ===== =] - 1295 924us/step - loss: ©.2881 - acc: @.8851 - precision: ©8.5808 - recall: 1.e
@28 - fl score: ©.3494 - val loss: @8.2745 - val_acc: 8.8376 - val precision: @.580@ - val_recall: 1.8888 - val fl score: @.8521
Epoch 8/2%

139979,/139979 [====== ===== =] - 1481s 1ems/step - loss: @.2816 - acc: @.8887 - precision: @.5002 - recsll: 1.
eee - fl score: ©.8545 - val loss: @.3185 - val_acc: 8.8687 - val precision: @.500@ - val_recall: 1.e88@ - val fl score: @.8563
Epoch 9/25

139979/139979 [====== ===== =] - 13@s 926us/step - loss: ©.2729 - acc: @.8921 - precision: ©.5008 - recall: 1.8
eee - fl score: ©.8588 - val loss: @©.2534 - val_acc: 8.983@ - val precision: @.5800 - val_recall: 1.e88@ - val fl score: @.8602
Epoch 1@/25

139979/139979 [====== ===== =] - 1285 917us/step - loss: @.2641 - acc: @.8969 - precision: @.5808 - recall: 1.@
288 - fl score: @.8622 - wval_loss: 9.2529 - val_acc: ©.8947 - val precision: @.5080 - val recall: 1.8888 - val_fl1_score: @.8639
Epech 11/25

139973/139579 [====== == ] - 128s 92lus/step - loss: ©.25%94 - acc: @.3986 - precision: @.5000 - recall: 1.8
@28 - fl score: @.85656 - val loss: @.2426 - val_acc: 8.988% - val precision: @.5800 - val_recall: 1.8888 - val fl score: @.8672
Epoch 12/25

139979/139979 [ == ] - 1295 91%us/step - loss: @.2526 - scc: €.9213 - precision: @.5008 - recall: 1.8
op@ - fl score: 2.8688 - val_loss: @.2516 - val_acc: ©.3998 - val_precision: @.5800 - val_recall: 1.8888 - val_fl score: @.8782
Epoch 13/25

139979/139979 [====== == ] - 13@s 926us/step - loss: 8.2481 - acc: 9.9834 - precision: ©.5888 - recall: 1.8
eee - fl score: B.8714 - wal loss: @.2587 - val_acc: 8.9823 - val_precision: @.5800 - val_recall: 1.e88@ - val fl score: @.8726
Epoch 14/25

139979/139979 == ] - 122s 245us/step - loss: B.2416 - acc: 9.9865 - precision: ©.5000 - recall: 1.8
@28 - fl score: 8.5738 - wval loss: @.2466 - val_acc: 8.9835 - val precision: @.5800 - val_recall: 1.8888 - val fl score: @.8758
Epoch 15/25

139979/139979 [====== == ] - 1295 919%us/step - loss: B.2382 - acc: ©.9877 - precision: ©8.588@ - recall: 1.e
e - fl_score: @.8761 - wal_loss: 8.2215 - val_acc: ©.9158 - val_precision: @.5000 - val_recall: 1.8880 - val_f1_score: @.8772
Epech 16/25

139973/139579 [====== == ] - 128s 917us/step - loss: ©.2334 - acc: @.9@95 - precision: @.5000 - recall: 1.8
oe@ - fl score: 8.5783 - wval loss: ©.2329 - val_acc: 8.9868 - val precision: @.5800 - val_recall: 1.8888 - val fl score: @.8792
Epoch 17/25

139979/139979 [ == ] - 1285 917us/step - loss: @.2284 - scc: @.9118 - precision: 8.5008 - recall: 1.8
op@ - fl score: .8882 - val_loss: @.2188 - val_acc: ©.9135 - val_precision: @.5800 - val_recall: 1.888@ - val_fl score: 9.8811
Epoch 18/25

139979/139979 [====== == ] - 13@s 927us/step - loss: ©.2249 - acc: 9.9131 - precision: ©8.5888 - recall: 1.@
eee - fl score: 8.8820 - val loss: ©.2075 - val_acc: 8.9211 - val precision: @.5800 - val_recall: 1.e88@ - val fl score: @.8838
Epoch 19/25

139979/139979 == ] - 1295 224us/step - loss: 2.2220 - acc: 9.9145 - precision: ©.5002 - recall: 1.8
@28 - fl score: ©8.5839 - wval loss: @8.2879 - val_acc: 8.9281 - val precision: @.5800 - val_recall: 1.8888 - val fl score: 0.3847
Epoch 2@/25

139979/139979 [====== == ] - 1295 918us/step - loss: B.2186 - acc: ©.9156 - precision: ©8.588@ - recall: 1.e
Pe@ - fl_score: @.8855 - wal_loss: ©.2181 - val_acc: ©.9159 - val_precision: @.5000 - val_recall: 1.8880 - val_f1_score: @.8863
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Epoch 21/25
139979,/139979 [
eep - fl score: @.887@
Epoch 22/25
139979,/139979 [
eee - fl_score: @.8885
Epoch 23/25
139972,/139979
@28 - fl_score: @.8990
Epoch 24/25
139979/139979 [
@22 - fl_score: @.8913
Epoch 25/25
139979,/139979 [ == =] - 1265 982us/step - loss: ©.2841 - acc: @.9288 - precision:
@ea - fl score: @.8926 - val loss: @.1368 - val_acc: @.9297 - val precision: @.5888 - val_recall: 1.0008 -

val loss: @.2028

=] - 129s %22us/step - loss: @.2164 - acc:
val_acc: ©.9228 - val_precision: @.5@08 -

@.9164 - precision: @.5808 - recall: 1.8
val_recall: 1.e8@8 - val fl_score: ©.8878

.5888 - recall: 1.@
val fl_score: @.8893

= =] - 138s %38us/step - loss: @.2127 - acc:
val_loss: 8.1943

val_acc: 8.9264 - val_precision: 8.5208 -

@.9188 - precision:
val_recall: 1.8808 -

@8.58e@ - recall: 1.@
val fl_score: @.3907

=] - 128s %17us/step - loss: @.2887 - acc:
val_acc: 8.9215 - val_precision: 8.50688 -

@.928@ - precision:

T @.2044 val_recall: 1.8088 -

== 8.5808 - recall: 1.@
val_loss: 9.1868

val fl_score: @.892@

=] - 1395 %92us/step - loss: @.2865 - acc:
val_acc: 8.9297 - val_precision: 0.5060 -

@.9289 - precision:
val_recall: 1.0088 -

8.5808 - recall: 1.@
val fl_score: @.8932

Figure 15: Re-shaping data to feed into RNN model with outcomes

Step 11. Re-shaping the data for CONC-LSTM Model and defining it with

epochs

# reshaping data to feed into CONV-LSTM mode

I
=

X train = np.array(X _train).reshape{{X train.shape[8], 1, n_steps, n_fTeatures))
X test = np.array(X test).reshape({X test.shape[@] ,1, n_steps, n_features))

# define model

model = Sequential()

model.add(TimeDistributed(ConvlD({filters=128, kernel_size=1, activation="relu'), input_shape=(MNone, n_steps, n_features)))

model. add (TimeDistributed (MaxPoolinglD(pool_size=1}))
model.add(TimeDistributed(ConvliD(filters=64, kernel size=1, activation='relu"}))
model.add(TimeDistributed(ConvlD({filters=64, kernel_size=1, actiwvation="relu’)))
model.add (TimeDistributed(Flatten(}))

model.add(LSTM(25@, activation='relu’', return_sequences=True))

model.add(LSTM(15@, activation='relu’, return_sequences=True,dropout=0.2))

model.add(LSTM(128, activation="relu’,return_sequences=True))

model.add(Bidirectional(LSTM(128, activation="relu'}))

model.add(Dense(n_outputs,activation="sigmoid"))

opt = Adam{lr = @.2@1)

model.compile(loss="binary_ crossentropy”, optimizer=opt,metrics=['accuracy’,precision,recall,fl score])
# fit model

history_conv = model.fit(X_train,¥Y train,validation_data=(X_test,¥ test), epochs=epochs, werbose=verbose,batch_size=batch_size)

Train on 139572 samples, walidate on 59921 samples
Epoch 1/25
139979,/139979 [======
998 - 1l score: ©.7322 - val loss: 9.3398 -
8.4999 - recall: @.9997 - f1_sco - ETA: 45 -
Epoch 2/25
139979/139979 [======
eee - fl_score: ©.8165 - val_loss: @.2994 -
7.5088 - recall: 1.8888 - fl_score:

Epoch 3/25
139979,/139979 [======
eee - fl score: ©.8417 - val loss: @.2580 -
Epoch 4/25

139979/139979 [====== =] - 1@3s 73%us/step - loss: @.2606 - acc: @.3946 - precision: ©.5008 - recall: 1.8
@28 - fl score: ©.8567 - val loss: @.2475 - val_acc: 8.9838 - val precision: @.580@ - val_recall: 1.8888 - val fl1 score: 8.8622
- acc: @.8922 - precision: 2.5808@ - recall: 1.888@ - fl score: @. - ETA: 27s - loss: 8.2645 - acc: ©.83922 - precision: 0.5808 -
recall: - ETA: 7s - loss: @.2615 - acc: ©.3948 - ETA: 4s - loss: @.2611 - acc: @.8%42 - precision: - ETA: 1s - loss: 8.2687 -
acc: @.8945 - precision: ©.508@ - recall: 1

Epoch 5/2%
139979/139979 [======
eee - fl_score: ©.8669
Epoch 6/25
139979,/139979 [======
eee - fl score: B.8733
c

Epoch 7/25

=] - 121s 883us/step - loss: @.4537 - acc: @.7671 - precision: ©.4939 - recall: 8.9
val acc: @.8556 - val precision: @.5008 - val _recall: 1.8888 - val fl_score: 8.7949
loss: @.4626 - acc: @.7649

=] - 1@3s 736us/step - loss: 8.3296 - acc: @.86@05 - precision: ©.500@ - recall: 1.@
val_acc: 8.8825 - val_precision: @.5000 - val_recall: 1.8888 - val_fl_score: 8.831

=] - 183s 734us/step - loss: ©.2858 - acc: @.8820 - precision: ©8.5808 - recall: 1.e
val acc: 8.8391 - val _precision: @.5008 - val recall: 1.8888 - val fl_score: @.8582

=] - 114s 81l7us/step - loss: 8.2416 - acc:
val_acc: ©.8862 - val_precision: @.5000 -

8.9845 - precision: @.580@ - recall: 1.8
val recall: 1.e888 - val_f1_score: @.57e4

=] - 113s 8@5us/step - loss: ©.2293 - acc:
val acc: 8.9188 - val precision: @.5000 -

@.9824 - precision: @.580@ - recall: 1.8
val recall: 1.e888 - val_f1 _score: 8.8766

139979,/139979 [======
@28 - fl score: ©.3794
Epoch 8/25
139979/139979 [====================

eee - fl_score: ©.8842 - val_loss: @.1992
66 - acc: ©.9208 - precision: @.5888 - recal

=] - 114s 8l4us/step - loss: @.2166 - acc:

val acc: 8.9839 - val precision: @.5000 -

=] - 1l6s 827us/step - loss: 8.2866 - acc:

val_acc: 8.9247 - val_precision: @.5000 -
1: 1.0890 - f1_score:

2.9159 - precision: @.580@ - recall: 1.8
val recall: 1.8888 - val_f1 _score: @.8828

8.9209 - precision: @.580@ - recall: 1.8
val recall: 1.e888 - val_f1_score: @.8867
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Epoch 9/25

139973/139979 [====== === ] - 111s 7%6us/step - loss: ©.1984 - scc: 9.9244 - precision: 8.5008 - recall: 1.@
oe@ - fl score: ©.8889 - val_loss: @.1889 - val_acc: ©.9316 - val_precision: ©.5008 - val_recall: 1.2888 - val_f1_score: @.391@
Epoch 1@/25
139979/139979 [====== === ] - 11@s 788us/step - loss: ©.1989 - scc: @.9273 - precision: @.5@02 - recall: 1.0
@88 - fl score: ©.83938 - val loss: 9.200% - val acc: 8.9284 - val precision: @.5808 - val recall: 1.888@ - val_f1 _score: @.3943
Epoch 11/25

=== 1 - 112s 79%us/step - loss: ©.1859 - acc: ©.9297 - precision: @.5@01 - recall: 1.@
eee - fl score: ©.8964 - val loss: @.2176 - val_acc: ©.9169 - val precision: @.5801 - val recall: 1.e88@ - val_f1 _score: @.8978
Epoch 12/25
138979/139972 [====== === ] - 112s 7%Vus/step - loss: 8.1816 - scc: @.9316 - precision: @.5@01 - recall: 1.@
eee - fl score: ©.899@ - val_loss: @.1767 - val_acc: ©.9352 - val precision: @.5801 - val recall: 1.e88@ - val_f1 _score: @.98@5
Epoch 13/25
139979/139979 [====== === ] - 1235 B8@us/step - loss: ©.1773 - zcc: 9.9336 - precision: @.5002 - recall: 1.0
o2 - fl score: ©.9818 - val loss: 8.1729 - val_acc: ©.9362 - val_precision: @.5@82 - val recall: 1.8888 - wval f1 score: @.9%@31
Epoch 14/25
139973/139979 [====== === ] - 115s Bl8us/step - loss: 8.1733 - scc: 9.9349 - precision: 8.50082 - recall: 1.@
@2@ - fl score: ©.9843 - val_loss: @.1675 - val_acc: ©.9482 - val_precision: 9.58@3 - val_recall: 1.288@ - val_f1_score: @.2@55
Epoch 15/25
139979,/139979 [====== === ] - 1@4s 74Bus/step - loss: ©.1787 - acc: 9.9361 - precision: @.5805 - recall: 1.8
o688 - fl score: @.9865 - val loss: @.1818 - val acc: 8.934@ - val precision: @.5806 - val recall: 1.888@ - val_f1 _score: @.9@75
Epoch 16/25
139979,/139979 [====== === ] - 111s 7%Bus/step - loss: B.1665 - acc: ©.9373 - precision: @.5887 - recall: 1.8
eee - fl score: ©.9885 - val_loss: @.1705 - val_acc: ©.9372 - val_precision: @.5808 - val _recall: 1.e88@ - val_f1 _score: @.9834
Epoch 17/25
138979/139972 [====== === ] - 1@5s 748us/step - loss: 8.1645 - scc: ©.9386 - precision: ©@.5088 - recall: 1.@
oep - fl_score: 2.9183 - vsl_loss: @.1738 - val_acc: ©.9372 - val_precision: @8.581@ - val_recall: 1.e882 - wal_f1 score: @.9111
os5: @.1649 - acc: @.9383 - precision: ©.5@ - ETA: 1s - loss: @.1648 - acc: @.9385 - precision: ©.5888 - recall: 1.8090 -
Epoch 18/25
138979/139972 [====== === ] - 1@5s 752us/step - loss: 8.16@3 - scc: 9.9404 - precision: ©.5012 - recall: 1.@
eee - fl score: ©.9119 - val loss: @.1663 - val_acc: ©.9373 - val_precision: @.5814 - val recall: 1.e88@ - val_f1 _score: @.9127
Epoch 19/25
139979/13997% [====== ==== =] - 1@4s 745us/step - loss: @.1582 - scc: @.9411 - precision: 8.5015 - recsll: 1.8
eee - fl_score: 8.9134 - wal_loss: 8.1641 - val _acc: 8.9488 - val_precision: @.5817 - wval_recall: 1.888@8 - val_f1_score: 8.9142
ETA: 25 - loss: ©.1584 - scc: ©.941@2 - precision: ©.5815 - recall: 1.0@e@ - fl_score: .91 - ETA: 25 - loss: 9.1584 - scc: 0.94
1@ - precision: 8.581
Epoch 28/25
139979/13997% [====== ==== =] - 112s §@eus/step - loss: @.1578 - acc: 8.9409 - precision: @.5028 - recall: 1.@
08B - fl_score: ©.9148 - wal loss: @.1674 - val _acc: ©.9361 - val_precision: @.5821 - val_recall: 1.8888 - val fl_score: @.9155
Epoch 21/25
139979/138978 [====== ==== =] - 18%s 782us/step - loss: @.1527 - scc: 2.9426 - precision: @.5023 - recall: 1.@
eee - fl score: 8.9161 - wal loss: @.17081 - val acc: ©.9366 - val_precision: @.5026 - wal recall: 1.ee8@ - val _f1_score: 8.9167
recision: @.5@23 - recall: 1.8888 - fl_score: @.916 - ETA: 3s - loss: @.1525 - acc: ©.9426 - precis
Epoch 22/25
139979/139978 [====== ==== =] - 11@s 78Bus/step - loss: @.1514 - scc: 2.9434 - precision: @.5028 - recall: 1.@
eep - fl_score: ©.9172 - wal loss: @.1556 - val_acc: ©.9434 - val_precision: @.5830 - val_recall: 1.e882 - val_f1_score: 8.9178
434 - precision: @.5828 - recall: 1.0088 - fl_score: - ETA: 25 - loss: @.1515 - acc: @.9434 - precision: 9.5828
Epoch 23/25
139979/13997% [====== ==== =] - 11@s 785us/step - loss: @.1512 - acc: 8.9438 - precision: @.5034 - recall: 1.@
08B - fl score: ©.9184 - wal loss: @8.1667 - val acc: ©.9383 - val_precision: @.5838 - val_recall: 1.8888 - val fl_score: ©.9189
Epoch 24/25
139979/139979 [====== ==== =] - 111s 7%Bus/step - loss: @.1482 - acc: @.9452 - precision: @.5041 - recall: 1.@
eee - fl score: ©.9194 - wal loss: 8.1689 - val acc: ©.3444 - val precision: @.5045 - wval recall: 1.ee8@ - val _f1_score: @.9%2ee
Epoch 25/25
139979/13997% [====== ==== =] - 111s 7%@us/step - loss: @.1463 - acc: 8.9457 - precision: @.5048 - recall: 1.e@
@2e - fl score: ©.9285 - wal_loss: @.1596 - val acc: ©.9418 - val_precision: @.5851 - val recall: 1.888@8 - val_f1_score: 9.921@

Figure 16: Re-shaping data to feed into CONV-LSTM model with outcomes

Step 12. Analysing results

Analysing all the outcomes of CNN, RNN and CONV-LSTM

for better comparison of all models.

All the models are made comparison with the range of epochs+1

x = [1 for 1 in range(l,epochs+1)]

Figure 17: Mentioned the range of epochs
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a. Accuracy Comparison with Training & Validation set

plt.figure(figsize={15%,5))
plt. subplot (121
plt.title("Accuracy comparison™)
plt.plot{x,history_ cnn.history[ "acc” ] ,label="CMNM"}
plt.plot{x,history_rnn.history["acc"].,.label="RMNM"}
plt.plot{x,history_conwv.history[ "acc”],label="COMNW-LSTM" )
plt. legend()
plt. subplot {1227
plt.title("Val SAccuracy comparison™)
plt.plot{x,history_cnn.history[ "wval acc'],label="CMM")
plt.plot{x,history rnn.history[*wval acc'],label="RMM")
plt.plot{x,history_conwv.history[ "wval_ acc'],label="COMNW-LSTM")
plt.legend( )
plt.=show()
Accuracy comparison Val_Accuracy comparison
0550 1/ __ o I —— CNN —~
iy - 094 AN

0925 { — C(DNV-LSTM — I —— CONV-LSTM /\//Ww
0900 - — faz / : - Ve
. .90 | '
0850 088
0825 086
0800

0.84
0775

! . . . . . 0821 . . . . .
Figure 18: Accuracy Comparison and Value
b. Loss Comparison with Training & Validation set

plt.figure(figsize=(15,5))
plt.subplot({121)
plt.title("LOSS comparison™)
plt.plot({x,history_cnn.history[ loss'],label="CNN")
plt.plot({x,history_rnn.history["loss'],label="RNN")
plt.plot{x,history conv.history[ loss'],label="COMNV-LSTM")
plt.legend()
plt.subplot({122)
plt.title("VAL LOSS comparison”
plt.plot{x,history cnn.history['val loss'],label="CHN")
plt.plot{x,history rnn.history[ 'val loss'],label="RHNN")
plt.plot{x,history conv.history[ 'val loss'],label="CONV-L5TH")
plt.legend()
plt.show()
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Figure 19: Loss Comparison and Value

c. Precision Comparison with Training & Validation set

plt.figure(figsize=(15,5))
plt.subplot(121)
plt.title("PRECISION comparison”
plt.plot(x,history cnn.history[ 'precision’'],label="CNN")
plt.plot(x,history_rnn.history[ 'precision’'],label="RNN")
plt.plot(x,history conv.history[ 'precision’],label="CONV-L5TM")
plt.legend()
plt.subplot(122)
plt.title("VAL PRECISION comparison”
plt.plot(x,history_cnn.history['val precision’],label="CNN")
plt.plot(x,history_rnn.history['val precision’],label="RNN")
plt.plot(x,history conv.history['val precision’],label="CONV-L5TM")
plt.legend()
plt.show()
- PRECISION comparison VAL_PRECISION comparison

- %E\f LSTM = EEEV L5TM
0.504 o508
0500 _- — 0500

Figure 20: Precision Comparison and Value
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d. Recall Comparison with Training & Validation set

plt.
plt.
plt.
plt.
plt.
plt.

figure(figsize=(15,5))

subplot(121)

title("RECALL comparison™)

plot(x,history cnn.history['recall’'],label="CHNN")
plot(x,history_rnn.history[ 'recall’],label="RNN")
plot(x,history_conv.history[ ' recall’'],label="CONV-LSTM")

plt.legend()
plt.subplot(122)
plt.title("VAL RECALL comparison™)
plt.plot{x,history cnn.history['val recall'],label="CNN")
plt.plot{x,history_rnn.history['val recall’'],label="RNN")
plt.plot(x,history_conv.history[ 'val recall'],label="CONV-LSTH")
plt.legend()
plt.show()
RECALL comparison +9.9999a—1 WAL_RECALL comparison

083535 0.000008
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Figure 21: Recall Comparison and Value
e. F1 Score Comparison with Training & Validation set

plt.figure(figsize=(15,5))
plt.subplot(121)
plt.title("F1_SCORE comparison”
plt.plot(x,history_cnn.history['f1l score'],label="CNN")
plt.plot(x,history rnn.history['f1l score'],label="RNN")
plt.plot(x,history conv.history['fl score'],label="CONV-L5TH")
plt.legend()
plt.subplot(122)
plt.title("VAL F1 SCORE comparison”)
plt.plot(x,history cnn.history['val fl1l score'],label="CNN")
plt.plot(x,history_rnn.history['val fl score'],label="RNN")
plt.plot(x,history_conv.history['val fl1 score’],label="CONV-LSTM")
plt.legend()
plt.show()
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Figure 22: F1 Score Comparison and Value
Step 13. Confusion Matrix
y_pred = model.predict(X_test)

Y _pred = np.argmax(y_pred, axis=1)

y_test = np.argmax(Y_test,axis=1)

f_matrix = confusion_matrix(y_test, Y _pred)

plt.title( 'Confusion Matrix of CONV-LSTMMn')

sns.heatmap (f_matrix/np.sum(f_matrix), annot=True,fmt='.2%",xticklabels=labels,yticklabels=labels,cmap="hot")
plt.show()

Confusion Matrix of CONV-LSTM
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Figure 23: Confusion Matrix
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