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1 Overview
This document provides information about the pre-requisites required to replicate the
implementation and also documents the necessary tools and scripts required for successful

operation of the project. This will also assist on instructions on how to build and execute the
code. The application is built in java programming language.

2 Dependencies

The user should have Java Development Kit(JDK),Android Studio and setup Android Virtual
Device (AVD)with minimum API level of 29 within Android Studio. For testing the user
should have any NFC enabled Android smartphone.

AWS ec2 instance(Ubuntu server-any version)

Nginx or any web server

YARA tool(any version)[4]

3 Installation
Install Android Studio[3]
Extract the zip file,
Open Android studio.

Click on File> open



P9 Edit View Navigate Code Analyze Refactor
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Profile or debug APK

Open Recent >
Close Project

Link C++ Project with Gradle

Settings... Ctrl+ Alt+5
Project Structure... Ctrl+ A+ Shift+5
Other Settings >
Import Settings...

Export Settings...

Settings Repository...

Navigate to the extracted directory and select the directory

Once done, Click on Build, Build Bundle/APK = Build APK
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# SSh -1 "nTc.pem” ubuntu@ec2-54-204-6-177.compute-1.amazonaws.

elcome to Ubuntu 16.04.6 LTS (GNU/Linux 4.4.0-1111-aws x86 64)

* Documentation: https://help.ubuntu.com
- Management: https://landscape.canonical.com
Support: https://ubuntu.com/advantage

< Are you ready for Kubernetes 1.197 It's nearly here! Try RC3 with
sudo snap install microk8s --channel=1.19/candidate --classic

https://microk8s.io/ has docs and details.

packages can be updated.
updates are security updates.

ast login: Sun Aug 16 22:20:28 2020 from 37.228.254.129

$ id
id=1000(ubuntu) gid=1000(ubuntu) groups=1000(ubuntu) ,4(adm),20(dialout),24(cdro
).25(floppy) ,27(sudo) ,29(audio) ,30(dip) ,44(video) ,46(plugdev) ,b109(netdev),110(1

d) -]

Install Nginx server (sudo apt install nginx)[1]

do apt install nginx
Reading packa
Building depe
Readi stat informati - e
nginx is already the ne version (1.10.3-8ubuntu®.16.804.5).
@ upgraded, @ newly installed, @ to remove and 14 not upgraded.

%

Install YARA tool(sudo apt install yara)

$ sudo apt install yara
Reading package lists... Done
Building dependency tree
Reading state information... Done

yara is already the newest version (3.4.0+dfsg-2buildl).
® upgraded, © newly installed, © to remove and 14 not upgraded.
% .

4 Installation of built APK On Android Device

Once the build is completed from the above step,

Navigate to app\build\outputs\apk\debug directory

You will be able to identify app-debug.apk.

Copy the file to Android device,

On the Android device, enable install application form untrusted sources from settings
Once done click on the copied APK file.

Application will be installed

5 Testing

Once the application is installed, enable NFC on your smartphone, open the app “YARA for
NFC” and scan any NFC tag. If the tag contains malicious URL, you will get a response
stating malicious URL in red else the URL will be displayed in Green
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