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1 Overview 
 

This document provides information about the pre-requisites required to replicate the 

implementation and also documents the necessary tools and scripts required for successful 

operation of the project. This will also assist on instructions on how to build and execute the 

code. The application is built in java programming language. 

 

2 Dependencies 
 

The user should have Java Development Kit(JDK),Android Studio and setup Android Virtual 

Device (AVD)with minimum API level of 29 within Android Studio. For testing the user 

should have any NFC enabled Android smartphone. 

 

AWS ec2 instance(Ubuntu server-any version) 

 

Nginx or any web server 

 

YARA tool(any version)[4] 

 

3 Installation  
 

Install Android Studio[3] 

 

Extract the zip file,  

 

Open Android studio.  

 

Click on File open  
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Navigate to the extracted directory and select the directory 

 

 Once done, Click on Build, Build Bundle/APK  Build APK 

 

 
 

Once the Build is complete, Click on Run 
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This will trigger the AVD and the application will run 

 

 
Server Side  

 

AWS ec2 instance minimum of 2GB RAM and 40 GB HDD/SSD 
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Install Nginx server (sudo apt install nginx)[1] 

 

 
 

Install YARA tool(sudo apt install yara) 

 

 
 

 

 

4 Installation of built APK On Android Device 
 

Once the build is completed from the above step, 

Navigate to app\build\outputs\apk\debug directory 

You will be able to identify app-debug.apk. 

Copy the file to Android device, 

On the Android device, enable install application form untrusted sources from settings 

Once done click on the copied APK file. 

Application will be installed 

 

5 Testing 
 

Once the application is installed, enable NFC on your smartphone, open the app “YARA for 

NFC” and scan any NFC tag. If the tag contains malicious URL, you will get a response 

stating malicious URL in red else the URL will be displayed in Green 
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