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Analysis and Detection of Unauthorized Access Points
Using various Machine Learning Algorithms.

Akshay Mangesh Juwale
X19129866

Abstract

Illegal access points in an internet network is a frequent concern for users con-
nected to the network, in this paper, we try to identify the illegal access point
entries via RTT Round Trip Time data gathered through all the nodes connected
to the network. We will apply machine learning models, in order to correctly clas-
sify the access points as authenticated or unauthenticated. Our main objective,
in this paper is to study the effectiveness of identification of various illegal access
points through various machine learning algorithms such as SVM Support vector
machines, KNN K means the nearest neighbour and Genetic algorithms. On per-
forming a comparative analysis among multiple algorithms, we have found that
Ant colony Optimization algorithm achieves the highest accuracy of 98.15%. In
the proposed work, the synthetic RTT dataset has been generated using network
simulation for performing predictive analysis.
Keywords – Illegal Access point, Machine learning, genetic algorithm, network pro-
tection.

1 Introduction

The devices known as wireless access points are linked to a company’s network system
through a computer. The computer network permits wireless kind of devices, for example,
the laptops which are used by an employee for being able to join the network system
without the help of a limiting ”physical network cable”. Wireless networking systems are
considered as the most workable way to provide organisational resources to the employees
for great working experience for many companies. However, there is a grave drawback
of these access points. These are more vulnerable to be accessed by unauthorised users
due to its 24/7 availability in the connection. This study has been conducted to develop
algorithms using ”Genetic”, ”SVM”, “KNN” for the purpose of detecting unauthorised
access. This chapter has included the background of the research, the aims, objectives.
Research rationale and questions have been formed that would guide the research. The
research significance would help to understand the contribution of this research study
in the detection of unauthorised access to wireless networking systems. Moreover, the
research framework has been formed for better conceptual understanding for the readers.
The conclusion of this chapter would help to understand the research plan and design as
a summarised way.

As the sheer number of “applications” that are using wireless networking systems, in
which some of these are crucial in nature for some users and employees, enterprises. That
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is why effective management in wireless networking is necessary. Therefore, openness,
as well as availability for all time of these wireless network systems, are becoming top
priorities, creating it an elementary resource to be effectively managed [1]. Hence, many
employees, students, enterprises are accessing various wireless networks, of which the
access points do not have enough security in accessing. Moreover, the traffic which
is carried by them is not actually encrypted [2]. As a result, the sensitive data and
communications, transactional processes of the users are highly falling into vulnerable
condition as these could be hacked or accessed by any illegal authorisation. This would
make the users fall into a great risky situation. Such risky incidents take place as the
connection of the users is being remitted “In the Clear”, the sniffing tools could be
used by the actors who are malicious. The main objective of accessing the tools by these
malicious actors are to access or for obtaining the information which is sensitive in nature,
for example, ”passwords” of various important accounts, ”credit card numbers”. Without
security, the wireless networking systems used by the public consisted of ”unsecured file
sharing”, that could permit an illegal user to grasp any sort of files and directories that
might be available unintentionally for sharing purpose by a user. The other risks which
can take place due to the wireless networking system are “Piggybacking”, “ wireless
sniffing”, “evil twin attacks”, “wardriving”, ” shoulder surfing”. As various anomalies
such as ”volume-based”, ”spatial-based” derived from different sources might arise at the
indifferent time in a realistic scenario of the wireless network [3]. Making the detection
of the various anomalies by using or applying “profile-based solutions” with the help
of “single dimension metrics” is not considered as an ideal or efficient measure. For
instance, selecting “volume-based attributes”, such as the digit of the bits, flows and
various packets, while making use of “spatial-based attributes” [4]. The attributes based
on spatial are including the source as well as destinations related to IP-addresses and
ports. As in the case of a former, though, they are able to match the primary behaviours
of “DDoS attacks”, “flash crowds”, such attributes have the difficulty of to detect the
unauthorised access. With the goal of solving the restrictions of the approach which are
signature-based, a wide number of ”profile-based” approaches have been introduced. Due
to the flexible features and necessity to support the wireless network management, the
used methods of these proposed approaches do vary in denomination, such as statistical
approach, clustering process, the process of soft computing. Chen and Ye founded a
theory which is known as ”Chisquare theory” for the purpose of anomaly identification
as well as unauthorised access detection. According to previous studies associated with
the detection of illegal access, various approaches have been proposed. ”Daedalus’ ’ a
detection of anomalies based on time series or statistical approaches that help to address
many limitations and can capture the behaviour as well as network prole from “BRO
NIDS connection logs”. Some machine learnings have been proposed to predict the
“normal trac behaviour” and to remove uncertainties and sounds by applying “Particle
Swarm Optimization” (Ling and Wu, 2019). The application of PSO consisted of the
“Stationarity Dickey-Fuller” test. Moreover, the scores had been computed with the help
of “Fuzzy Logic” for dealing with vagueness. SVM or “Support Vector Machine”, KNN or
“K-nearest neighbour” and “Genetic algorithm” are some popular approaches which have
been discussed in the study by exploring the working strategies, effectiveness, accuracy
level as well, in the detection of illegal accesses to the wireless networking systems. The
”RTT or Round Trip Time” value dataset of the points of access of the wireless networks
have been used. Also, the mentioned machine learnings have been applied to the data
series for analysing whether the points for accessing are unauthorised or authorised in
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nature [5]. In a wireless network, an access point is regarded as a way of transmitting
and receiving data and files. These access points are worked to connect the users among
each other within the networking system and deliver as a point of interconnection with
a network based on a fixed line or in other words a network which is weird. These
access points in a wireless networking system are also known as “transceivers”. The term
“transceivers” is called because of the nature of “transmission” as well as “reception” of
these access points in a wireless networking system [6] Because of the usage and existence
of many smart devices in this modern era, illegal access points are usual places and
could not be avoidable. There are no policies and regulations on the connection lines
of such access points on a bare networking system or a network that is secured with
authorised users being accessed as a relay. These relays are intended to provide weaker
points to the wireless networking system. The network can be damaged via stealing of
the information and data directly related to the user and sniffing other information in
traffic of the network. With the information which is stolen the networking system and
the users who are connected can be damaged or harmed further. Apart from this study,
many other studies associated with the risks of wireless networking systems are being
conducted progressively by many organisations and researchers currently for addressing
the same issue related to this topic. “Support Vector Machine” or SVM is one of the
most strong “supervised learning algorithms” in the area of “Gene Expression analysis”
and its efficiency in detection of illegal access is trying to be explored through this present
study along with the other algorithms namely ”KNN”, ”Genetic algorithms”. According
to previous studies conducted by Lee [?], the approach of ”SVM” classification that is
well-performing in nature might suffer from consumption that is based on high time or
duration, ”High CPU”, and ”physical memory usages” because of providing intricate
training and the classifying method, especially in the case of a high dimensional dataset.

1.1 Research Objective

The critical aspects of the study can be defined using the objectives, which are:

• To explore the efficiency of different algorithms such as the “SVM (Support Vector
Machine), KNN (K-means Nearest Neighbour) and Genetic Algorithms” in detect-
ing “unauthorised access points” within the wireless networks

• To compare the effectiveness of “Genetic Algorithms over SVM and KNN” in the
“detection of unauthorised access points.”

1.2 Research Question

The research questions would not only guide the study but also would help to determine
what the power of this current study is. They are the following:

• In which way the different algorithms which are ”genetic algorithms”, ”SVM or
Support Vector Machine”, “KNN or k- Nearest Neighbour” are working efficiently
in detecting the unauthorised access points in the system of wireless networking?

• Do “Genetic Algorithms” have better competency than the ”KNN” and ”SVM” in
unauthorised access identification?
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1.3 Conclusion

This chapter of introduction has included the insights of this current research in a detailed
manner. What is the background of the study, what approaches have been proposed by
previous studies by many authors related to illegal access to various wireless networking
systems. Why this subject has been selected also has been discussed in the research
rationale section and the research significance section. It has been discussed overall in
this chapter why the access to the wireless network is being a factor of creating risk
situations for the users. The aspects of other measures in terms of machine learning
and other preventive approaches which have been proposed by other authors also have
been discussed in this context, which will allow the reader a better understanding of the
overview and background behind the current research study. The research aim, objectives,
and research questions have been formed in this chapter for a better approach to pursue
the current study as well as enabling the reader to understand the research framework
for addressing the result in a significant manner.

2 Literature Review

The research-based on the detecting intruders in the wireless networks using the al-
gorithms can be elaborately conducted with the help of gathering information about
the concerned issue and produce genuine evidence from the practical evaluations and
researches of eminent persons. The empirical literature sources are a great source of
identifying the problems areas of the research that have been conducted on similar areas
of the study or on the key aspects of this study. The study of literary sources will
highlight the drawbacks and possible areas of improvements that can be utilised to pro-
ceed with the current research. Hence, this chapter shall discuss the critical aspects of
the research based on the literature presented by other authors in the empirical study
and also provide an insight into the lacking areas of the corresponding research studies
through the literature gap. Furthermore, the chapter will emphasise on the theories and
models corresponding to the application of the algorithms that are used for the purpose
of detecting the “illegal access” of intruders in the “wireless networks”. The conceptual
framework is also depicted in the chapter with a detailed evaluation of the “dependent
and the independent variables” that are essential for the study.

2.1 Detecting Unauthorised Access Points in Wireless Networks

There has been extensive research regarding the detection of the vulnerable points of ac-
cess in the wireless networks by different authors. One such research is conducted by the
authors, Alotaibi and Elleithy, 2016 which elaborates on the concept of “Rogue Access
Points (RAP)” that are required to be detected due to the growing concern regarding
the increasing security problems of the Wireless LAN that are widely deployed in various
sectors of business. The authors have focused their study on the existence of RAP and
have presented ways of detecting different types of RAPs such as the “Evil-twin, Un-
authorized, Compromised, Improperly Configured RAPs, and Denial of Service RAPs”.
The authors have elaborated on the existing vulnerabilities that have not been investig-
ated by other researchers and also identified the detection techniques corresponding to
each of the categories of RAPs. The taxonomy behind the RAP classifications has been
demonstrated using the state diagrams that define the ”deauthentication/disassociation
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attacks” that can be forged by the “legitimate AP to disconnect the users”. The authors
have discussed the attacks based on their features and their activities in the network.
The research has also provided solutions and techniques for handling the security issues
at RAPs with the demonstration of the countermeasures that can be employed for the
detections and preventions of the attacks. The study also elaborates the various de-
tection approaches such as the ”coexistence approaches, approaches handling the evil
twin attacks, unauthorised AP countermeasures, deauthentication/disassociation coun-
termeasures” and countermeasures that are capable of solving multiple attacks.

Figure 1: State Diagram for the de-authentication/disassociation attacks

Khan and their team [7] have discussed the vulnerable points of the ad-hoc networks
and the detection of the intrusions. The authors have explained the various taxonomy
related to the “intrusion detection system” corresponding to the unauthorised access
and security attacks. The IDS schemes and approaches have been demonstrated in the
paper which have been further elaborated based on the various parameters. The au-
thors have defined the mechanism of detection, which involves the ”data collection, data
pre-processing, intrusion recognition, intrusion model, reporting and response”. The
taxonomic classification of the IDS includes the ”detection based IDS, signature-based
IDS, Anomaly Based and Hybrid”. However, each of the detection systems has certain
advantages and disadvantages, as mentioned in the journal.
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Figure 2: Taxonomy of IDS

The detection modes, responses and architectures corresponding to the detection of
intrusions have been elaborated by the authors [7] in their journal. The authors have also
classified the several methods and techniques of detection into four major mechanisms
which are further sub-classified into techniques of detection. From the journal, it can be
observed that ”the genetic algorithm” is classified as a “Heuristic Technique” while SVM
and KNN are a “Rule Techniques”.

2.2 Effectiveness of SVM Algorithm

Authors Reddy [8] have demonstrated the effectiveness of using SVM as the technique of
detection unauthorised intrusions highlighting the role of discrimination function. The
data mining approach of SVM technique is utilised in this research. The researchers
have suggested that the ”discriminant function” in SVM technique can effectively help
to detect the unauthorised access by identifying the normal and the anomalous activities
in the network and separate them to create a response mechanism to avoid the attacks.
However, the authors have also indicated that the discriminant function corresponding
to the use of SVM technique should be critically chosen to derive the best outcome in
the process of detecting “unauthorised access points”. It is also provided in the journal
that the effectiveness of the SVM technique is based on the “kernel parameters and the
classification accuracy of the feature selection”. The journal has explored the significant
uses of both the linear and non-linear SVM. This technique is also based on the develop-
ment of the appropriate scaling method, which improved the discriminant function and
has enabled the IDS with enhanced efficiency.
The literature presented by Asiegbu et al. 2019 has also supported the effectiveness of
the SVM technique in the detection mechanism of ”unauthorised access points in a net-
work”. The journal has evaluated the efficiency based on the application of SVM on a
dataset consisting of 10000 access points, among which 2000 access points were used to
evaluate the efficiency of the algorithm. 374 vulnerable access points were identified, and
the rate of data misclassification was negligibly indicated by the reduced rate of ”false
alarms” and high ”detection accuracy” of 99.98%. Thus, the authors have demonstrated
the effectiveness of the SVM technique in the process of detection
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2.3 Effectiveness of KNN Algorithm

The efficiency and performance of the KNN algorithm in the ”Intrusion Detection Sys-
tem” are discussed in the journal presented by [9]. The study is based on the “randomis-
able filtered and K Nearest Neighbor classifier for selecting features” which can enhance
the performance of detecting the unauthorised access into the network and also provide
improved accuracy to the detection system. The authors have stated that this method is
considered to be one of the most simple algorithms that can be used for the purpose of
the detection of intrusion. The analytical traceability and traceable behaviour improve
anomaly detection. However, the authors have also mentioned the limitations of KNN
due to the high storage requirement and are highly ”prone to the curse of dimension-
ality and low rate in classifying test tuples”. The experimental analysis that has been
provided in the study have indicated that the rate of accuracy of threat detection in
access points are quite high for the “normal, probe and Denial of Service attacks” while
it is comparatively low in “User to Root” and “Remote to Local” attacks. However, the
study has also shown that the outcomes of accuracy and scalability are improved when
the “randomisable filter classifier” is used along with the KNN algorithm.
Similar to the objectives of this journal, the authors Shapoorifard and Shamsinejad, 2017
have presented a study that emphasises on the use of KNN is an effective algorithm for
the IDS. Being slightly different from the previous journal, this journal has used a hybrid
algorithm that used the nearest neighbour technique, farthest neighbour technique and
the second nearest neighbour technique to solve the detection of access points in the
utilised data set. The results of the technique have shown an extensive level of efficiency
and performance in the detection of the intrusions.

2.4 Effectiveness of Genetic Algorithm

According to the authors [10], the Genetic Algorithm can provide the ”best detection
rate”, but this technique also has ”the highest false-positive rate” that can lead to low
accuracy of “anomaly detection system”. Author [11] have used the Genetic Algorithm
Approach for the feature selection method in combination with the SVM technique for the
detection of the intrusions. The authors have highlighted the use of Genetic algorithms in
the feature selection process based on Darwin’s principle of natural selection and genetic
amplification. The study has also provided an insight into the process of splitting the
properties into two features. The data classification methods have effectively reduced the
intrusion network data and have provided the basis of the accuracy of data classification.
The proposed method of classification and Intrusion detection is highly efficient at se-
lecting a subset based on Genetic algorithm. The two feature selection based on Genetic
Algorithm has provided a high rate of accuracy as well as the high rate of precision.

2.5 Literature Gap

The review of literature has provided an overview of the concept development regarding
the existing security issues of the network access points. The empirical study of the
journal presented by the authors [5] indicates several drawbacks that shall be addressed in
further studies. The techniques that have been discussed based on the detection of RAPs
have several discrepancies and inadequacies, which can be explained by the ”wired side
solution” that is presented in the study. This solution uses the ”switch port mapping”.
However, the technique fails to incorporate an ”integral authorisation method”. Also,
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the techniques that have been discussed are not efficient in detecting ”RAPs attached to
a legitimate AP”. Therefore, the development of detecting solutions involves approaches
that have unnecessary traffic and increased complexity. The approaches used by the
authors broadly rely on ”higher-layer protocols that delay the process of detection” and
are also dependent on ”easily spoofed identifiers such as IP addresses”. These areas need
to be improved in further research through the appropriate use of algorithms.
There are several challenges to the adoption of the proposed detection systems in the
ad-hoc networks as mentioned in the journal presented by Khan et al. 2020 which are
the “lack of a central management system, dynamic topology, limited bandwidth, lack
of well-defined boundary and lack of power source”. Therefore, a detection mechanism
has to be developed that does not have these limitations to the system of detecting
“unauthorised access”. The journal presented by [8] has used the SVM technique for the
IDS. However, the technique employed in the research involved the rough set approach,
which significantly reduced the detection time. Also, the scaling technique and rough set
were individually employed in the research, which has reduced the efficiency of the SVM
technique. Therefore, it can be understood that combining scaling and rough set will
improve the efficiency of the IDS using SVM.

3 Research Methodology

The proposed methodology has been used in order to correctly classify the unauthorised
access point. The overall operation has been performed in many steps. Each step used
for proposed model will be explained in upcoming subsections. The Flow Diagram of
proposed architecture is shown in Figure 3.

Figure 3: Proposed Architecture

3.1 Data Generation

The real time of network access point is not available publicly. Therefore, we have a
generated a synthetic data using network simulation. The generated access point data
will be mainly based on the connection type and connection type will has been classified
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into 3 categories 3G, 4G and Wired data. For each connection type we will generate a
separate data and perform a classification over it. The generated data will have 2 features
response time of network and the length of the data packet. These both the features will
be used to perform the predictive analysis.

3.2 Data Pre-Processing

The data generated from simulation script will be in raw format. To convert this into the
machine readable format, we have to perform some pre-processing steps. The unnecessary
string values has been been removed. Only the useful information of network data has
been kept for our analysis. After performing data pre-processing there only numerical
features available in the dataset.

3.3 Training the Models

After performing the pre-processing on synthetically generated data, now the data will
be training using different classification models in order to do a comparative analysis.
The classification algorithm used for this analysis are SVM (Support Vector Machine),
KNN (K-nearest neighbour) and Ant colony optimization algorithm. SVM and KNN
algorithms are the supervised machine learning approaches. Whereas, ant colony optim-
ization technique is genetic algorithm technique. The generated data for different network
type will be trained by the model to carryout the predictive examination.

3.4 Evaluation

There are two different approaches will be used for evaluation of each model. First the
accuracy of each model will be calculated. later, the precision score will be calculated,
in order to check for false positive values. This experiment will be performed over 1000
and 10000 different number of samples. the different subsets of dataset are used in order
to find out the impact on increasing the training data. The Evaluation has been carried
out by performing iterative operation with algorithm over the same data-set, in order to
fine-tune the parameters.

4 Design Specification

The overall design of the proposed framework can be divided into two parts. Simulation
design and algorithmic design. In simulation design part, we will discuss about the
network simulation part used for data generation. In the algorithmic section design part
we will discuss about the design and architecture part of each algorithm.

4.1 Simulation

A simulation program has been designed to simulate a network ping times of all the nodes
connected. When the simulation program is run the data for 3G, LTE and Wired would
be generated. A simplified form used to feed to ML programs would also be generated.
The user has to supply the number of noes and the percentage of exposed nodes in the
program and the program would generate the same.
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4.2 Algorithmic Design

In our proposed design, we are using 3 different model from algorithmic point of view.
Support Vector machine (SVM), K-nearest neighbour (KNN) and Ant colony optimiza-
tion algorithm. A support vector machine is supervised machine learning (ML) model
using classification algorithms. They are used on two group classification problems. The
Support vector machine uses the concept of support vectors, to find out the optimal
hyperplane. For a optimal hyperplane the maximum margin is required between the sup-
port vectors. SVM is all about finding out the best hyperplane for optimal classification.

KNN is a type of map learning algorithm, it maps the input data in space and clusters
them into groups based on the nearest possible lengths between two nodes. And groups
nearest nodes together to form clusters. So, any new data point mapped to the space
would be added to the cluster that it is mapped in that space. The input consists of
training data which are grouped with k number of groups in the space they are mapped
into. If used for classification purposes the new item is the object assigned to the most
common item among any of the kth group and classified by majority vote.

In Ant Colony Optimization (ACO) a set of software agents search for the best possible
solution to a given optimization problem. The optimization problem is transformed into
finding the best path on a weighted graph where all the inputs are plotted in the graph
space. The ants or agents in this model build solution by moving on the graph. The
solution there by derived from this algorithm is stochastic and is based on pheromone
model. Each ant while traversing through the graph sets a pheromone maker on the
place it has visited, and the pheromone degrades based on the time passing. So, the ant
visiting the node would identify the marker set by the pervious ant and identify the node
is already visited node and would optimize accordingly.

5 Implementation

For the whole analysis purpose, we have used the windows operating system, running
on i5 processor with 8 GB of RAM and 512 GB of hard drive. The generated python
program can run on any platform by installation of python and the results thus obtained
would be similar in comparison results. There are multuple python libraries have been
used for our implementation, which includes matplotlib, sklearn, numpy and pandas. The
steps of implementation are briefly listed as follows

• Extracting details from raw file and converting it to more readable format

• Reading the file using pandas.read csv.

• Dividing the data set in train test. Training data for developing the model and Test
data for checking/validating model

• Fitting the model

• Test for accuracy and precision of model

In the above implementation, the main objective is to accurately perform the binary
classification between unauthorized and authorized access in the network. In the evalu-
ation section, we will discuss about the results achieved for following implementation.
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6 Evaluation

The obtained results using all the 3 algorithm will be analyzed and evaluated based on
the performance of each model in terms of various metrics. The metrics includes accuracy
and precision score.

6.1 Experiment 1/ Accuracy Comparison

The accuracy comparison between Support vector machine, K-nearest neighbour and Ant
Colony optimization has been performed for 1,000 and 10,000 number of data samples.
We can analyze the accuracy for both the data samples using the graph shown in Figure
4. The Highest accuracy for both the subsets of data have been achieved using ACO
(Ant Colony optimization). Also we have observed that, after increasing the size of data
accuracy for KNN and ACO algorithm increases. The lowest accuracy have been achieved
using Support Vector machine algorithm.

Figure 4: Accuracy Comparison between the algorithms

6.2 Experiment 2/ Precision score Comparison

The precision score has been calculated on the different subset of data using proposed
algorithms. The result of precision value is shown in Figure 5. The highest precision
score have been achieved is 0.97 using SVM and ACO algorithm. The precision score is
mainly calculated to check for false positive values in the dataset. The lowest precision
has been achieved using K-nearest neighbour algorithm.

6.3 Discussion

In order to detect the illegal access point, all the proposed model provides the fair ac-
curacy. On comparative analysis we have found that Ant colony optimization algorithm,
which is a genetic algorithm provides the better accuracy and precision rate as compared
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Figure 5: Precision Comparison between the algorithms

to Support vector machine and K-nearest neighbour algorithm. Ant colony optimiza-
tion algorithm provides the highest accuracy of 98.15% over 10,000 samples of dataset.
Whereas, SVM provides the lowest accuracy of 94.68% over 10,000 number of samples.
Using SVM, we have observed that on increasing the dataset size, the accuracy is reduced.
This is due to increase in the number support vectors.

7 Conclusion and Future Work

From all the observations, we can come to a conclusion that Ant Colony Optimization
(ACO) provides the highest accuracy of 98.15%. The data generated synthetically is very
much similar to real world network data. Therefore, we can say that in the production
system used for finding the illegal access point should use the Ant colony Optimization
technique, as it provides the low false positive rate and higher accuracy as compared
to other models. In the future work, the different genetic algorithms can be explored.
From some studies, we have also found that ensemble learning methods provides the high
accuracy using discrete features for binary classification. In future work, we can compare
the existing work with Random forest, AdaBoost and many other classifiers.
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