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Phishing Detection System
using Dueling Network

Mohammed Afnan lkram

Student ID: 18189725

1. Summary

The proposed research work is done on phishing detection system with dueling network. This document
gives details of all the software/tools and setting required for successfully execution of this program.

2. Structure

Information purpose

Basic Information This section describes the basic requirements of
tools and software needed for the application

Process of Deployment This section describes how the application should
be setup and run.

3. Basic Information

The objective of this program is to fulfil the purpose of phishing detection with high accuracy using dueling
network. The program consists of different modules which are briefly explained in the below deployment
section.

4. Architecture Requirement

This program is a python code, so to run this program, python is required which can be installed from
python official website. Python 3.8 is preferred as it is comparatively more stable. There are few
additional python packages (numpy, pandas, seaborn) are also required if older version is used. OR
Anaconda3 (preferred) is installed which is freely available on its official website. Anaconda3 is
recommended as it is user friendly and give access to Jupiter notebook and spyder, which can also be used
for executing the code. Going forward, further explanation and examples are given in Jupiter notebook;
which can be used from Anaconda or could be installed separately from Jupiter official website. | preferred
using Jupiter as it is web based, gives interactive environment and human readable doc can easily be run
or edited.



5. Deployment procedure
5.1. Execute Application

Make sure all the files (including dataset) are in the same folder. It will automatically detect the dataset
file in that folder, else we’ll have to mention dataset file path separately in code (which is also shown in
below explanation). Run juniper notebook and open python file “duelingNetworkforPhishing.ipynb” as

shown in below figurel.
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Once code is open, import required libraries by typing the following commands.
figure2,[1][2]

import numpy as np

import pandas as pd

import matplotlib.pyplot as plt

%matplotlib inline

import seaborn as sns

from sklearn.model_selection import train_test_split
from sklearn.ensemble import RandomForestClassifier
from sklearn.metrics import accuracy_score
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Dueling Network To Detect Phishing

Importing required libraries

In [1]: import numpy as np
import pandas as pd

import matplotlib.pyplot as plt

%matplotlib inline

import seaborn as sns

from sklearn.model selection import train test split
from sklearn.ensemble import RandomForestClassifier
from sklearn.metrics import accuracy score

Figure2

5.2. Importing Dataset
Import the dataset by mentioning the dataset set file name as shown in below figure3, though it
automatically picks the dataset file, if it is saved in a same python folder.

Importing phising data

In [2]: data = pd.read csv("dataset.csv")
data.head()

Figure 3

5.3. Tuning

In this section of code, we can change random selection count, which is set to 10 for Q1 and 100 for Q2.
We can change the reward points, which is currently set to 10; and we can also change the accuracy rate
condition of rewards, which is currently set to 95% as shown in figure 4 [4].

Note: As everything is already set to its optimal, this part is optional, and just shows how we can make
certain changes in data settings, going forward.



Dueling Q Network

Training the model

In [13]: # Setting data
num_data = len(X_train)
modell=RandomForestClassifier(n_estimators=10)
modell.fit(X_train,y_train)
model2=RandomForestClassifier(n_estimators=100)
model2.fit(X_train,y train)
#Set Reward
def getReward(accuracy):
if accuracy>=0.95:
return 10
else:
return ©

Figure4
5.4. Code Execution

In Jupiter notebook, we can test and run code in chunks, instead of running the entire code at once.
Just select the code which is intended to run and then click on single forward arrow icon as shown in
below figure5.

: Jupyter duelingNetworkforPhishing (autosaved)

File Edit View Insert Cell Kermnel Widgets Help
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Importing phising data

In [19]: data = pd.read_csv(“"dataset.csv"™)
data.head()
Out[19]:
index having_IPhaving_IP_Address URLURL_Length Shortining_Service having_At_Symbol
o 1 = 1 1 1
1 1 1 1
2 3 1 0 1 1
3 4 1 0 1 1
4 5 1 4] =) 1

5 rows x 32 columns

<

Figure5

Run the entire code at once to get accuracy result, clicking on the icon with two forward arrows as shown
in the below figure6.
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Figure6

Once clicked, a dialogue box will pop asking “Restart Kernel and re-run the whole notebook”
Click on “restart and run all cells” as shown in figure 7.

Restart kernel and re-run the whole notebook?

Are you sure you want to restart the current kernel and re-execute the whole notebook? All variables and outputs
will be lost.

Continue Running Restart and Run All Cells

Figure?7

Once the complete program is executed, the final accuracy result will be displayed in the end as shown in
below figure8.

reward 1s 19

In [18]: # Accuracy of dueling Q networking with training data
duelingQ = (Q1+Q2)/2
duelingQ

Out[18]: ©.964727163099186

Dueling Q has accuracy of 96%

Figure 8
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