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Rhea Bonnerji
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1 Introduction

This document acts as a manual for replicating the proposed model’s setup to predict and log
IP, ARP and DNS spoofing attacks to enhance the functionalities of low interaction honeypots.
For this research, we created our own network in which three machines are connected (2 Kali
Linux VMs and a Windows10 x86 VM) and the traffic was captured over the first Ethernet
interface eth( using tshark followed by analysis of the pcap files using different python scripts
and tools. Once the experiment has been run, our set-up will be tested against our preconfigured
honeynet’s performance in capturing spoofed traffic to evaluate our intelligence mechanism’s
performance.

2 System Specification

For this project, the local host machine was running the hypervisor VMWare. It has a user-
friendly interface and supports multiple OS where we have the freedom to allocate how much
hardware usage we want in its configuration. We have three machines running in our VM.

Machine 1:

Operating System: Windows 10x86 (32 bit)
Memory allocated (RAM): 4GB

Network Adapter: VMnet10

Purpose: Packet generation

Machine 2:

Operating System: Kali Linux x64

Memory allocated (RAM): 4GB

Network Adapter 1: VMnet10

Network Adapter 2: NAT Network

Purpose: Hosting the honeynet consisting of the honeypots HoneyPy and SNARE, capturing
network traffic using our own script and running the IP, ARP and DNS spoofing detection
scripts.

Machine 3:

Operating System: Kali Linux x64
Memory allocated (RAM): 2GB
Network Adapter 1: VMnet10
Network Adapter 2: NAT Network
Purpose: Hosting the fake DNS server.
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Figure 1: Network Diagram

3 Tools and Technologies

Machine 1: Windows 10x86 (32 bit)
e HyenaeFE — The packet generator

Machine 2: Kali Linux x64
e Python 2.7.17

Python 3.8.5

Scapy 2.4.3

HoneyPy

SNARE

getmac

Machine 2: Kali Linux x64
e Ettercap

4 Implementation

4.1 Downloading HyenaeFE which is the packet generator.

HyenaeFE was installed using the their official link on SourceForge at
https://sourceforge.net/projects/hyenaefe/



https://sourceforge.net/projects/hyenaefe/

B HyenaeFE ? X
—Operation Made —TCP Packets
IAtIad( from local machine j Source Pattern I U-BL @E0
Network Interface |Intel(R) 82574L Gigabit Network ¢ ¥ | Destination Pattern | %e-%e@a0
TCP Flags TrnN sy [ RST
—Metwark Protocol
[T rsH [ Ack
IP-Version IPv4 -
I J TTL {Time To Live) I 128
Packet Ty TCP
M= I lz‘ Acknowledgement Mo. I [i]
ARP-Reguest -
= ARP-Reply M Window Size
Send Parameters PPPOE-piscaver IU
i ICMP-Echo Sequence Mo. Offset 0
INO packet fimit ICMP—UnreachabIei iPi & I
INO send delay LoP L Sequence Mo. Incr, Steps I 1
" DMNS-Query
|No send duration DHCP-Discover —Packet Payload
DHCP-Request hd
|No payload LI
Command Line Usage
hyenae -I 1 -& 4 -a tep -5 ¥-%@50 -4 %-%@30 -£ 5 -t 128 -k 0 w0 -g 0 -Q 1
About | Execute

Figure 2: HyenaeFE interface displaying the multiple packet types it can generate




4.2 Checking if the packet generator works by sending TCP packets and
capturing them using Wireshark in the Kali VM.

¥ HyenaeFE ? X
Operation Mode TCF Packets
Attack from local machine ﬂ Source Pattern | %o-% @80
MNetwork Interface |Inte| (R) 82574L Gigabit Network (ﬂ Destination Pattern | Y- @80
TCP Flags [~ FIN W SYN [~ RsT
Network Protocal
[~ PSH v ACK
IP-Version [tPva | ] [
Packet Type |TCP ﬂ Acknowledgement Mo, | 0
Send Parameters Window Size | i}
[No packet imit [ e -[ 1000 Sequence No. Offset lo
|N0 send delay j | 1000 - | 3000 Sequence No. Incr. Steps | 1
|N0 send duration ﬂ | o000 - | 15000 Packet Payload
=

Command Line Usage

=

" Opening network interface (\Device\NPF {73EBSEAV-565D-434F-BS€1-C35DEAC3ES41})
* Launching attack

=

Bunning. ..
* Finished: €1€5 packets sent (332510 bytes) in 1.532 seconds

[T

=

| Execute

Figure 3: Sending random TCP packets on port 80



File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AW semiERE QessEF S

L] |i\.p|: y a display filter ... <Ctrl-/>

Qe

No. Time Source Destination Protocol Length Info

207 27.287818530 121.136 107.178. TCP Ack=1 Win=0
208 27.287909328 182.182 155.161. TCcP Ack=1 Win=@
209 27.2BB007546 144.108 184.136. TCP Ack=1 Win=@
210 27.288098357 128.133 177.106 TCP Ack=1 Win=0
211 27.288159403 137.101 107.187 TCP Ack=1 Win=0
212 27.288246267 152.181 145.185 TCP Ack=1 Win=0
213 27.288319566 134.180 163.126 TCP Ack=1 Win=0
214 27.288408768 101.181 186.185 TCP Ack=1 Win=0
215 27.288498666 110.106 147.126. TCP Ack=1 Win=0
216 27.288560371 111.126 131.173. TCcP Ack=1 Win=@
217 27.2B8B644558 134.113. 105.168. TCP Ack=1 Win=@
218 27.288720130 187.172 105.187. TCP Ack=1 Win=@

. 288860774 123
220 27.288986568 102.177 160.153.
221 27.289031465 152.108 162,136
222 27.280106819 161.124
223 27.280196633 152.138
224 27.289272894 111.110

TCP [SYN, ACK] Seq=0 Ack=1 Win=0
TCP SYN, ACK] Seq=0 Ack=1 Win=0
TCP SYN, ACK] Seq=0 Ack=1 Win=0
TCP SYN, ACK] Seq=0 Ack=1 Win=0
Tcp SY¥YN, ACK] Seq=8 Ack=1 Win=@

225 27.289357769 163.148 141.133. TCP S5Y¥N, ACK] Seq=8 Ack=1 Win=@

226 27.289434240 144,116 136,167, TCP SYN. ACK1 Seo=0 Ack=1 Win=@
Frame 219: 6@ bytes on wire (480 bits), 6@ byfes captured (480 bits) on interface ethd@, id @
Ethernet II, Src: be:05:7d:48:5e:34 (be:85:7d:48:5e:34), Dst: db:4c:d4:c6:57:10 (d6:4c:d4:c6:57:10)
Internet Protocol Version 4, Src: 107.134.5.6, Dst: 171.123.1.4
Transmission Control Protocol, Src Port: 8@, Dst Port: 80, Seq: @, Ack: 1, Len: @

Source Port: 8@

Destination Port: 8@

[Stream index: 149]

[TCP Segment Len: @]

Sequence number: @ (relative sequence number)

Sequence number (raw): 2345312952

[Next sequence number: 1 (relative sequence number)]

Acknowledgment number: 1 (relative ack number)

Acknowledgment number (raw): @

@181 .... = Header Length: 26 bytes (5)

Flags: 0x@12 (SYN, ACK)

Window size value: @

[Calculated window size: 8]

Checksum: @x63a4 [unverified]

[Checksum Status: Unverified]

Urgent pointer: @
b [Timestamps]

134.132
174.162
157.120

SRCRNEEE FONN (2 RO N N R
el SR e o S W W W SV S
SRRCREGT Y | PR R Ry R
SRS NI RN . B . R - O

db 4c d4 cG 57 10 be 05 7d 48 Se 34 08 00 45 @@ L W - }HMOE-
() 7 wireshark_eth0_20200817063524_uRzQFf.pcapng Packets: 6234 - Displayed: 6234 (100.0%) - Dropped: 0 (0.0%)  Profile: Default

Figure 4: Wireshark is capturing all the packets sent by HyenaeFE

4.3 Installing and Configuring HoneyPy

HoneyPy was installed using the their official link available on github at
https://github.com/foospidy/HoneyPy.

The services that are enabled on the HoneyPy honeypot and which port and plugin to use for
each service is determined in the services.cfg file. We have not used the default service
profile but used the services.linux.profile (available in the HoneyPy/etc/profiles) for the
services.cfg file by copying its contents into it because of the extensive list of services present
there.

As no modifications have been made on this file, screenshots have not been provided but the
file can be found using the path HoneyPy/etc/profiles.

Next, we redirect the lower ports to higher ports because the lower ports generally have
system services running on them. This has been achieved by writing a script called ipfix.sh in
the ipt-kit folder.


https://github.com/foospidy/HoneyPy

1. ipfix.sh

Jhome/malware/Desktop/HoneyPy/ipt-kit/ipfix.sh - Mousepad

View Document Help

home ‘malware, Desktop HoneyPy ipt-kit

ipt_set_tcp 7 1eee7
ipt_set_tcp 19 10019
ipt_set_tcp 20 10020
ipt_set_tcp 21 1@e21
ipt_set_tcp 22 10022
ipt_set_tcp 23 10023
ipt_set_tcp 25 10025
ipt_set_tcp 42 10042
ipt_set_tcp 43
ipt_set_tcp 49
ipt_set_tcp 53
ipt_set_tcp 67
ipt_set_tcp 68
ipt_set_tcp 69
ipt_set_tcp 70
ipt_set_tcp 79
ipt_set_tcp 8@
ipt_set_tcp 110
ipt_set_tcp 113
ipt_set_tcp 119
ipt_set_tcp 123
ipt_set_tcp 135
ipt_set_tcp 137
ipt_set_tcp 138
ipt_set_tcp 139
ipt_set_tcp 143
ipt_set_tcp 161
ipt_set_tcp 162
ipt_set_tcp 177
ipt_set_tcp 179
ipt_set_tcp 201
ipt_set_tcp 264
ipt_set_tcp 318
ipt_set_tcp 381
ipt_set_tcp 382
ipt_set_tcp 383
ipt_set_tcp 389
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp




ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp
ipt_set_tcp

. /Honey.py

4.4 Running HoneyPy
Commands to start HoneyPy

:~% cd Desktop
: % cd HoneyPy
$ cd ipt-kit
$ sudo ./ipfix.sh

[sudo] password for malware:




HoneyPy is running

I N W
NS N
A U Al I I
N, oy |
/!

/

[HoneyPy Copyright (c) 2013-2017. foospidy]

HoneyPy Console. For help type "help’.
HoneyPy> start

161 service(s) started!

HoneyPy>

4.5 Looking at HoneyPy’s logging abilities

First, we will try to send some TCP packets to see what HoneyPy logs. So, for this, we will
set the destination IP on the packet generator to be the Kali VM containing HoneyPy. We
find that the honeypot doesn’t capture and log any of this, thus not generating any log file.
So, we try to SSH and FTP into the machine and we also send an HTTP request to see if it
logs any of this. Upon doing this, we find that log files have been generated logging the SSH,
FTP and HTTP request attempts. Therefore, we can conclude that HoneyPy fails to capture
any of the spoofing attack attempts.



malware@kali: ~[Desktop/HoneyPyfipt-kit

File Edit View Search Terminal Help

Chain OUTPUT (policy ACCEPT & packets, @ bytes)
pkts bytes target prot opt in out source destination

Your service configuration suggests that you want to run on at least one low por
t!

To enable port redirection run the following ipt-kit (https://github.com/foospid
y/ipt-kit) commands as root:

[HoneyPy Copyright (c) 2013-2017. foospidy]

HoneyPy Console. For help type 'help’.
HoneyPy> start

161 service(s) started!

HoneyPy> [}

Figure 5: HoneyPy has been started.



B2 HyenaeFE

—Operation Mode

Intlack from local machine

Metwork Interface

[~

|Intel(R) 82574 Gigabit Network ¢ » |

—TCP Packets

Source Pattern

Destination Pattern

—Network Protocol

TCF Flags

IP-Version

Packet Type

jPva

=
=

fTcp

TTL (Time To Live)

Acknowledgement Mo.

Window Size

—Send Parameters

o packet limit

>l wo  -| 1000

INo zend delay

>l w00 -| 3000

Sequence Mo, Offset

Sequence Mo, Inc. Steps

| oe-20@s0

| %-192. 168.1. 100@30
Frn Wsm [ RsT
[T esH W oAk

INo send duration

>l | oo -] 1s000

—Packet Payload

Command Line Usage

Mo payload -

* Opening network interface (\Device\NPF [75EBSEAT-5€2D-434F-B8€l-C3SDEAC3IES4l})
* Launching attack

Running. . .

* Finished: 2158 packets sent (4405322 bytes) in 1.€71 seconds

Figure 6: Sending TCP packets by fixing the destination IP to the Kali VM

containing HoneyPy.
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log - File Manager
File Edit View Go Help
< > ™ A fhome/malware/Desktop/HoneyPy/log/

DEVICES B

_ﬂ File System hﬂsgp
PLACES

I malware

= Desktop

' Trash
NETWORK

D Browse Network

1itemn: 386.5KiB (395,805 bytes), Free space: 12.9 GiB

Figure 7: No logs have been generated for the sent TCP packets.

i Command Prompt - ssh 192.168.1.100
soft Windows [Version 18.8.18363.968]
(c) 2819 Microsoft Corporation. All rights reserved.
C:\Users\malware>ssh 192.168.1.160
kex protocol error: type 36 seq 1

Figure 8: SSH into the Kali VM containing HoneyPy.




EX Command Prompt - ftp 192.168.1.100 - m} x

reserved.

Figure 9: FTP into the Kali VM containing HoneyPy.

5| EJ : ' Can'treach thispage X l + v

& ] & 192.168.1.100/

Q Hmmm...can't reach this page

le) Try this

+ Make sure you've got the right web
address: https://www.google.com

+ Search for "https://www.google.com" on
Bing

* Refresh the page

Details
» Report this issue

Privacy statement

Figure 10: Sending a HTTP request to the Kali VM containing HoneyPy.
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log - File Manager

PLACES

B maly
Desktop

' Trash

NETWORK

1ome/m: e@kali .= log-F
Thome/malware/DesktopiHoneyPy/log/json.log -Mousepad
File Edit d ocument  Help
2020-08-17 E : "CONNECT", "millisecond”: "745", "date_time": "2020-08-17T06:50 . i "d41d8Cd98700b204e9800998eCk8427e” , "service’: "SSH”, ort": "10022", "remote_port”: "496
3534820322e302d4 7065653534857 666F725157696e64677735F372e370d0a", "event ", "millisecond _time": "2020-08-17T06:50:16", "data_has b89cc93e524922686b9791ec133c5913",
353482d3220302d4F706565353485F666F725F57696e646F77735F372e370d0a", "event , "millisecond” i "2020-08-17T06:50:16", "data_hash": "b89cc93e52492a686b9791ec133c5913",
0000052409141 14bCF8360b5ab465CSbcaakba5daF 300008130637572766532353531392d7 3686132 35362637572 766532 3535313920736 861323536406 069627373682 06 £726 726563646824 73686132206e697374703235362C 656364
nnnaszmudubcrszeabSahaeScshcaaASasdafznncamznea7s7z7aeszzzsasznazdneseuzz5352(5375727655323szsznqzdnesenzzszemeceaeznnesuenze72<e55354592:1735951zzzdae547374703235352c5553m
000002 06120000002076622109b60d4bd277d948079 fdb49f 6bSEba67a1f flickac34981033486e8C7b0B0000000000 date_time"
000002C0610000002076622109b6004bd2774948079 fdbu9F6bS6ba67a1f flickac34981033486e8C 7b00DIO000000O" , "X, "milli date_time"
000000c060300000001000000000000" , " millisecond”: " X : “data_| 7samzeaamzazz(zneaamnemezan
0000000060300000001000000000000" , " millisecond”: "755", _ti : - 9756812€001426322b9269b9108230"
millisecond” _ti : "data_| 41d8Cd98F 0620469800998 ecFB427e" , "service’s 'FTP* “local_port
5 millisecond”: "661", "d ime": "2020-08-17T06:54:27", "data_| : "d41d8cd9800b204e9800998ecfB427¢e", "service”: 'HTTP', "local_ 6 T 9
ussnzaz(zanssashsazfaxzeamdaauaaaaasmnaazanas7s7nzfeeuade(zcammacaaaaa1uaaafaezF7sas7nada(2b7sadacz(a17a7aaceaasa17Laaa(eezf7sedac3huadaazeaazaath3h7ndaczeasadnauaaaaasmu
2020-08-17", : "47455420220485454502312e310d0a4163636570743220746578742F68746d6¢2C6170706¢69636174696F 6e2F7868746d6¢2b786d6¢2¢6170706c69636174696F6e2F786d6c3b713d302e392¢222F223b713d302e380d0a416363657074

4.6 Installing SNARE

SNARE was installed using the their official link available on github at
https://github.com/mushorg/snare.
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https://github.com/mushorg/snare

malware@ kali: ~

File Edit View Search Terminal Help

:~% sudo snare --port 80 --page-dir defuse.ca
[sudo] password for malware:

Figure 13: Running SNARE where defuse.ca is the website we are cloning for use with
SNARE.

We see that the honeypot SNARE is not working because the website hosting the tanner service
is down. So, we have raised an issue on their official Github page.

But, this shouldn’t be a problem because HoneyPy also works on port 80 like we have already
seen above.

4.7 startCapture.py

Ihemefmalware/Desktop/startCapture.py - Mousepad
File Edit Search View Document Help

| 0s

os.system("touch //home//malware//Desktop//dump.pcap”)
os.system("chmod o=rw dump.pcap”)
os.system("tshark -i eth® -w dump.pcap -F pcap")

Figure 14: startCapty.py source code.
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B2 HyenaeFE

Operation Mode TCP Packets

|.-'-\ttack from local machine ﬂ Source Pattern | %-%%@80

Network Interface |InheI(R) 32574L Gigabit Metwork (j Destination Pattern | So-Y@%% Y%

TCP Flags [~ FIN v sYM

Network Protocol
[~ PSH v ACK

IP-Version [1Pva

ﬂ TTL (Time To Live)
=]

Packet Type TCP
(= | Acknowledgement Mo,

Send Parameters Window Size

Mo packet limit = [ 10 1000 Sequence Mo. Offset

Sequence Mo, Incr. Steps

|N0 zend delay ﬂ | 1000 3000

|No send duration ﬂ | 10000 15000 Packet Payload

Mo payload hd

Command Line Usage

* Opening network interface (\Dewvice\NPF {75EBSEART-565D-434F-BE&£l-C35DERC3IES411)
* Launching attack

Bunning. . .
* Finished: 3703 packets sent (1935€2 bytes) in 1.13 seconds

malware@kali: ~/Desktop

File Edit View 5Search Terminal Help
$ cd Desktop
$ sudo python3 startCapture.py
[sudo] password for malware:
Running as user "root” and group "root". This could be dangerous.
Capturing on ‘eth@’
3783 “C

s 1

Figure 14: Packet capturing on eth(
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i

dump.pcap

Figure 15: Dump.pcap file created

malware@kali: ~/Desktop

File Edit View Search Terminal Help
:~% cd Desktop

: % sudo python3 ARP.py
. [sudo] password for malware:

$

Figure 16: Running ARP.py
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Edit View ection Find Packages Help

Figure 17: Output of whitelist.py as whitelist.yml

All the scripts work on the dump.pcap file and all the python scripts are executed using
the commands shown in Figure 16. Please refer to the video as the generated logs are
really long. For the rest of the scripts, please refer to the ICT solutions.
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