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1 Introduction 
 
This document acts as a manual for replicating the proposed model’s setup to predict and log 
IP, ARP and DNS spoofing attacks to enhance the functionalities of low interaction honeypots. 
For this research, we created our own network in which three machines are connected (2 Kali 
Linux VMs and a Windows10 x86 VM) and the traffic was captured over the first Ethernet 
interface eth0 using tshark followed by analysis of the pcap files using different python scripts 
and tools. Once the experiment has been run, our set-up will be tested against our preconfigured 
honeynet’s performance in capturing spoofed traffic to evaluate our intelligence mechanism’s 
performance.  
 
2 System Specification 
 
For this project, the local host machine was running the hypervisor VMWare. It has a user-
friendly interface and supports multiple OS where we have the freedom to allocate how much 
hardware usage we want in its configuration. We have three machines running in our VM. 
 
Machine 1:  
Operating System: Windows 10x86 (32 bit) 
Memory allocated (RAM): 4GB 
Network Adapter: VMnet10 
Purpose: Packet generation 
 
Machine 2:  
Operating System: Kali Linux x64 
Memory allocated (RAM): 4GB 
Network Adapter 1: VMnet10 
Network Adapter 2: NAT Network 
Purpose: Hosting the honeynet consisting of the honeypots HoneyPy and SNARE, capturing 
network traffic using our own script and running the IP, ARP and DNS spoofing detection 
scripts.  
 
Machine 3:  
Operating System: Kali Linux x64 
Memory allocated (RAM): 2GB 
Network Adapter 1: VMnet10 
Network Adapter 2: NAT Network 
Purpose: Hosting the fake DNS server. 
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Figure 1: Network Diagram 

 
 
3 Tools and Technologies 
 
Machine 1: Windows 10x86 (32 bit) 

• HyenaeFE – The packet generator 
 
Machine 2: Kali Linux x64 

• Python 2.7.17 
• Python 3.8.5 
• Scapy 2.4.3  
• HoneyPy 
• SNARE 
• getmac 

 
Machine 2: Kali Linux x64 

• Ettercap 
 
4 Implementation 

4.1 Downloading HyenaeFE which is the packet generator.  
HyenaeFE was installed using the their official link on SourceForge at 
https://sourceforge.net/projects/hyenaefe/ 
 
 

https://sourceforge.net/projects/hyenaefe/


3 
 

 

 
Figure 2: HyenaeFE interface displaying the multiple packet types it can generate 
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4.2 Checking if the packet generator works by sending TCP packets and 
capturing them using Wireshark in the Kali VM. 

 
Figure 3: Sending random TCP packets on port 80 
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Figure 4: Wireshark is capturing all the packets sent by HyenaeFE 

 

4.3 Installing and Configuring HoneyPy 
HoneyPy was installed using the their official link available on github at 
https://github.com/foospidy/HoneyPy. 
 
The services that are enabled on the HoneyPy honeypot and which port and plugin to use for 
each service is determined in the services.cfg file. We have not used the default service 
profile but used the services.linux.profile (available in the HoneyPy/etc/profiles) for the 
services.cfg file by copying its contents into it because of the extensive list of services present 
there. 
As no modifications have been made on this file, screenshots have not been provided but the 
file can be found using the path HoneyPy/etc/profiles. 
Next, we redirect the lower ports to higher ports because the lower ports generally have 
system services running on them. This has been achieved by writing a script called ipfix.sh in 
the ipt-kit folder. 
 
 
 
 
 
 

https://github.com/foospidy/HoneyPy
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1. ipfix.sh 
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4.4 Running HoneyPy 
Commands to start HoneyPy 
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HoneyPy is running 
 

 
 

4.5 Looking at HoneyPy’s logging abilities   
First, we will try to send some TCP packets to see what HoneyPy logs. So, for this, we will 
set the destination IP on the packet generator to be the Kali VM containing HoneyPy. We 
find that the honeypot doesn’t capture and log any of this, thus not generating any log file.  
So, we try to SSH and FTP into the machine and we also send an HTTP request to see if it 
logs any of this. Upon doing this, we find that log files have been generated logging the SSH, 
FTP and HTTP request attempts. Therefore, we can conclude that HoneyPy fails to capture 
any of the spoofing attack attempts.  
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Figure 5: HoneyPy has been started. 
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Figure 6: Sending TCP packets by fixing the destination IP to the Kali VM 

containing HoneyPy. 
 

 



11 
 

 

 
Figure 7: No logs have been generated for the sent TCP packets. 

 
 

 
Figure 8: SSH into the Kali VM containing HoneyPy. 
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Figure 9: FTP into the Kali VM containing HoneyPy. 

 

 
 

Figure 10: Sending a HTTP request to the Kali VM containing HoneyPy. 
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Figure 11: Logs have been generated. 

 
 

 
Figure 12: Checking the generated log. 

 

4.6 Installing SNARE   
SNARE was installed using the their official link available on github at 
https://github.com/mushorg/snare.  
 

https://github.com/mushorg/snare
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Figure 13: Running SNARE where defuse.ca is the website we are cloning for use with 

SNARE. 
 
We see that the honeypot SNARE is not working because the website hosting the tanner service 
is down. So, we have raised an issue on their official Github page.  
But, this shouldn’t be a problem because HoneyPy also works on port 80 like we have already 
seen above.  

4.7 startCapture.py  
 

Figure 14: startCapty.py source code. 
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Figure 13: Sending random TCP packets to see if startCapture.py captures the traffic  
 

Figure 14: Packet capturing on eth0  
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Figure 15: Dump.pcap file created 

Figure 16: Running ARP.py 
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Figure 17: Output of whitelist.py as whitelist.yml 
 
 
 
 
 
 
 
All the scripts work on the dump.pcap file and all the python scripts are executed using 
the commands shown in Figure 16. Please refer to the video as the generated logs are 
really long. For the rest of the scripts, please refer to the ICT solutions.  
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