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1 Introduction 
This configuration manual was created as a guide for the setup of the system and the 
environment that was used for the development and the execution of this thesis program titled 
“------------”. The configuration and setup of the both, the hardware side and the software side 
has been explained below, with the procedures on how to use the program was explained. 

 

2 System Requirements 
In the below figure we can observe the hardware configuration of the system that was used to 

develop and run the project. 

 
 

3 Softwares Used 
 

For the development of the project the softwares that were used are: 

 

3.1 Anaconda Navigator 

I have installed Anaconda Navigator version 1.9.12 to setup an environment which can use 

multiple types of IDE environment softwares. 
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3.2 Spyder 

 
 
Spyder is an Python Development Environment software which contains a powerful Python 

editor. This software has been first installed on Anaconda Navigator and then has been 

launced on it. The version use for this project is 4.0.1. 

 

Package named ‘tabulate’ was installed on the Anaconda Navigator through the command 

line prompt. This was done so that the graph generated by the project can be executed and 

viewed. The command used for the installation of the page was “pip install tabulate”. After 

this I was able to run the project by executing the main.py file. 
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4 Files Executed 
The project contains 11 files that needs to be executed, they are as follows: 

 

4.1 Main.py 

This is the file that basically executes the whole project. In this the testing and training 

datasets are sent to preprocess.py file which gets loaded to it. Then the values received from 

the pre-processing is then sent to the either the hybrid model or the individual model. It 

depends on which model is getting executed. And lastly, the results are displayed in a tabular 

and graphical form. 

 
 

4.2 Preprocess.py 

Here the feature selection, labelling and data conversion to the nominal values process takes 

place. First, the file takes all the data from the dataset and maps different types of attacks. 

Necessary feature required by the model is considered and all the other data is dropped. This 

code was written by referring it from the code present on GitHub website. 
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4.3 lr.py 

Here, Logistic Regression model has been executed. The components such as accuracy, 
sensitivity and specification has been calculate using confusion matrix. 
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4.4 lr_kmeans.py 

In this file the hybrid model of Logistic Regression and K-Means model has been executed 

with the calculation of the performance components similarly done in the previous file. 

 

4.5 mlp.py 

Multi-Layer Perception model has been executed to get the performance outputs which has 

been calculate by using the confusion matrix. 
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4.6 mpl_kmeans.py 

The hybrid model of MLP and K-Means has been executed with the calculation of 

performance components. 
 

 

4.7 kmeans.py 

The performance components has been calculate for the K-Means model in this file. 
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4.8 Attack Types.csv 

In this file, different types of attacks have been grouped together into four main attack 

categories. 

4.9 Field Names.csv 

This file helps the model in the feature selection process as it contains the required field that 

must be taken into consideration and all other data can be dropped. 

4.10 KDDTest+.csv 

20% of NSL-KDD dataset has been taken as a testing data. This file helps the model to test 

itself to see if its able to detect the anomalies in the network traffic. 

4.11 KDDTrain+.csv 

This file has been used to train the model. 80% of the data from the NSL-KDD dataset has 

been taken. 

 
 
 
 


