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1 Introduction 

 
The configuration manual would talk about the research project, the important 

methods, evaluations and implementations which have taken place. It proposes a novel 
approach to hide the data inside the digital medium using the combination of audio 
steganography and AES algorithm. A Java GUI code is implemented which gives the user 
options to encrypt and decrypt the data over audio files. To perform the encryption the AES 
encryption method takes the plain text and encrypt it using either 16-byte, 24 byte or 32 
byte of key size. A salt function is added with the AES encryption to provide double 
security to ciphertext. The audio files are broken down into audio and image frames and 
further LSB method is applied to insert data into the audio frames. The main advantage of 
having LSB as a embedding algorithm over methods is that it has the capability to embed 
large data with least distortion.  

 
2 Configuration of System 

 
2.1 Hardware Configuration 

 
Hardware  Configurations 
Processor Intel i5 

Operating System MaOS 
Ram 8 GB 

Hard disk        512 Gb 
Graphic Card        Intel 1536mb 

 
 
2.2 Software Configuration 
    

Software          Configurations 
Operating System MaOS 

Scripting Language         Java 
Scripting Language Version        Java 8 

        
3 Functioning 
 
 



 

 
 
 
 

This part gives us the detailed information about the various processes that were used in this 
research project and their step by step installing procure based on the requirement of the 
research project.  
 
Installation of Applications 
 
The latest version of Java can be installed from the link provided below:  
https://www.oracle.com/java/technologies/javase/javase-jdk8-downloads.html 

 
 
 
 
 
 
 
 
 
 
 
 

Figure1: Java Executable file  
 
 
3.1   Working  
To run the Java program, different libraries were installed. These libraries are prequisite for 
the code as they provide the path to different modules to be inherited and run in java. The 
main libraries used to make this research project are the Java.security and Javax.crypto.  
 
Java.security Library provides various classes and interfaces which are used in the security 
framework. Some of the interfaces include Public key, private key, AlgorithmConstraints etc.  
Some of the classes includes Codesource, Keystore, Policy, Signature etc.    
 
Javax.crypto is a Java library which provides classes and interfaces which are used for 
operations performed under cryptography. We have used an symmetric cryptographic 
algorithm in our research project which is AES. This library deals with classes for providing 
cipher to the plaintext. Apart from encryption this package provides operations for key 
genration and genrating Message Authentication Code (MAC) [1].  
 
 
 
The testing is performed on the proposed research method which calculates the values of 
SNR and MSE.The SNR gives the signal to noise ration and MSE is the mean square error 
which is defined by the degradation in the stego frames. The SNR and MSE values are 
created for each of frame used for embedding the data, these frames are compared with the 
frames of orignal video and the average is taken to compute the final PSNR and MSE values.  
To calculate SNR value 
snr = 20 * log10(max_pixel / sqrt(mse)) 
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