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1 Introduction

This configuration manual aims to provide all information in regards to the system
configuration, the programming language used and the complete program code used for the
research in the project: “NiohSign: A Siamese neural network approach for Signature
Authentication”

2 System Configuration

2.1 Hardware

e OS: Mac OS

e RAM: 8GB

e Processor: Inter core i5
e Hard Disk: 250GB

2.2 Software
e Jupyter Notebook - Python

3 Project Development

The data required for the project is a signature dataset known as BHSig260 !. This data set
comprises of signatures appended by 260 individuals of which 100 are in Bengali and 160 are
in Hindi. The signatures appended in Hindi are used to test the performance of the model
created in this project.

Figure 1 shows the importation of required libraries for the execution of the project namely
the keras libraries.

1 https://goo.gl/9QfByd
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In [28): import sys
import numpy as np
import pickle
import os|
import matplotlib.pyplot as plt
fmatplotlib inline

import cv2
import time
import itertools
import random

from sklearn.utils import shuffle

import tensorflow as tf

from keras.models import Sequential

from keras.optimizers import Adam, RMSprop

from keras.layers import Conv2D, ZeroPadding2D, Activation, Input, concatenate, Dropout
from keras.layers import Convolution2D, MaxPooling2D, AveragePooling2D

from keras.models import Model

from keras.layers.normalization import BatchNormalization
from keras.layers.pooling import MaxPooling2D

from keras.layers.merge import Concatenate

from keras.layers.core import Lambda, Flatten, Dense

from keras.initializers import glorot_uniform

from keras.utils.vis_utils import plot_model

from keras.engine import Input, Model

from keras.engine.topology import Layer

from keras.regularizers import 12

from keras import backend as K

from keras.callbacks import EarlyStopping, ModelCheckpoint, ReduceLROnPlateau

Fig 1: Importing required libraries.

Figure 2 below specifies the location of the dataset along with checking the contents of the

dataset.
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In [82]): path = "./Desktop/BHSig260/BHSig260/Hindi/"

In [83]): dir_list = next(os.walk(path))[1]
dir_list.sort()

In [84): # For each person segregate the genuine signatures from the forged signatures

# Genuine signatures are stored in the list "orig groups"”

# Forged signatures are stored in the list "forged groups"

orig_groups, forg_groups = [], []

for directory in dir_ list:
images = os.listdir(path+directory)
images.sort()
images = [path+directory+'/'+x for x in images]
forg_groups.append(images[:30])) # First 30 signatures in each folder are forrged
orig_groups.append(images[30:]) # Next 24 signatures are genuine

In [85): # Quick check to confirm we have data of all the 160 individuals
len(orig_groups), len(forg_groups)
out[85]: (160, 160)

In [86]: orig_lengths
forg_lengths

[len(x) for x in orig_groups]
[len(x) for x in forg_groups]

In [87): # Quick check to confirm that there are 24 Genuine signatures for each individual
print(orig_lengths)

(24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24,

24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 2
4, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 2

4, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 2

4, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 2

4, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24, 24)

Fig 2: Path Specification and Data exploration

Figure 3 & 4 show further exploration of the data through the visualization of the signatures
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In [89): orig_train, orig_val, orig_test = orig_groups[:120], orig_groups[120:140], orig_groups[140:]
forg_train, forg_val, forg test = forg_groups[:120], forg_groups[120:140], forg_groups[140:]

In [90]: # Delete unnecessary variables
del orig_groups, forg_groups

In [91): # All the images will be converted to the same size before processing
img_h, img_w = 299, 299

In [92): def visualize_sample_signature():
'''Function to randomly select a signature from train set and
print two genuine copies and one forged copy'''
fig, (axl, ax2, ax3) = plt.subplots(l, 3, figsize = (10, 10))
k = np.random.randint(len(orig_train))
orig_img_names = random.sample(orig_train(k], 2)
forg_img_name = random.sample(forg_train([k], 1)
orig_imgl = cv2.imread(orig_img_names[0], 0)
orig_img2 = cv2.imread(orig_img_names[1], 0)
forg_img = plt.imread(forg_img_name[0], 0)
orig_imgl cv2.resize(orig_imgl, (img_w, img_h))
orig_img2 cv2.resize(orig_img2, (img_w, img_h))
forg_img = cv2.resize(forg_img, (img_w, img_h))

axl.imshow(orig_imgl, cmap = 'gray')
ax2.imshow(orig_img2, cmap = 'gray')
ax3.imshow(forg_img, cmap = ‘gray')

axl.set_title('Genuine Copy')
axl.axis('off')
ax2.set_title('Genuine Copy')
ax2.axis('off')
ax3.set_title('Forged Copy')
ax3.axis('off')

Fig 3: Further Data exploration
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In [93): visualize_sample_signature()

Genuine Copy Genuine Copy Forged Copy
¢ 4
e Tag= s ﬁ"’”’
(| | .('/ji‘dj 4,:‘1.",;,“' LA dﬁ;\ Wﬂj W 2U] Py

In [16]): visualize_ sample_signature()

Genuine Copy Genuine Copy Forged Copy

f A

;H] 1 |\‘|
dﬂﬂ il 7

In [17): visualize_sample_signature()

Genuine Copy Genuine Copy Forged Copy

Fig 4: Signature Visualization

Figure 5 shows the generation of the signatures as inputs for the model by splitting them into
pairwise of genuine — genuine and genuine- forged signatures.
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In [94): def generate batch(orig_groups, forg_groups, batch_size = 32):
'''Function to generate a batch of data with batch_size number of data points
Half of the data points will be Genuine-Genuine pairs and half will be Genuine-Forged pairs
while True:
orig_pairs = []
forg_pairs = []
gen_gen_labels =
gen_for_labels = []
all pairs = []
all labels = []

Here we create pairs of Genuine-Genuine image names and Genuine-Forged image names
For every person we have 24 genuine signatures, hence we have
24 choose 2 = 276 Genuine-Genuine image pairs for one person.
To make Genuine-Forged pairs, we pair every Genuine signature of a person
with 12 randomly sampled Forged signatures of the same person.
Thus we make 24 * 12 = 300 Genuine-Forged image pairs for one person.
In all we have 120 person's data in the training data.
Total no. of Genuine-Genuine pairs = 120 * 276 = 33120
Total number of Genuine-Forged pairs = 120 * 300 = 36000
Total no. of data points = 33120 + 36000 = 69120
or orig, forg in zip(orig_groups, forg_groups):
orig_pairs.extend(list(itertools.combinations(orig, 2)))
for i in range(len(forg)):
forg_pairs.extend(list(itertools.product(orig[i:i+1], random.sample(forg, 12))))

HRBRBRBRERRRRR

"

# Label for Genuine-Genuine pairs is 1
# Label for Genuine-Forged pairs is 0
gen_gen_labels [1)*len(orig_pairs)
gen_for_labels = [0]*len(forg_pairs)

# Concatenate all the pairs together along with their labels and shuffle them
all_pairs = orig_pairs + forg_pairs

all_labels = gen_gen_labels + gen_for_labels

del orig_pairs, forg_pairs, gen_gen_labels, gen_for_labels

all _pairs, all_labels = shuffle(all_pairs, all_labels)

Fig 5: Pair wise Split

Figure 6, 7, 8 & 9 represent the InceptionResNetV?2 network created for the Siamese network
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In [99): # we reduce # filters by factor of 8 compared to original inception-v4

nb_filters_reduction_factor = 8

def inception_resnet_v2_stem(x):

# in original inception-resnet-v2, conv stride is 2

x = Convolution2D(32//nb_filters_reduction_factor, 3, 3, subsample=(1l, 1), activation='relu',
ini he_normal', border_mode='valid', dim_ordering='tf')(x)

x = Convolution2D(32//nb_filters_reduction_factor, 3, 3, subsample=(1l, 1), activation='relu’,
init='he normal', border_mode='valid', dim ordering='tf')(x)

x = Convolution2D(64//nb_filters_reduction_factor, 3, 3, subsample=(1l, 1), activation='relu’,
init='he_normal', border_mode='same', dim_ordering='tf')(x)

# in original inception-resnet-v2, stride is 2

a = MaxPooling2D((3, 3), strides=(1, 1), border_mode='valid', dim_ordering='tf')(x)
# in original inception-resnet-v2, conv stride is 2
b = Convolution2D(96//nb_filters_reduction_factor, 3, 3, subsample=(1l, 1), activation='relu',
init='he normal', border_mode='valid', dim_ordering='tf')(x)
X = concatenate([a, b], axis=-1)

a = Convolution2D(64//nb_filters_reduction_factor, 1, 1, subsample=(l, 1), activation='relu',
init='he_normal', border_mode='same', dim_ordering='tf')(x)

Convolution2D(96//nb_filters_reduction_factor, 3, 3, subsample=(1l, 1), activation='relu’,
init='he_normal', border_mode='valid', dim_ordering='tf')(a)

o
(]

b = Convolution2D(64//nb_filters_reduction_factor, 1, 1, subsample=(1l, 1), activation='relu',
init='he_normal', border_mode='same', dim_ordering='tf')(x)

b = Convolution2D(64//nb_filters_reduction_factor, 7, 1, subsample=(1l, 1), activation='relu',
init='he_normal', border_mode='same', dim_ordering='tf')(b)

b = Convolution2D(64//nb_filters_reduction_factor, 1, 7, subsample=(1l, 1), activation='relu’,
init='he_normal', border_mode='same', dim_ordering='tf')(b)

b = Convolution2D(96//nb_filters_reduction_factor, 3, 3, subsample=(l, 1), activation='relu',

init='he_normal', border_mode='valid', dim_ordering='tf')(b)
x = concatenate([a, b], axis=-1)

Fig 6: InceptionResNetV2 Network (1)

P TR

oo oo o
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# 1n original 1inception-resnet-vZ, conv stride snould be <
= Convolution2D(192//nb_filters_reduction_factor, 3, 3, subsample=(l, 1), activation='relu',

a

init='he normal', border_mode='valid', dim_ordering='tf')(x)

# in original inception-resnet-v2, stride is 2

b = MaxPooling2D((3, 3), strides=(1, 1), border_mode='valid', dim_ordering='tf')(x)
X = concatenate([a, b], axis=-1)

x = Activation('relu')(x)

return x

inception_resnet_v2_A(x):
shortcut = x

a

%

Convolution2D(32//nb_filters_reduction_factor, 1, 1, subsample=(1l, 1), activation='relu'
init='he_normal', border_mode='same', dim_ordering='tf')(x)

Convolution2D(32//nb_filters_reduction_factor, 1, 1, subsample=(1l, 1), activation='relu’'
init='he_normal', border_mode='same', dim_ordering='tf')(x)
Convolution2D(32//nb_filters_reduction_factor, 3, 3, subsample=(1, 1), activation='relu'
init='he_normal', border_mode='same', dim_ordering='tf')(b)

Convolution2D(32//nb_filters_reduction_factor, 1, 1, subsample=(1l, 1), activation='relu'
init='he_normal', border_mode='same', dim_ordering='tf')(x)

Convolution2D(48//nb_filters_reduction_factor, 3, 3, subsample=(1l, 1), activation=
init='he_normal', border_mode='same', dim_ordering='tf')(c)

Convolution2D(64//nb_filters_reduction_factor, 3, 3, subsample=(1l, 1), activation='relu'
init='he_normal', border_mode='same', dim_ordering='tf')(c)

relu'

concatenate([a, b, c],axis=-1)

'

’

A Logou
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Convolution2D(384//nb_filters_reduction_factor, 1, 1, subsample=(1l, 1), activation='linear',

init='he_normal’, border_mode='same', dim_ordering='tf')(x)

concatenate( [shortcut, x])
Activation('relu')(x)

Fig 7: InceptionResNetV2 Network (2)
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def inception_resnet_v2_reduction A(x):
a = MaxPooling2D((3, 3), strides=(2, 2), border_mode='valid', dim_ordering='tf')(x)
b = Convolution2D(384//nb_filters_reduction_factor, 3, 3, subsample=(2, 2), activation='relu'’

init='he normal', border_mode='valid', dim_ordering='tf')(x)

c = Convolution2D(256//nb_filters_reduction_factor, 1, 1, subsample=(1l, 1), activation='relu
init='he_normal', border_mode='same', dim_ordering='tf')(x)

c = Convolution2D(256//nb_filters_reduction_factor, 3, 3, subsample=(1l, 1), activation='relu
init='he_normal', border_mode='same', dim_ordering='tf')(c)

c = Convolution2D(384//nb_filters_reduction_factor, 3, 3, subsample=(2, 2), activation='relu
init='he normal', border_mode='valid', dim_ordering='tf')(c)

X = concatenate([a, b, c], axis=-1)

return x

inception_resnet_v2_B(x):
shortcut = x

a = Convolution2D(192//nb_filters_reduction_factor, 1, 1, subsample=(1, 1), activation=

%

»

relu
init='he normal', border_mode='same', dim_ordering='tf')(x)

Convolution2D(128//nb_filters_reduction_factor, 1, 1, subsample=(1l, 1), activation='relu
init='he normal', border_mode='same', dim_ordering='tf')(x)
Convolution2D(160//nb_filters_reduction_factor, 1, 7, subsample=(1, 1), activation='relu
init='he_normal', border_mode='same', dim_ordering='tf')(b)
Convolution2D(192//nb_filters_reduction_factor, 7, 1, subsample=(1l, 1), activation='relu
init='he normal', border_mode='same', dim_ordering='tf')(b)

concatenate([a, b], axis=-1)

.

.

P Logout
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Convolution2D(1154//nb_filters_reduction_factor, 1, 1, subsample=(1, 1), activation='linear',

init='he normal', border_mode='same', dim_ordering='tf')(x)

concatenate( [shortcut, x])
Activation('relu')(x)

Fig 8: InceptionResNetV2 Network (3)
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def inception_resnet_v2_reduction_B(x):
a = MaxPooling2D((3, 3), strides=(2, 2), border_mode='valid', dim_ordering='tf')(x)
b = Convolution2D(256//nb_filters_reduction_factor, 1, 1, subsample=(1, 1), activation='relu',
init='he_normal', border_mode='same', dim_ordering='tf')(x)
Convolution2D(288//nb_filters_reduction_factor, 3, 3, subsample=(2, 2), activation='relu',
init='he_normal', border_mode='valid', dim_ordering='tf')(b)
¢ = Convolution2D(256//nb_filters_reduction_factor, 1, 1, subsample=(1, 1), activation='relu',
init='he_normal', border_mode='same', dim_ordering='tf')(x)
¢ = Convolution2D(288//nb_filters_reduction_factor, 3, 3, subsample=(2, 2), activation='relu',
init='he_normal', border_mode='valid', dim ordering='tf')(c)
Convolution2D(256//nb_filters_reduction_factor, 1, 1, subsample=(1l, 1), activation='relu',
init='he normal', border_mode='same', dim_ordering='tf')(x)
d = Convolution2D(288//nb_filters_reduction_factor, 3, 3, subsample=(1l, 1), activation='relu',
init='he_normal', border_mode='same', dim_ordering='tf')(d)
Convolution2D(320//nb_filters_reduction_factor, 3, 3, subsample=(2, 2), activation='relu',
init='he normal', border_mode='valid', dim_ordering='tf')(d)

b

o
]

o
[

X = concatenate([a, b, ¢, d],axis=

1)

return x

def inception_resnet_v2_C(x):
shortcut = x

a = Convolution2D(192//nb_filters_reduction_factor, 1, 1, subsample=(1l, 1), activation='relu',
init='he normal’', border_mode='same', dim ordering='tf')(x)

b = Convolution2D(192//nb_filters_reduction_factor, 1, 1, subsample=(1, 1), activation='relu',
init='he_normal', border_mode='same', dim_ordering='tf')(x)

b = Convolution2D(224//nb_filters_reduction_factor, 1, 3, subsample=(1, 1), activation='relu',
init='he_normal', border_mode='same', dim_ordering='tf')(b)

b = Convolution2D(256//nb_filters_reduction_factor, 3, 1, subsample=(1, 1), activation='relu',
init='he_normal', border_mode='same', dim_ordering='tf')(b)

LFig 9: InceptionResNetV2 Network (4)

Fig 10 represents the steps taken to create the Siamese Network from the above base network.
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In [73): $%time

img_rows, img_cols = 299, 299
img_channels = 3

num_A_blocks = 5
_blocks 10
\ C_blocks = 5

inputs = Input(shape=(img_rows, img_cols, img_channels))

x = inception_resnet_v2_stem(inputs)
for i in range(num_A_blocks):

x = inception_resnet_v2_A(x)
x = inception_resnet_v2_reduction_A(x)
for i in range(num_B_blocks):

x = inception_resnet_v2_B(x)
x = inception_resnet_v2_reduction_B(x)
for i in range(num_C_blocks):

x = inception_resnet_v2_C(x)

AveragePooling2D(pool_size=(4, 4), strides=(1, 1), border_mode='valid', dim_ordering='tf')(x)
Dropout (0.5) (x)
Flatten()(x)

input_a = Input(shape=(img_rows, img_cols, img_channels))
input_b = Input(shape=(img_rows, img_cols, img_channels))

processed_a = inception_resnet_v2_stem(input_a)
processed_b = inception_resnet_v2_stem(input_b)

distance = Lambda(euclidean_distance, output_shape=eucl_dist_output_shape) ([processed_a, processed_b])

model = Model(input=[input_a, input_b], output=distance)

Fig 10: Creation of the Siamese network

Figure 11 represents the summary of the created model
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In [100): model.summary()

Model: "model 3"

Layer (type) Output Shape Param # Connected to
input_8 (InputLayer) (None, 299, 299, 3) 0

input_9 (InputLayer) (None, 299, 299, 3) 0

conv2d_441 (Conv2D) (None, 297, 297, 4) 112 input_8[0][0]
conv2d_452 (Conv2D) (None, 297, 297, 4) 112 input_9(0](0]
conv2d_442 (Conv2D) (None, 295, 295, 4) 148 conv2d_441[(0](0]
conv2d_453 (Conv2D) (None, 295, 295, 4) 148 conv2d_452(0](0]
conv2d_443 (Conv2D) (None, 295, 295, 8) 296 conv2d_442(0](0]
conv2d_454 (Conv2D) (None, 295, 295, 8) 296 conv2d_453(0][0]
max_pooling2d_21 (MaxPooling2D) (None, 293, 293, 8) 0 conv2d_443[0](0]
conv2d_444 (Conv2D) (None, 293, 293, 12) 876 conv2d_443[0][0]
max_pooling2d_23 (MaxPooling2D) (None, 293, 293, 8) 0 conv2d_454[0](0]
conv2d_455 (Conv2D) (None, 293, 293, 12) 876 conv2d_454[0][0]

148 (C te) (None, 293, 293, 20) 0 max_pooling2d_21[0][0]

conv2d_444[0](0]

concatenate_151 (Concatenate) (None, 293, 293, 20) 0 max_pooling2d_23([0][0]
conv2d_455[0](0]

conv2d 447 (Conv2D) (None, 293, 293, 8) 168 concatenate 148101701

Fig 11: Model Summary

Figure 12 shows the steps taken to fit and run the model
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Total params: 19,280
Trainable params: 19,280
Non-trainable params: 0

In [101]: batch_sz =1
num_train_samples = 276*120 + 300%120
num_val_samples = num_test_samples = 276*20 + 300%*20
num_train_samples, num_val_samples, num_test_samples

Out[101]: (69120, 11520, 11520)

In [102]): # compile model using RMSProp Optimizer and Contrastive loss function defined above
rms = RMSprop(lr=le-4, rho=0.9, epsilon=le-08)
model.compile(loss=contrastive_loss, optimizer=rms)

In [103]:
# Using Keras Callbacks, save the model after every epoch
# Reduce the learning rate by a factor of 0.1 if the validation loss does not improve for 5 epochs
# Stop the training using early stopping if the validation loss does not improve for 12 epochs
callbacks = [
EarlyStopping(patience=12, verbose=1),
ReduceLROnPlateau(factor=0.1, patience=5, min_lr=0.000001, verbose=1),
ModelCheckpoint (' ./Desktop/Weights/NiohSign-bhsig260-{epoch:03d}.h5', verbose=1, save_weights_only=True)

In [104]: results = model.fit_ generator(generate_batch(orig_train, forg_train, batch_sz),
steps_per_epoch = num_train_samples//batch_sz,
epochs = 100,
validation_data = generate_batch(orig_val, forg_val, batch_sz),
validation_steps = num_val_samples//batch_sz,

callbacks = callbacks)

Epoch 1/100

9/69120 [ ] - ETA: 37:44:38 - loss: nan

Fig 12: Running the Model

Figure 13 shows the steps to load the weights after running the model and the creation of the
function for the accuracy and the threshold that will be used for the signatures.
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In [105]: def compute_accuracy_roc(predictions, labels):

‘' 'Compute ROC accuracy with a range of thresholds on distances.

dmax = np.max(predictions)
dmin = np.min(predictions)
nsame = np.sum(labels
ndiff = np.sum(labels

step = 0.01
max_acc = 0
best_thresh = -1

for d in np.arange(dmin, dmax+step, step):

idxl = predictions.ravel() <= d
idx2 = predictions.ravel() > d
tpr float(np.sum(labels[idx1] 1)) / nsame
tnr float(np.sum(labels[idx2] 0)) / ndiff

acc = 0.5 * (tpr + tnr)
t ('ROC', acc, tpr, tnr)

if (acc > max_acc):
max_acc, best_thresh = acc, d

return max_acc, best_thresh

Load the weights from the epoch which gave the best validation accuracy
In [ ): model.load_weights('./Weights/NiohSign-bhsig260-{epoch:03d}.h5")

In [69]): test_gen = generate_batch(orig_test, forg_test, 1)
pred, try = (], []
for i in range(num_test_samples):
(imgl, img2), label = next(test_gen)

Fig 13: Threshold and accuracy calculation
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Figure 14 shows accuracy and threshold along with the function for the prediction of the

signatures.
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In [70]): tr_acc, threshold = compute_accuracy_roc(np.array(pred), np.array(tr_y))
tr_acc, threshold

Out[70]: (0.817140551248915, 0.5500106516727101)

Accuracy = 81.71% and Threshold = 0.55
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if the calculated differnce score is less than 0.55, we predict that the signature is Genuine and if the difference score is greater than 0.55, we predict that the

signature is forged

In [75): def predict_score():
"' 'predict distance score and classify test images as Genuine or Forged'''
test_point, test_label = next(test_gen)
imgl, img2 = test_point[0], test_point[l]

fig, (axl, ax2) = plt.subplots(l, 2, figsize = (10, 10))
axl.imshow(np.squeeze(imgl), cmap='gray')
ax2.imshow(np.squeeze(img2), cmap='gray')
axl.set_title('Genuine')
if test_label == 1:
ax2.set_title('Genuine')
else:
ax2.set_title('Forged')
axl.axis('off')
ax2.axis('off')
plt.show()
result = model.predict([imgl, img2])
diff = result[0][0]
print("Difference Score = ", diff)
if diff > threshold:
print("Its a Forged Signature")
else:
print("Its a Genuine Signature")

Fig 14: Prediction function

Figure 15 shows the output of a prediction which is representative of the ability of the network

to classify signatures as authentic or forged
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In [78]): predict_score()
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Difference Score = 1.5050793
Its a Forged Signature
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Fig 15: Final Outputs
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