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1 Hardware Configuration

The configuration of hardware used in this research — Intel core i7 processor with 8GB RAM.

2 Software Configuration

2.1 Software required

1) Google Chrome (Any recent VVersion)
2) Solidity v0.4.24

3) Ganache v2.1.0

4) Remix IDE

5) Metamask (Google Chrome Extension)
6) Web3 v0.20.7

7) Notepad++ v7.5.8

8) HTML5

9) CSS5

10) JavaScript

3  Steps for implementation of code

1) Create an account on chrome extension of Metamask.
2) Run Ganache application.

ile orfaN N — -
(&) accounts  (33) Blocks () Transactions  ([]) contracts () events () Loes
0

P B Pl R 3 B

Clipboard 1 -
MNEMONIC HD PATH
glide syrup kitten smart cherry ginger false sign field alarm cover enforce m/44'/68'/0'/8/account_index
ADDRESS BALANCE TXCOUNT  INDEX &
0x715D481Ae0c4eE1b47Fc8F37dF5121D31FB5248A  99.82 ETH 13 0
ADDRESS BALANCE TXCOUNT  INDEX &
0x43c3411A98aD5¢367458AA377180D118E33b6bc  100.00 ETH 0 1
ADDRESS BALANCE TXCOUNT  INDEX &
0x82b1c35848FFfb73164CcCD208c8D5f8d287Ca85 160.00 ETH 0 2
ADDRESS BALANCE TXCOUNT  INDEX &

- 0xC6fDee2431F19F48D69E13D293605F7FfFB68286  100.00 ETH 0 3
ADDRESS BALANCE TXCOUNT  INDEX &
0x7899A4cfE29D825990dC9eA67edA331D81CD3704 100.00 ETH 0 4
ADDRESS BALANCE TXCOUNT  INDEX &
0xE563f24086d741F21c4F8FA77E7D86031417db9E  100.00 ETH 0 5
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3) Go to “remix.ethereum.org”
#*  Remix - Ethereum IDE x -+

& C A MNotsecure | remixethereum.org/#
4) Create a new file in Remix.

:' HI"I"' I'I«.pJCLL v LLLW JF a1 v L AW Y | L
E 0O O f % «

| Create Mew File in the Browser Storage Explorer

LR Ll =

5) Open the file “KYCSmartContract.sol” from the folder using Notepad++.

[ D:\Reshan_projet\KVCSmartContract.sol - Notepads+ - b
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 7 X
= sz @ | || a x| ERE|= IR E®| @ ol =R
B Cust_login himl £3 | B new_cust1 himl £3 =] KYCSmartContract su\zﬂ

. pragma solidity "0.4.24; ~

contract KYC{

5 struct Customer {
bytes name:
bytes dob:

bytes aadhar:
bytes phone;
bytes email;

1 bytes bank_name;|
2 bytes customerClk:

constructor () public{

Customer([] allCustomers:

function getDataSize() public view returns{uint) {
1 uint total = 0;

2 for({uint i=0;i<allCustomers.length;i++) {

total = total + allCustomers[i].name.length + allCustomers[i].dob.length + allCustomers(i].aadhar.length + allCustomers[i].phone.length + allCustome

5 return total;

function getDataHash(uint index) public view returns(bytes32) {
return blockhash(index) ;

2 function addCustomer (bytes name, bytes dob, bytes aadhar, bytes phone, bytes email, bytes bank name, bytes customerCk) public {
allCustomers.length ++;
4 allCustomers[allCustomers.length-1] = Customer (name,dob,aadhar,phone, email,bank name, customexCk) ;

function getCustomersCounti) public view returns (uint)i{
< >

Mormal text file length: 1,816 lines: 56 Ln:11 Col:21 Sel: 0|0 Windows (CRLF)  UTF-8 INS
11:12 AM
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6) Copy the entire code from the file to new file in Remix.
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#  Remix - Ethereum IDE x  +
¢ @ A Notsecure | remixethereum.org/#optimize=falseltevmVersion=null&appVersion=0.7.7&version=soljson-v0.4.25 +commit59dbiafljs % © @ ~ #* 8 | Paused @Y G
i Apps Project @ ELEC5315p15 @ 4C16|CourseonD.. &2 Quentumdotsini. @ Hindivideo Whatis.. [& 2017nawaflphdpdf Bk MSc Project: Evalua..
o = 0 0 @ % « * browser/KYC1.sol * *  Compile Run Analysis  Testing Debugger Settings  Support
1 u t ~0.4.24;
* browser praEme o = o custom Environment  Web3 Provider & Cusiom (5777) v &

1
2 ilkyc sta or know
) 3~ contract xvc{
» config 2 Account ©  0x715..5248a (99.82200448 ether) v Iy (2
5
6
7

- struct Customer {
by s Gas limit 3000000

Value 0 wei

14+ constructor() public{
15 Deploy

= or
18 Customer[] allCustomers;

13 At Address. Load contract from Address
20~ fun g etDa t s ze() public view returns(uint) {

21 int

22+ ﬂ:r‘(unt i-8;i<allCustomers. l?ﬂgth i) {

23 total - total + allCustomers[i].n ength + allCustomers[i].dob.length + allCustomers Transactions recorded: 1

25 return total;
26 } Deployed Contracts o

28~ Functinn pethataHash(uint index) nuhlic view returnshutes3?) £
= . KYC at 0x491...8a826 (blockchain) | CHE

¥ 2 @ [2] only remix transactions, script ~ Q  Search transactions

creation of KYC pending...

[block:13 txIndex:@] from:ex715. 5245 t ch(unt ctor) value:d wei Debu -
data:x608. . 50829 logs:0 hash:oxeba £

>

3 . ) s 4y 11E13AM
H QO Type here to search i = HS G ) g B

7) Set the compiler version from the dropdown menu to
“0.4.25+commit59dbf8f1.Emscripten.clang”

Compile Run Analysiz Testing Debugger Seftings  Suppol

Switch fo the new interface!

Current version:0.4.25+commit 59dbf811 _Emscripten.clang

Select new compiler version r
CUA Ze-NIgnT_ A0 Ts Y 24+ CommIL aceTedaa .
0.4 26-nighthy 20185 21+commit. 8f9Gie69
0.4 26-nighthy 20185 20+commit. 2150aea3
0.4 28-nightly 2018.9_18+commit. 7¢ 151601
0.4 26-nighthy 201891 8+commit fcb48bce
0.4 26-nightly 2018.9_17+commit. 2409986¢
0.4.28-nightly. 2018.9_13+commit. 8p0&%cca
0.4 25+commit. 59dbféi
0.4.25-nightly.2018.9_13+commit. 15c8c0d2
0.4 25-nightly 2018.9_12+commit. 9214c7c3
0.4 25-nightly 2018.9_11+commit. d66e956a
0.4.25-nightly.2018.9.10+commit. 86485025
0.4.25-nightly 20189 §+commit.f18cddd5
0.4 25-nighthy 2018 9 5+commit.a996ea26
0.4 25-nightly 20189 4+commit. 127 d7edf
0.4.25-nightly 2018.9_3+commit.p9ccd0h

=

brol 0.4.25-nightly 20183 16+commit.a9e7ae2g ityM
0.4 25-nighthy 2018_8.15+commit 294607 cd -
0.4 25-nightly 2018 8_14+commit Gca3d738
U 4.25- mghtll_.r 2018.8_13+commit. aZcT54b3 -
. P e "




8) Click on Start to Compile.
Current version:0.4. 25+commit 59dbf311 _Emscripten.clang
Select new compiler version v
Auto compile Enable Cptimization Hide wamnings

= Start to compile (Ctrl-5)

9) Click on the Run tab, right next to Compile tab.
Project: Evalya...

Compile Analysis Testing Debugger Seftings  Suppor

Switch to the new interfacel

Current version: 0.4.25+commit. 58dbf311 _Emscripten.clang

Select new compiler version v

10) In the environment column in Run tab, selected Web3 Provider. The click on “OK”
and then change the port number of localhost from ‘8545’ to ‘7545’ and then click on

GGO K”.

Environment | Web3 Provider & Custom (5777) v | i
Account @  Ox715..5248a (9982200448 ether) » By
Gas limit 3000000

Value 0 wei v

11) Click on Deploy. You will see that in “Deployed Contracts” section, KYC contract
has been deployed on the blockchain and the details of that transaction can be seen on
the left side of it in a grey box.

Deploy
ar

&% Address Load contract from Address
Transactions recorded: 1 W

Deployed Contracts

- KYC at 0x491...8a826 (blockchain) | ] x



12) When you click on the small arrow on the contract button, you will see details about
the variables in contract both input and output:

addCustomer

nanme:

dob:

azdhar:

phone:

Dan:_namea:

customerCk:

getCustomerData  uint258 index

C
I
n

C
I
n

m
n

m
n

m
n

m
w

getCustomersCoun

t

getDataHash

getDataSize

string ToBytes32

transact

13) You will have to enter the values in the fields under “addCustomer”. The data-type
accepted here is ‘bytes’, which takes input as 0x00000 for each entry. However, in
front-end, the customer will enter a string and it will be converted to bytes in the
smart contract. Once the values are entered, click on “transact” and the values will be
stored on the blockchain and the transaction is also recorded.

addCustomer

nanme:

dob:

azdhar:

phone:

Dan«_name:

customerCk:

Oec5455555

Ox423255

Oec4685850

Ox5485858

Ox425532352

OxB41023

Oeed02135

transact

)



14) You will get the customer data which you just entered when you click on the
“getCustomerData” button.

getCustomerData  wint253 index
0 h_geti dstomerData--call
1: bytes: dob 0x493255
2. bytes: aadhar 0x04555659
3. bytes: phone 0x05435666
4 bytes: email 00495532362
5 bytes: bank_name 0x541023
& bytes: customerOk 0002135
15) This data is now stored on the blockchain.
16) You can also run the same code on the client side using the index.html file. However,

there has been some issues regarding the web3 js while implementing the code on
html and JavaScript.



