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1 Introduction 
 

The Configuration manual illustrates the hardware and software requirements for implementing 

the Research project. It also contains screenshots that shows the step-by-step implementation 

procedure of this research project “Securing remote access communications using Deep packet 

Inspection”. The aim of this research to detect SSH-Tunnelling or port-forwarding using deep 

packet inspection where open-source firewall that is integrated with a customized script. This 

script is written in Python and various Python libraries are used which are namely: Pyshark, 

Pcapy, Scapy, dpkt to inspect the traffic inside the tunnel. 
 

 

2 System Configuration  
For implementing any projects system configuration is the most important step. We must know 
the hardware and software requirements for the implementation of this project. 
 

 

2.1 Hardware Requirements 
 

This research is conducted on a local system with the following hardware configuration: 
 

 Processor: Intel i5- 3230M CPU @2.60 GHz



 RAM: 8.00 GB



 System Type: 64-bit operating System
 
 

 

2.2 Software Configuration 
 

Below are the softwares which are used, during the implementation of this project 
 

 Operating System: Windows 7
 Tools Used:



1. VMware Workstation 15 Pro: This is used for the virtualization and integration.  
2. Python 3.8 (64-bit): The entire customize script for the detection of the nested 

tunnel is written in Python. All the parameters to inspect traffic such as Source-IP, 

Destination-IP, Source-port, Destination-port, Payload and Cipher suite and 
results of the same are done using Python (Python, 2019).  

3. PyCharm: PyCharm is an integrated development environment that is used for the 

script. (Brains, 2019)  
4. PfSense firewall version 2.4.4: This is the open-source firewall that is used inside 

a virtualized environment where the customized script is integrated with this to 
detect the malicious activities inside the SSH tunnels (PfSense, 2019).  

5. GNS3: This is a network simulator that is used to simulate the overall project 
implementation.  

6. Wireshark version 3.0.7: This is a packet sniffing tool that is intercepting the 

traffic between client and server, can create a .pcap file for further inspection. 
 
 
 

 

3 Steps for Implementation 
 Download VMware Workstation.

 Download GNS3

 Install various python libraries as mentioned above.

 Install Wireshark

 Install PfSense firewall
 Execute the python file that contains the project code and after that 

respective output will be displayed accordingly.


4 Inspection of SSH tunnelling traffic using Python code 
 

4.1 Shows the code to detect the client-server handshake first 
 

This will basically check SSH version that is send from server to client and vice-versa  



 
 

 

4.2 Check the conversation between client and server 
 
Below screenshot shows that, if any SSH tunnel traffic comes at edge and this script will check 
the client-address, client-port, source-address, source-port, and cipher suite.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

This script is integrated with open-source firewall (PfSense) to inspect the tunnelled traffic 
and decide the action whether this is pure-SSH or non-SSH traffic. 
 

 

4.3 PfSense firewall console 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

After logging into firewall, create a rule from client to server where only port 22 (SSH) is enabled. 
 

 

5 Evaluation / Experimental Results 
 

 

5.1 Flow between 10.1.56.45 and 10.1.56.85 
 
The figure shows the connection initiation process between the SSH client and server, where 
10.1.56.45 is an SSH client and 10.1.56.85 is a server. After connection established, web-service 

is accessed on 10.1.56.219 via SSH-tunneling using port 8080 on localhost.  
 

The evaluation is carried out in two possible ways such as below: 
 

1. SSH tunnel detected:  If any crafted or nested traffic is shared between two communication 
mediums then the results will show as SSH tunnel detected as shown in below snapshot. 

 

2. SSH tunnel not detected:  If the traffic between two communications medium is genuine and 
authentic then it will show as SSH tunnel not detected as shown in below snapshot. 

  



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

5.2 SSH tunnelling traffic detected 
 

In below diagram, packets will be checked against the Python script if the tunnel contains any 
nested tunnel within it or not.  



 

 

5.3 Screenshots of Tunnel traffic detected and not detected 
 
Below screenshots, shows that whether port-forwarding is done or not by analyzing the network 
traffic between client and server. Also It checks how many packets are being transferred inside 
this tunnel. 

 

SSH Tunnelling detected (NON-SSH)  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

SSH Tunnelling is not happening (Pure-SSH)  
 
 
 
 
 
 
 

 

On basis of the traffic, this solution will block the traffic, if it contains non-SSH traffic inside 
SSH as shown with below graph. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
If  a traffic will contains other than SSH traffic then it will detect as shown above or else it will 
allow the traffic at firewall end. 
 
 

 

6 Conclusion 
 

Thus, the deep packet inspection is achieved by implementing customized python script with the 
PfSense firewall. The solution is able to efficiently differentiate between normal SSH traffic and 
nested tunneling. 
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