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Configuration Manual

Dinesh Kumar Jagadeesan
x18170064

1 Environmental Set-Up

Base system type x64-based PC

Processor Intel(R) Core(TM) i7-8750H CPU @ 2.20GHz

Memory 16000 MB RAM

Hypervisor used Virtual Box

Virtual OS Ubuntu 14.04-amd64

Virtual memory 2048 MB RAM

Processors allocated 2

Table 1: System details and configurations

2 Requirements and Installation

• Download and install Ubuntu OS 14.04 1

• After booting the OS, Install NS2 simulator 2.34 2

• Install supporting tools for NS2 simulator3 and the following dependencies

– $ sudo apt-get install build-essential autoconf automake libxmu-dev

– $ sudo apt-get install gcc-4.4

• Extract the contents downloaded .zip file.

• Run the below commands in terminal and extract it to home folder

– $ tar -xvzf ns-allinone-2.34.tar.gz

• From home folder, enter the path using the command:$ cd ns-allinone-2.34/ns-2.34

• Need to change the file path in .bashrc to make sure the supporting library files are
linked.

– $ gedit /home/dinesh/.bashrc

1http://releases.ubuntu.com/14.04/
2https://sourceforge.net/projects/nsnam/files/latest/download/
3https://www.howtoforge.com/tutorial/ns2-network-simulator-on-ubuntu-14.04/
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• Add the below file path in .bashrc file and execute the project file.

– $ export PATH=$PATH:/home/dinesh/ns-allinone-2.34/bin:/home/dinesh/ns-
allinone-2.34/tcl8.5.10/unix:/home/dinesh/ns-allinone-2.34/tk8.5.10/unix

– $ export LD LIBRARY PATH=$LD LIBRARY PATH:/home/dinesh/ns-allinone-
2.34/otcl-1.14:/home/dinesh/ns-allinone-2.34/lib

• Install NS2 and library files by using below command in this path: /home/dinesh/ns-
allinone-2.34/ns-2.34

– ./install

Figure 1: Screenshot of NS2 installation

2



3 Executing the Project

• Upon completion of installing all library files, Run the command as below in the
terminal: /home/dinesh/ns-allinone-2.34

– ./ns data.tcl

Figure 2: Screenshot of output
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The above screenshot is shown with 4 attacker node and the output are shown for PDR,
TDR, FDR, detection ratio an delay. By increasing the attacker node, the results are
analysed in main report.

For installation visit this YouTube page: Engineering Clinic -Installation of NS2 in
Ubuntu 4

4 Appendix - Code Screenshots

4.1 Scenario Setup

The scenario file has all the parameters, link setup, node position setup, output file, trace
file, graph generator.

File Path:ns-allinone-2.34/ns-2.34/data.tcl

The code in the screenshots is about increasing impersonation node in 2nd line ”set
impersonation”. Creating a trace file to record the packet transfer in document named
as data.tr. Namtrace is to produces the output as an animation file.

4https://www.youtube.com/watch?v=FXm8i1K-6jI&t=586s&pbjreload=10/
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4.2 Impersonation attack code

In this file, there are few in-built conditions as link-layer detection, route handling func-
tions. We added an impersonation attack setup with conditions and watermark encoder.
The screenshot attached was the main function of the impersonation attack.

File Path: ns-allinone-2.34/ns-2.34/aodv/aodv.cc

The code in about creating a scenario for impersonation attack with the condition
if impersonation == 0 and packets loss happens, then it passes the condition to imper-
sonation=1 where it has a pre-defined message to drop the packets and it is shown in
scenario file with a red dotted number as attacker node.
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4.3 Kalman Filter Implementation

In this file, Kalman filter has functions like detecting malicious node, transferring packets
between node, new packet detection, updating node position in tracefile.

File Path: ns-allinone-2.34/ns-2.34/aodv/t2ar/t2ar.cc

Here the Kalman filter works on matrix method with the help of formula defined in
main report. The values are measured, updated with gain and predict the measurement.

The screenshots attached are not the entire code in the file, these are important
functions in the program file to execute.
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