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1 Introduction 
This article will give us an insight on how the proposed prototype is executed and can be 

utilized. This paper provides the prototype which gives us the secondary secure channel when 
the AES encryption key is compromised, or the attacker has used pixel degrading method on 
the stegoimage which will allow attacker to recover the embedded secret message. This 
prototype uses 256-bit AES encryption for robust ciphertext (Chernev, 2019) and for 
embedding ciphertext in the image we have used LSB encoding and for embedding 
stegoimage in the audio file we have used Discrete Wavelength Transform. It is difficult to 
do steganalysis attack on the audio file. (Garg & Kaur, 2017) 

 

2 Configuration of System 

2.1 Hardware Configuration 

 

• Operating System: Windows 7 or later  

• Processor: 2 or more CPU cores 

• System: 32-bits or 64-bits 

• Hard Disk: 256  Gb or more 

• RAM: 2 GB or more 

2.2 Software Configuration 

This part of the article illustrates the information about the tools and skills used while 

developing the prototype. 

 

Tool Version Illustration 

Python (Windows 64 bit) 3.8 Python programming 

language is used to run the 

encryption and decryption 

script. 

MATLAB R2018a It is used to embed and 

extract the secret message in 

image and image in audio 

file. 

 

Table 1: Applications used in this prototype.12 

 

 
1 https://www.python.org/downloads/release/python-380/ 

 
2 https://uk.mathworks.com/products/new_products/release2018a.html 

 

https://www.python.org/downloads/release/python-380/
https://uk.mathworks.com/products/new_products/release2018a.html
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3 Functioning 
 

This part to the manual shows the step by step method used for installing and configuring 

applications for proposed prototype and its working as well. 

 

Installation of Applications 

 

Python 3.8.0 is the newest release of the python language. We can download it from the 

following link. 

https://www.python.org/downloads/release/python-380/ 

 

 

Figure 1: Python 3.8.0 executable file 

MATLAB R2018a can be download using following link. It is a paid software, but student 

can opt for 30 days free trial for students by registering with their student credentials. 

 

 

https://www.python.org/downloads/release/python-380/
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Figure 2: MATLAB download file 

3.1 Working 

As few libraries of the python were unable to install in the windows 10 due to some reason, 

that’s why I have used python 2 in Kali Linux OS as an alternative for this.  

 

Following figure 3 shows that before starting the encryption, we have to install some python 

libraries. Following command is used to install library “pycrypto”.  

 

 

Figure 3: Installing pycrypto library 

Figure 4 shows the command to run the AES python code to encrypt the secret message.  

--password: It indicates the encryption password. 

--salt: salting the password. 

--infile: It is the file in which the secret message is saved and imported 

-- outfile: It is the file in which the ciphertext of the secret message will be stored 

--encrypt: for encryption 

 

 

Figure 4: Encryption command for secret message 

Figure 5 shows the command to run the AES python code to decrypt the ciphertext which is 

to be extracted from the stegoimage.  

 

--password: It indicates the decryption password. 

--salt: salting the password. 

--infile: It is the file in which the ciphertext is saved and imported 

-- outfile: It is the file in which the secret message will be stored 

--decrypt: for decryption 

 

 

 

Figure 5: Decryption command for ciphertext 

 

 

 

Following figure 6 incidates the file and images path of the image steganography. This is the 

path in which the stegoiamge is to be stored. After running the message_embed.m file we 

will create two iamge file would be named as originalimage1.png and stegoiamge1.png 

which contains the ciphertext of the secret message as we can see in the below figure 6. 
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Figure 6: File path where the stegoimage will be stored 

 

 

Figure 7: Embedding and Extraction of stegoimage1 in audio file 

 

From the figure 6, we have the file path which contains cover audio file and stegoimage 

which is to be embed in the audio file. Encryption _part.m is run in the MATLAB to embed 

the stegoimage1.png in the cover audio file which is dance_monkey.mp3 .  

Decryption_part.m is run in the MATLAB to extract the embedded stegoimage1.png. From 
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figure 7, we can see the recovered image and steganographic audio file is saved in the 

filepath and it also runs in the background after running the code. 

 

From figure 8, we can see that there is number of bits loss while extracting the ciphertext 

from the stegoimage. Due to loss the bits, the embedded ciphertext has been lost. We couldn’t 

able to recover the ciphertext fully from the stegoimage. 

 

 

Figure 8: Ciphertext extracted from the stegoimge. 
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