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Abstract

The expanded utilization of social media has an effect in everyday life exercises. Because of the
expanded use of texting applications, individuals’ correspondences are changed in a totally
extraordinary way. As the worry for individual’s security began to expand, the application suppliers
began to build their applications with protection highlights. These overhauls empower the individuals
to convey in a safe way thus does the lawbreakers. Despite the fact that the exchanging the messages
are being encoded, breaking down the system traffic of those correspondences can uncover a few
intriguing data. In this paper, the protected system traffic of secure texting application LINE was
investigated and the discoveries of data about included text message, voice/video call, client exercises
and different examples about the application's use were introduced. [13]. These curios can be utilized
in criminal examination in the realm of cybercrime and furnish the agent with data about the
application client and their exercises.

1 Introduction

The cell phones have become irreplaceable part of the human life. Nearly everybody has
one cell phone. With the progression of web, individuals began to discuss through the web.
Some social media administrations and their texting applications give individuals numerous
selections of correspondences from messages, voice calls to video calls. With the data
privacy aspects among the clients has been increased, the secure information of an
application turns into its one of a kind selling point. Numerous application suppliers began to
give end to end encryption and this makes the entrance to access the content by an outsider
troublesome. These protected highlights additionally began to pull in offenders. The criminal
investigations are getting intricate if these protected applications are being encoded by
encryption it’s very difficult to analysis the data content from the encrypted network traffic.
Henceforth the forensic network began to consider and investigate these secure applications
which has encrypted connection and attempting to discover measurable artefacts that are left
by those applications. The investigation of secure applications are of two sorts. One is
breaking down the artefacts left by the applications on the host gadget for example
smartphones. Second is examining the artefacts that can be found in their network traffic. The
network traffic can be investigated for security vulnerabilities in the conventions utilized by
the applications and for designs that are distinguished which can be utilized to extricate data
about the clients and their exercises or following up the activities in the application around
the world. In this paper, | have presented the detailed analysis of the network traffic behavior
of the secure communication application (LINE) messaging application which has end to end
encryption technique. Therefore, presented the findings of the data information regarding the
application users and the involved parties. Hence, discussed about how the end to end
encryption application leaves the artefacts in the system by analysis the network traffic
between the involved parties. LINE is one of the widespread messaging applications in the
world. It has more than 500 million users downloading this application in the play store and
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has a user count more than 700 million users in the worldwide. Line has a cross platform
support and generally underpins around six stages like an android, 10S, BlackBerry, Firefox
0OS, Windows and mac OS. It is likewise one of the few messaging applications which rely
on end to end encryption technique. With this sort of huge client base, the need to profile the
client exercises or activities is significant, since the data contents can't be accessed by the
third party which is ended to end encrypted by encryption techniques. The discoveries
introduced in this paper will help the examiners who are exploring the cases which includes
the utilization of the LINE delegate by lawbreakers/targets/criminals. All the more
accurately, the commitments of this paper can be condensed as pursues:

e Analysis of the network traffic of LINE messaging application with the protected
correspondence is examined for different client exercises or activities and their
specific unique signatures are analyzed.

e Network traffic analysis is done for various operation system platforms have been
discussed and profiling for client exercises/ user activities with unique signature is
done.

The remaining of the paper is sorted out as pursues: In segment related works, inspecting of
related existing work is detailed. In area Research methodology, the devices and the approach
utilized for the examination is talked about. At this point, in specification segment it
explained about the framework for analysis of LINE secure traffic is done. In section
implementation, the analysis of LINE network traffic is analyzed in different platforms.

2 Related Work

Most of the popular instant messaging applications like WhatsApp, Telegram, Viber,
LINE etc., have started to provide end-to-end encryption. The increase in the usage of these
secure instant messaging apps made the forensic community to focus much on the artefacts or
traces left by those secure apps. Many researchers worked on the artefacts that can be
retrieved from the host smartphones which are left by the usage of those applications. Fazeel
Ali Awan (2015) [1] and F. Norouzizadeh Dezfoul et al (2016) [2] explained the forensic
artefacts that can be retrieved from the smartphones where the applications were used. They
used the database files present in the image of the smartphone and retrieved the contacts, call
history and duration etc. But the network artefacts that are left by those secure apps are being
studied sparsely. Before the end-to-end encryption features, the traffic can be intercepted.
Khulood Ali Al Zaabi (2016) [3] had showed the possible man-in- the-middle attack on
LinkedIn applications and artefacts left by the application in the host device. But the
applications are becoming secure day by day. And also, if the host device is not available for
examination or the scenario of investigating the potential suspects without spooking them, we
need a procedure to find the artefacts that are being left those suspects activities. For that, the
analysis of network traffic of those instant messaging applications is important. Daniel
Walnycky et al. (2015) [4] showed the deep analysis of both the device storage and net- work
artefacts of 20 popular instant messaging applications. But they were focused on the net-
work artefacts that were available unencrypted. They discarded the encrypted traffic. M.A.K.
Sudozai et al. (2017) explored the secure traffic of instant messaging application Viber [5].
Viber is one of the applications which is providing end-to- end encryption. They identified
the ports which were used by the Viber servers and separated the Viber traffic from the whole
traffic. They used payload sizes to determine the user activities and voice/video calls.
Another one of the most popular instant messaging application is WhatsApp. It has more than
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1 billion users across the globe. This wide scale of user base shows the importance of the
artefacts that can be extracted regarding this application. F. Karpisek et al. (2015) [6]
decrypted the WhatsApp encrypted traffic using pidgin plugin. They decrypted many
valuable information like WhatsApp phone numbers, phone call metadata like duration,
timestamp and WhatsApp voice codec. Fu- Ching Tsai et al. (2018) [7] explored the net-
work artefacts of WhatsApp traces. They found the end parties of a WhatsApp call using
Wire- shark. They proposed the voice calls follow STUN protocol and filtered and analyzed
those packets to find end parties IP addresses. Instead of analyzing the packets and their
patterns, Machine learning techniques were also used to extract information about those
secure apps. Zhenlong Yuan et al. (2014) [8] explored the net- work artefacts of skype using
sequence signatures of the packets and infer information using ma- chine learning techniques.
Scott E. Coull and Kevin P. Dyer (2014) [9] analyzed the encrypted iMessage service and
used machine learning techniques to infer information about the underlying operating
systems and the language used. Nikunj Malik et al (2017) [10] explored the ICMP pings to
the smartphones and used the inter packet space of the traffic to profile the operating system
of the device. M.A.K.Sudozai et al. (2018) [11] proposed a framework for profiling the
secure apps from the encrypted traffic. They proposed to identify the ports used by the
servers and their IP ranges using a firewall and analyze the behavior of the network traffic for
various user activities. It was proposed as a common framework and can be applied to any
secure instant messaging applications.

3 Research Methodology

This section citates about the various tools which are used to helps to analysis the result and
discussed about the methodology used to obtain the results. Line is one of the messaging
applications which serves many facilities to the user such as texting, voice call, video call
,emojis and sharing the contact information and location accuracy. This application also
provides end to end encryption in the aspects of data privacy of the users. In addition, an
overview of LINE’s encryption protocols is explained in this paper. According to this survey,
LINE is using a specific method called Letter Sealing method to encrypt the messages and
VoIP services. These services enable end to end protocol. LINE works on ECDH (Elliptic
Curve Diffie - Hellman) for over curve 25519 for key exchange. Encryption is done using
Advanced Encryption Standard (AES) -256 in CBC mode and hashing the values are done by
SHA-256 algorithm for hashed values. For the LINE's messaging application VolIP
encryption protocol, the curve uses are secp256rl. The main purpose of this is to convert RTP
to SRTP sessions [20]. LINE provides text messages, video/voice call, location accuracy, file
sharing and much more features added on to this application. These provided end to end
services to the user. In order to identify the user activities using the application can be
identified by following the TCP and UDP flows, byte patterns, and payload sizes of the
pattern. For analyzing the large amount of network traffic, samples were collected. Wire-
shark is used for analyzing the network traffic. Device used were Lenovo idea-pad 330S
which runs with windows 10 with the processor Intel i5-8250U. The devices and the Line
version used in the study was discussed below.
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Figure 1 Environmental setup

For this study, the environmental lab setup is shown in the Figure 1. Wire-shark is used to
analyze the network traffic. To monitor the network traffic we use monitoring device as
Lenovo idea-pad 330S in which it has an internet access. The mobile hotspot in the
monitoring device is connected to the target mobile devices. The target mobile devices are
installed with the LINE messaging application. The background process is blocked. The user
activities are profiled, and the network traffic analysis is done by wire-shark is examined for
the study.

4 Design Specification

This area includes the broad forensic examination done on the secure LINE traffic on the
different platforms including android, windows, mac OS, iOS gadgets. The analysis is based
on the signature like byte patterns and payload sizes of the packets in the network traffic. The
specific signatures were found based on the corresponding user activities like voice/video
calling, text messages, file sharing, emojis, contact information, profile information and
location based accuracy.

These analyses can be done on various platforms and the findings are evaluated.

4.1 Three-way handshake protocol:
A three-way handshake protocol is a method used in a TCP/IP network to establish the

connection between a client and server to exchange SYN and ACK (acknowledgement)
packets before the communication of actual data starts.

iI0S ip address: 192.168.137.228
Android ip address: 192.168.137.97
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Figure 2 Mapping with Line Server using three-way handshake protocol

Platform OS version Device model LINE version

Android 9.1.0 8.10.2

OnePlus 5,Note 9

ioS 13.1 iPhone xr,8 plus 8.8.0
Windows 10 lenovo ideapad 5.8.0
F
330S i
8

ure 3 The devices used for analysis

In Figure 3, this details about the devices which are used to analysis the network traffic

In figure 2 depicted above explains when client initiates a communication, a pairing is done
with the line server using the three-way handshake protocol. Once the destination client
receives the communication sent by client 1, client 2 creates a connection with line server
using the three-way handshake protocol again.

As Instant Messaging apps are becoming widespread, it is essential to find the forensic
artefacts that are being left by the usage of those secure apps [16]. In this paper, the behavior
of LINE secure traffic is extensively studied and signatures for various LINE user activities
were observed based on the patterns in the traffic. A large number of simulations were done
to derive conclusions about the user activities signatures. The accuracy and the reliability of
the traffic profiling was increased by analyzing in different platforms with different devices
in various networks [18]. Through necessary screenshots and tables, detection of LINE secure
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traffic and their user activities classification into voice/video calls, text messaging and file
sharing is demonstrated in this paper.

5 Implementation

5.1 Android and I1OS:

5.1.1 ATTACHMENTS:

There are different types of attachments that can be sent using LINE application. They are
images, videos, other file types like pdf, txt, docx , html etc., contacts, and locations. There
are also other user activities like sending emoji stickers, viewing profile information etc. All
observed byte patterns and their related events are given below.

- sy -
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Lo 1 0.000000 192.168.137.97 192.168.137.1 DNS 90 Standard query @xc123 A android.prod.cloud.netflix.com —
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8 3.119289 .168.137. .0.0. MDNS 103 Standard query 0x0084 PTR _C1EBGBAE._sub._googlecast._tcp.local,

11 4.573618 192.168.137. .209.252.17 TLSv1.2 650 Application Data, Application Data, Application Data, Application Data, Application Data

12 4.614759 125.209.252.17 192.168.137.97 TCP 66 443 > 40052 [ACK] Seq=1 Ack=585 Win=8068 Len=0 TSval=4258874100 TSecr=17086396

13 4.863335 125.209.252.17 192.168.137.97 TLSv1.2 159 Application Data

14 4.865933 125.209.252.17 192.168.137.97 TLSv1l.2 287 Application Data

15 4.869023 125.209.252.17 192.168.137.97 TLSv1.2 147 Application Data

16 4.890831 192.168.137.97 125.209.252.17 TCP 66 40052 > 443 [ACK] Seq=585 Ack=94 Win=347 Len=0 TSval=17086430 TSecr=4258874349

17 4.891186 192.168.137.97 125.209.252.17 TCP 66 400852 > 443 [ACK] Seq=585 Ack=235 Win=351 Len=0 TSval=17086430 TSecr=4258874352
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Frame 1: 90 bytes on wire (729 bits), 90 bytes captured (720 bits) on interface @

Ethernet II, Src: da:35:c7:3d:65:63 (da:35:¢7:3d:65:63), Dst: 4e:91:80:37:1f:83 (4e:91:80:37:1f:83)
Internet Protocol Version 4, Src: 192.168.137.97, Dst: 192.168.137.1

User Datagram Protocol, Src Port: 34972, Dst Port: 53

Figure 4 Analysis of network traffic while sending attachments

This Figure 4 explains about the network traffic analyzed while sending the attachment file between
two devices using Line application.

5.1.2 EMOJI

Emoiji are the smileys used in instant messages and web pages. These are more like
emoticons.
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Figure 5 Traffic analysis while sending emoji
This Figure 5 shows the traffic analyzed while sending the emoji using Line application.
5.1.3 CALLING (VIDEO CALL AND VOICE CALL)

One of main difference between the voice and video calls in the LINE app traffic was the
packet sizes. Among the hundreds of samples traffics, it was constantly observed that voice
call packets will be between 50 bytes to 250 bytes. Packets of video calling will be between
800 bytes to 1200 bytes. When changing from video to voice call or vice versa, the change in
packet sizes were also observed clearly.

M calling.pcapng — o
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Frame 1: 181 bytes on wire (1448 bits), 181 bytes captured (1448 bits) on interface 0
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Multicast Domain Name System (query)

Figure 6 network traffic analysis during video and voice call

This Figure 6 shows the network traffic while doing voice call and the packet size are
increased if it changes to video call. The video or voice call are analyzed by the packet size.



5.14 TEXT
In Text messages, there are two different events. They are user start typing and user

sending the message. For both these events, two different signatures were observed during
the behavior analysis.

M teting.pcapng
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Figure 7 Network traffic analysis while sending text messages
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The Figure 7 shows the traffic between two devices while sending the text messages. The
signature are analyzed while sending the text.

6 Evaluation

6.1 Android and 10S:

As presented during the implementation part, both android and iOS applications have
same signatures for various user activities. Those signatures are:

Table 1 signature of user activities

Event Payload size From To

(bytes)

User

typing

starts

234
66

Client

Server

Server

Client

User sends the

137

Server

Client

message

66

Client

Server




End of 147 Server Client
\voice/video call 66 Client Server
Sending 577 Client Server
Attachments (image, 66 Server Client
video, other file 427 Server Client

types, contacts)
66 Client Server
Start typing|162 Client Server
emoji stickers 66 Server Client
Sending Emoji 137 Client Server
sticker 66 Server Client

In the above Table 1 these signatures are table as examination is conducted on hundreds of
network samples on both android and iOS devices.

6.1.1 Signature for Attachments:

Figure 8 Signature for attachments

This screenshot, Figure 8 illustrates about the signature found while sending attachments
from two devices. IP address (i0S): 192.168.137.228 and (Android): 192.168.137.97
.192.168.137.97 send the attachment to 192.168.137.228. The signature found for sending
attachments is 577 is from client to server66 ACK message from server to client 427 is
from server to client 66 ACK message from client to server.



6.1.2. Signature for Emoji:

M emciipeaprig s =1 %3
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
a - @ m e R e 7 oS aaam
(W JApor fiter .. <Ctrl <] Expression. o
No. Source Do Protocol _Lengt Info ~
TSI TS TCEvT T 10T AppTIcstion Dats
125 209 252 17 192 208 257 228 Tcp G5 443 » 52136 [Ack] Se9-3053 Ack=2299 Win-14398 Len-o Tsval-si575089ps Tsecr-iipsissssz |
TESTEr TS TIETeT T LT T TS STt bee .
125.209.252.17 192.168.137.97 Tcp 66 445 - 39320 [ACK] Seq=3527 Ack=3166 Win=32976 Len-0 TSval-4257490012 Tsecr-16987085  Signature for start
102 168.137.228 192.168.137.1 once 342 DHCP Request - Tranaction ID exeezddodb typing emoji
577 83.417552 192.168.137.1 192.168.137.228 orice 344 DHCP ACK Z Transaction ID Oxec2ddeds
. =5 - desade s e tn
=75 88 432818 192.168.137.97 125.209.252.17 TLsvi.2 162 Application Data
80 83471621 125.200.252.17 102.168.137.57 cp 66 443 = 39326 [ACK] Seq-3527 Ack=3262 Win=32976 Len-0 TSval-4257498080 TSecr-16988789
582 88511483 192.168.137.97 125.209.252.17 Tce 66 39320 + 443 [ACK] Seqm=3262 Ack=3604 Win=95232 Len=0 TSval=16988800 TSecr=4257498060
a3 sa 721572 125.200.252.17 152.268.137.97 TiSvi.2 137 Application Data
S84 88.737314 192.168.137.97 125.209.252.17 rce 66 39320 + 443 [ACK] Seq=3262 Ack=3675 Win=95232 Len=6 TSval=16988822 TSccr=4257498332
sas 88977615 125.209.252.17 102.168.137.97 TiSvi.2 267 Application Data
86 sslss2116 125 209.252.17 192 268 137,228 Tisvi.2 288 Application Dats
sa7 89.027021 192.168.137.97 224.0.0.251 ons. 119 Standard query 0x0011 PTR _ClEBESAE. sub._googlecast. tcp.local, "QM” question PTR _CASES412._sub._googlecas.
59027725 192.168.237.97 125.209.252.17 Ter 66 39320 - 443 [ACK) Seq-3262 Ack~3876 Win-98256 Len-© TSval-16988851 TSecr-4257498588
89.036984 192.168.137.97 125.209.252.17 TUSvi.2 137 Application Data
9. 644818 102.168.137.228 125.209.252.17 Tcr 66 52116 + 443 [ACK] Seq-2399 Ack=3273 Win=2044 Len-0 TSval-1196155259 TSecr-4257517671
89.076941 192.168.137.228 125.209.252.17 Tisvi.2 208 Application Data —
59081004 102.168.137.228 125.200.252.17 TLSvi.2 155 Application Data
89 116728 192.168.237.228 Tcr 66 245 ~ 52116 [ACK] 5eq=3273 Ack-2441 Win=14787 Len=© TSval4257517806 TSecr-1196155290
120027 102 168 137 a2 TR A A4 a 30320 [ACK] Sea=3R876 Ack=3AAR_ Win=I2076 | easd TSusl=Aa2S2408231 TSerrslAQRARSS. o
66 bytes on wirs (538 bits), 66 bytes captursd (528 bits) on intsrface ©
13, Sre: 7131633, Dets dn:35:c7:3d:65:63 (dai3sic7:3d:65:63)
Protocol Version 4, Srci 74.125.193.188, Dst: 192.168.137.97
Transmission Control Protocol, Src Port: 5228, Dst Port: 39545, Seq: 1, Ack: 1, Len: @
%000 r CTENTEVETEITIITICY, 45 oo ETETTITEETISEN: -
w:aafeswoe77ac- ad 57 @2 7d €1 be co a8 AT w3} 4
Ethernet (ath), 149 bytes Packets: 625 - Displayed: 629 (100.0%) Profiie; Def

ﬂ (o Brrer a

Figure 9 Signature for emoji

This above Figure 9 shows about the signature found while sending the emoji from two
devices. IP address (i0S): 192.168.137.228 and (Android): 192.168.137.97 . 192.168.137.97
send the emoji to
192.168.137.228. The signature found for sending emoji is 162 is from client to server
.Client starts typing emoji 66 ACK message from server to client
137 is from client to server. when the client hits the send button. 66 ACK message from
server to client

6.1.3. Signature for Texting

M texting.pcapng — X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A= @ RE ] &= Qaaam

2 display

~] Expression... | +
Protocol  Lengt Info — A
122 Application

5 234 Application
192.168.137.97 TP 66 443 > 39678 [ACK] Seq=1 Ack=169 Win=8312 Len-0 TSval-120842379 TSecr=16929795

192.168.137.97 TLSvi.2 143 Application Data
125.209.252.17 1cp 56 39078 » 443 [ACK] Seq=169 Ack=75 Win=3a7 Len=0 TSval=16929506 TSecr=120842350
192.165.157.7 TLSVI.2 137 Application Data —
125.209.252.17 Tcp 66 39078 » 443 [ACK] Seq=169 Ack=149 Win=347 Len=0 TSval=16929835 TSecr=120842637 =
192,168,137 97 Iisvi2 201 application Data —
125.209.252.17 Tcp T ] e W R I e S T
1 519 Ay

2.165.157.5 5.209.252. 1 157 Application Data
192.168.137.228 125.209.252.18 Tcp 66 52102 » 443 [A(K] Seq=1 Ack=254 iin= -0 TSval-1195445138 TSecr=4239298515 —

—revTrST v = = = -

192.165.137.225 125.209.252.15 TiSvi.2 222 Application Data. signature exacts

TLSv1.2 155 Application Data when user

66 443 > 52102 [ACK] Seq=254 Ack=157 Win=8553 Len=0 TSval=4239298703 TSecr=1195445174

66 443 > 52102 [ACK] Seq=254 Ack=246 Win=8553 Len=0 TSval=4239298715 TSecr=1195445180
Application Data e >

sends the text

21 2.498135 125.209.252.18 192.168.137.228 TLSvi.2 152 Application Data
22 2.517564 125.209.252.18 192.168.137.228 TLSv1.2 188 Application Data
2 a: 102 168 137 125 2@a T o £A.52102 2 483 [ACK] Sen=24A Ack=344 Win=2046 Len=A TSval=11
Frame 5: 143 bytes on wire (1144 bits), 143 bytes captured (1144 bits) on interface @

Ethernet II, Src: 4e:91:80:37:1f:83 (4e:91:80:37:1f:83), Dst: da:35:c7:3d:65:63 (
Internet Protocol Version 4, Src: 125.209.252.17, Dst: 192.168.137.97

Transmission Control Protocol, Src Port: 443, Dst Port: 39078, Seq: 1, Ack: 169, Len: 77
Transport Layer Security

:c7:3d:65:63)

oooo [TIECRTS 91 80 37 1f 83 05 oo RN =
6@8142[1846003106 36 d2 7d d1 fc 11 c@ a8 v

O 7 Ethernet (eth), 14bytes Packets: 146 - Displayed: 146 (100.0%) - Dropped: 0 (0.0%) Profile: Default

Bl O e rere o searen o . ] o
Figure 10 Signature for text messages

This screenshot, Figure 10 details about the signature found while sending text from two
devices. IP address (i0S):192.168.137.228 and (Android): 192.168.137.97 192.168.137.97
send the text to 192.168.137.228. The signature found for sending the text messages is 234 is
from client to server. When the client starts typing the text 66 ACK message from server to
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client .137 is from server to client. When the sender hits the send button 66 ACK message
from client to server.

6.1.4.  Signature for Calling:

M calling.pcapng - =] >
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
o - @ RE RewaEaF LETIEaaal
(LI f =3 - Expression. +
No. Sourc 4 Protocol  Lengt Info -
T T ooP OIS ST TN
92 125 uoP 201 46450 » 14585 Len=159
19. 125.209.252.208  UDP 294 55335 » 27
192 28 125 08 uoP 202 55335 ~ 27
125.209.252.208 192.168.137.97 uop 203 14585 ~ " ,
125.209.252.208 192.168.137.97 uop 106 14585 ~ voice call traffic
815 15.566188 125.209.252.208 192.168.137.228 uop 201 27203 =
816 15.569153 192.168.137.97 125.209.252.208 uop 201 46450 + 14
497 125.209.252.208 192.168.137.97 uop 293 14585 + 464
0P
CHANGE OF CALL
I video call traffic
125.209.252.208 192.168.137.228 190 27293 =
833 15.648990 192.168.137.97 125.209.252.208 uop 181 46450 ~
834 15.666243 125.209.252.208 192.168.137.97 uopP 200 14585 -
835 15.667602 192.168.137.97 125.209.252.208 uop
836 15.668396 192 37. 125 uoP
83 192 uop o
(1448 bits), 181 byt d (1448 bits) ~
€0 (74:b5:87:66:d7:c0), Dst: IPvamcast_fb (01:00:5e:00:00:fb)
Packets: 2851 - Displayed: 2851 (100.0%) Profile: Default

A ®m @A 9 ENG (el

:
21/11/2019

Figure 11 Signature for video and voice call

In Figure 11 explains about the signature found for the video and voice call traffic. This can
be analyzed by packet size. For filtering the voice and video call traffic, the packets size can
be used. Filter(Voice call)- frame.len <= 250 && frame.len >= 50

Filter(Video call)- frame.len <= 1200 && frame.len >= 800

Windows

Windows is one of the most popular and common operating system used across the world.
LINE has provided a windows desktop application .The various user activities and their
signatures are given below.

6.1.5 Voice and video call

For voice & video calling feature, the signature doesn’t change from the android and IOS
traffic [15]. The voice call data payload stays between 50-250 bytes and video call packets
stay between 800-1200 bytes in size. When changing from video to voice call or vice versa,
the change in packet size were also observed clearly.

Other User Activities:

Unlike android/iOS applications, the windows LINE application doesn’t have different
signature for different user activities. Because, for both sending and receiving, the activities

11



like text messages, attachment files and emoji’s have same signature [19]. Hence, profiling
those activities will be harder than the android/iOS traffic. But they can be classified based on
the position of the signature chunk in that session. There are also few different signatures for
activities like profile viewing. The various signatures according to the windows LINE

application are:

Event (send/receive) Payload size Position From To
(bytes)
text message 110 At the end of the Client Server Client
56 session Server Client Server
116 Server Client
56
Attachments 110 Beginning of the Client Server Client
(audio/video 56 session Server Client Server
files) 116 Server Client
56
Attachments 110 End of the session Client Server Client
(other file types, 56 Server Client Server
contacts) 116 Server Client
56

Table 2. Signatures of Windows LINE app.

From the above Table 2 signatures of windows LINE app, it is clear that profiling the
user activities of windows LINE application will be tricky, since most of the user activities
share the same signature [14] with few differences. Hence it is important to note those few

differences like position of the signature chunk to successfully profile those activities.

6.3 10Sto I0S

6.3.1. ATTACHMENTS
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M “Local Area Connection® 2 - x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
a - @ MRE QRme@d &5 [ERAQAKQUE
(LI ey Tt & =3 -] Expression... | +
No. Time Source Deatination Protacol  Lengt Info A
3. 444608 192.168.137.1 192.168.137.46 ons 151 Standard query response Oxbf69 A obs-de.line-apps.com CNAME obs-de-adde.line-apps.com A 125.200.252.13 A 125..
471 5 5 15 192,168 P 74 44 62017 [5 =1 TSV )3 TSecr=1506973833 WSaS..
8 3.484633 192.168.137.46 125.209 Tce 66 62017 - 443 [ACK] 31220993
9 3.484634 192.168.137.46 125.209.252.13 TLSvi.2 583 Client Hello
10 3.526589 125.209.252.13 192.168.137.46 Tcp 66 443 - 62017 [ACK] Seqel Ack<S518 Win=15872 Lens8 TSvale31221040 TSecr=1506973875
11 3.529876 125.209.252.13 192.168.137.46 TLSV1.2 1514 Server Hello
12 3.530208 125.209.252.13 192.168.137.46 Tce 1514 443 = 62017 [ACK] Seq=1449 Ack=518 Win=15872 Len=1448 TSval=-31221042 TSecr-1506973875 [TCP segment of a reas..
13 3.530458 125.209.252.13 TLSV1.2 501 Certificate, Server Key Exchange, Server Hello D
14 3.533978 192.168.137.46 Tcp 66 62017 - 443 [ACK] 5eqe518 Ack=2897 Win=128384 Len=0 TSval=1506973924 TSecr=31221042
15 3.533979 192.168.137.46 Tcp 66 62017 + 443 [ACK] Seq=518 Ack=3332 Win=128000 Len- TSval=1506973924 TSecr=31221042
16 3.533980 192.168.137.46 Tcp 66 [TCP Window Update] 62017 + 443 [ACK] Seq-518 Ack-3332 Win-131072 Len-0 TSval-1506973924 TSecr-31221042
17 3.541309 192.168.137.46 TLSv1.2 192 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
18 3.579005 125.209.252.13 TLSV1.2 117 Change Cipher Spec, Encrypted Handshake Message

Tcp 66 62017 » 443 [ACK] Seq-644 Ack-3383 Win-130944 Len-@ TSval-1506973972 TSecr-31221093
TLSV1.2 1087 Application Data
Tcp 1494 62017 - 443 [ACK] Seq=1665 Ack=3383 Win=131072 Len=1428 TSval=1506973979 TSecr=31221093 [TCP segment of a re.

22 3.591959 Tcp 1494 62017 » 443 [ACK] Seq=3093 Ack-3383 Win=131072 Len-1428 TSval-1506973979 TSecr=-31221093 [TCP segment of a re.. —
23 3.635707 Tce 66 443 - 62017 [ACK] 5eq=3383 Ack=3093 Win«20480 Lens0 TSvale31221149 TSecr=1506973978

24 3.639601 Tcp 1494 62017 = 443 [ACK] Seqe=4521 Ack=3383 Win=131072 Len=1428 TSval=1506974025 TSecr=31221149 [TCP segment of a

25 3.639604 Tcp 1494 62017 =+ 443 [ACK] Seq=5949 Ack=3383 Win=131072 Len=1428 TSval-=1506974025 TSecr=31221149 [TCP segment of a

26 3.639611 125.209.252.13 Tcp 1494 62017 ~ 443 [ACK] Seq=7377 Ack=3383 Win=131072 Len=1428 TSvale-1506974025 TSecr=31221149 [TCP segment of a

27 % Axasi2 125 200 283 14 Ten 1494 AIB17 a AAN FACK] SmosRRAS AcksitRA Wins131672 1mns1d42R TSual=1SOR074025% TSecrai1221140 [TCP cmammnt of a

Frame 1: 179 bytes on wire (1432 bitz), 179 bytes captured (1432 bitsz) on interface ©
Ethernet II, e 8751 40:91:80:37:1F IPvamcast_7f:ffifa (01:00:
Internet Protocol Version 4, Sre 239.255.255.250

User Datagram Protocol, Src Port: 57519, Dst Port: 1900

Simple Service Discovery Frotocol

e 71 FFiFa)

©1 00 Se 7f ff fa 4e 91 80 37 1f 83 08 00 45 00 AN 7 e ~
00 a5 af 2d 66 66 04 11 cd 76 c0 a8 89 01 ef ff - v <

@ 7 wreshark_Local Area Connection- 2_20191121214854_a 15432.pcapng Packets: 631 « Displayed: 631 (100.0%) Profie: Default
QO Type here to search 0

Figure 12 signature for attachment in 10S

This above Figure 12 shows about the signature found while sending the attachment from
two devices. IP address (i0S): 192.168.137.228 and (i0S): 192.168.137.46 192.168.137.46
send the attachment to 192.168.137.228. The signature found for sending attachments is 583
is from client to server . 66 ACK message from server to client 501 is from server to
client. 66 ACK message from client to server.

6.3.3 TEXT

B Gk am Locsl K Connactianis = @ x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
- e [Rew=EF o Eaaafld

(W TAcoly & display fite cu =3 -] Expression +
No. Source Destination Protocol  Lengt Info ~

16 FF02:: b HoNS 201 Standard query 09x0000 PTR _companion-link. tcp.local, “QM" question PTR _homekit. tcp.local, "Qi" question PTR

17 f02::16 ICMPV6 96 Multicast Listener Report Message v2

18 224.0.0.251 HONS 181 Standard query @x@008 PTR _companion-link. tcp.local, "QM" question PTR _homekit. tcp.local, "QM" question PTR

19 F02: b HONS 261 Standard query @x0006 PTR _companion-link. tcp.local, "QM" question PTR _homekit. tcp.local, "QM" question PTR

20 203.104.153.120 SSLv2 230 Encrypted Data, Continuation Data

21 192.168.137.46 SSLv2 155 Encrypted Data, Continuation Data

22 SSLv2 136 Encrypted Data, Continuation Data

23 Tcp 66 62000 ~ 443 [ACK] Seqr343 Ackm276 Win=2046 Len=0 TSval=1504958442 TSecr=4155466710

24 Tcp 66 62000 + 443 [ACK] Seq=343 Ack=346 Win=2045 Len=0 TSval=1504958442 TSecr=4155466716

25 SSLvz 231 Encrypted Data, Continuation Data

26 SSLvz 155 Encrypted Data, Continuation Data

27 SSLv2 136 Encrypted Data, Continuation Data

28 TcP 66 62000 ~ 443 [ACK] Seq=508 Ack=435 Win=2046 Len=0 TSval=1504961204 TSecr=4155469469

20 Tcp 66 62000 + 443 [ACK] Seq=508 Ack=505 Win=2045 Len=6 TSval=1504961204 TSecr=4155469473

30 DHCP. 342 DHCP Request - Transaction ID Oxee2dd@e6

31 DHCP. 344 DHCP ACK - Transaction ID Oxee2ddoes

32 MONS 181 Standard query 0x0000 PTR _companion-link. tcp.local, "QU" question PTR _homekit. tcp.local, "QU" question

33 HONS 201 Standard query ©x0000 PTR _companion-link. tcp.local, "QU" question PTR _homekit. tcp.local, "QU" question

34 IGMPV2 46 Leave Group 224.9.0.251

3s IGMPV2 46 Membership Report group 224..0.251

36 2 181 Standard query 0x@000 PTR _companion-link. tcp.local, "M question PTR _homekit. tcp.local, "QM" question

37 HONS 201 Standard query @x0000 PTR _companion-link. tcp.local, "QM" question PTR _homekit. tep.local, “QM" question

a TLS1A 2. 8. Analicatine Data

Frame 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface ©
Ethernet II, Src: Apple_75:d7:3d (68:ef:43:75:d7:3d), Dst: 4e:91:80:37:1f:83 (4e:91:80:37:1f:83)
Internet Protocol Version 4, Src: 192.168.137.46, Dst: 203.104.153.129

Transmission Control Protocol, Src Port: 62000, Dst Port: 443, Seq: 1, Ack: 1, Len: 12
Transport Layer Security

(TN c o) 50 37 1f 83 68 of 43 75 d7 5d 05 0ofTRCTRENN. 7 h. Cu---[3 ~
0 40 00 00 40 00 46 66 8b f7 cO a8 89 2e cb 68 @ @@ -h v
() 7 Ethernet (eth), 14bytes Packets: 4973 - Displayed: 4973 (100.0%) Profile: Default

ﬂ Q Type here to search fin}

Figure 14 signature for text in 10S

This above Figure 14 shows about the signature found while sending the text from two
devices. IP address (i0S): 192.168.137.228 and (iOS): 192.168.137.46 192.168.137.46 send
the text to 192.168.137.228. The signature found for sending text messages is 231 is from
client to server .
66 ACK message from server to client 136 is from server to client.

66 ACK message from client to server.
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6.3.4 VIDEO AND VOICE CALLING

M caliing.peapng = o x

File. Edt View Go Coplure Ansiyse. Sististics Telephony Wircless. Todis ‘Help
a m @ RE ] s ET L LDEQaqQam
(] =] Expreason... | +

Figure 15 signature for calling in 10S
In Figure 15, Signature of video and voice call is determined by the packet size.

For filtering the voice and video call traffic, the packets size can be used. Filter(\Voice
call)- frame.len <= 250 && frame.len >= 50
Filter(Video call)- frame.len <= 1200 && frame.len >= 800

7 Conclusion and Future Work

The above analysis implies the profiling the user activities even on the encrypted network
traffic. The analysis explains detail about the various signature profiling the user activities
like voice/ video calling, sending text messages, attachments,file sharing and location
accuracy so on. The findings of the signatures are based on the payload sizes and the
frequency of the packets sent and receive. The network traffic analysis can be done in
different platforms such as an Android, i0S, windows and macOS. The mobile devices such
as android and iOS have a numerous sensitive information regarding the user activities. These
analyses will help the investigators or any security professionals in their research. The
analysis is done with single user communications, there is an enhanced feature such as group
chat messaging which needs a clear study for the future works. Further research can be done
with group messaging and group calling features of the LINE applications can be performed
on various platforms. To conclude from the above analysis,it is clear analysis of profiling the
user activities based on the signatures that found in the traces of analyzing the network
traffic. This information gathered are sensitive and can be useful for the person in the Law
Enforcement Agency or Corporate investigation cases. The suspect user activities can be
found without spooking the user. If a decryption key for the encrypted LINE traffic is
analyses in the future, these signatures are useful for decrypting the data .
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