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1 Summary 
 

The proposed paper describes the procedure to secure image metadata using EXIF data 

stripping and encryption. Python scripts are developed for enabling AES encryption and 

decryption process while use of tools such as exiv2[1] and exiftool[2] was made for enabling 

stripping and embedding EXIF data. Nano[3] editor was used for development of the python 

script while a base Linux machine shell with python libraries was used for executing them 

2 Tools 
 

The implementation required three major components viz. EXIFTOOL, Python[4], EXIV2 on 

a base linux machine. 

 

1. exiftool: Used for reading, extracting and striping the image metadata 

2. nano: For editing script, nano editor is used 

3. python: Used for developing scripts for encrypting and decrypting metadata files 

using AES 

4. exiv2: Used to manipulate image metadata tags 

 

3 Download and Installation 
• Git[5]: sudo apt-get install git 

 

• exiftool: sudo apt-get install exiftool 
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• python: sudo apt-get install python && apt-get install 

python3

 
 

• exiv2: sudo git clone https://github.com/exiv2/exiv2 
 

 
 

• exif-samples[6]: sudo git clone https://github.com/ianare/exif-samples 

 

• python AES scripts: sudo git clone https://github.com/1onehawk/simua 

 
 

4 Configuration and Execution 
 

1. exiftool 

• Extracting Image Metadata 

 

      $exiftool image.jpg > metadata.txt 

 

• Striping Image Metadata 

 

      $exiftool -all= image.jpg  

 

2. nano 

• For opening file   nano file.py  

• For saving file      ctrl+o 

• For exiting file     ctrl+x 

 

https://github.com/exiv2/exiv2
https://github.com/ianare/exif-samples
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3. python 

• Installing cryptography package 

$pip install cryptography 

 
 

 

• For Encryption and Key Derivation 

$python aespassenc.py 

 

User has to manually specify the file name as the input, inside the script before running it 

 
 

 

 

 

• For Decryption 

$python aespassdec.py 

 

 

 

 

User has to manually specify the file name as the input, inside the script before running it 
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4. exiv2 

• Add Image Description (Custom Tag)  

$exiv2 -M"add Exif.Image.ImageDescription Ascii ajwdnkjawndkjabdw" mo img1.jpg 

 

• Reading Metadata 

$exiv2 -p a img1.jpg 
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