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1  Summary

The proposed paper describes the procedure to secure image metadata using EXIF data
stripping and encryption. Python scripts are developed for enabling AES encryption and
decryption process while use of tools such as exiv2[1] and exiftool[2] was made for enabling
stripping and embedding EXIF data. Nano[3] editor was used for development of the python
script while a base Linux machine shell with python libraries was used for executing them

2 Tools

The implementation required three major components viz. EXIFTOOL, Python[4], EXIV2 on
a base linux machine.

1. exiftool: Used for reading, extracting and striping the image metadata

2. nano: For editing script, nano editor is used

3. python: Used for developing scripts for encrypting and decrypting metadata files
using AES

4. exiv2: Used to manipulate image metadata tags

3 Download and Installation
e Git[5]: sudo apt-get install git

e exiftool: sudo apt-get install exiftool

:~# sudo apt-get install exiftool
Reading package lists... Done
Building dependency tree
Reading state information... Done
Note, selecting 'libimage-exiftool-perl' instead of 'exiftool'

libimage-exiftool-perl is already the newest version (11.77-1).

The following package was automatically installed and is no longer required:
libhwloc5

Use 'sudo apt autoremove' to remove it.

0 upgraded, @ newly installed, @ to remove and 221 not upgraded.




e python: sudo apt-get install python && apt-get install
python3
:~# sudo apt-get install python & apt-get install python3
Reading package lists ... Done
Building dependency tree
Reading state information ... Done
python is already the newest version (2.7.17-2).
The following package was automatically installed and is no longer required:
libhwloc5
Use 'sudo apt autoremove' to remove it.
0 upgraded, @ newly installed, @ to remove and 221 not upgraded.
Reading package lists ... Done
Building dependency tree
Reading state information ... Done
python3 is already the newest version (3.7.5-1).
The following package was automatically installed and is no longer required:
libhwloc5
Use 'apt autoremove' to remove it.
0 upgraded, @ newly installed, @ to remove and 221 not upgraded.
:~# sudo apt-get install python & apt-get install python3]j

e exiv2: sudo git clone https://github.com/exiv2/exiv2

:~# git clone https://github.com/Exiv2/exiv2.git
Cloning into 'exiv2'...
remote: Enumerating objects: 190, done.
remote: Counting objects: 100% (190/190), done.

remote: Compressing objects: 100% (98/98), done. N

remote: Total 43597 (delta 102), reused 150 (delta 91), pack-reused 43407
Receiving objects: 100% (43597/43597), 89.70 MiB | 25.72 MiB/s, done.
Resolving deltas: 100% (32485/32485), done.

o exif-samples[6]: sudo git clone https://github.com/ianare/exif-samples

e python AES scripts: sudo git clone https://github.com/1lonehawk/simua

4 Configuration and Execution

1. exiftool
eExtracting Image Metadata

$exiftool image.jpg > metadata.txt
e Striping Image Metadata
$exiftool -all= image.jpg
2. nano
eFor opening file nano file.py

eFor saving file  ctrl+o
eFor exiting file  ctrl+x


https://github.com/exiv2/exiv2
https://github.com/ianare/exif-samples

3. python
eInstalling cryptography package
$pip install cryptograph

root@lonehawk: ~ L]

:~# pip install cryptography
Requirement already satisfied: cryptography in /usr/lib/python2.7/dist-packages (2.6.1)

eFor Encryption and Key Derivation
$python aespassenc.py

User has to manually specify the file name as the input, inside the script before running it

4r aespassenc.py

file = open('key.key', 'wb')
file.write(key)
file.close()

cryptography.fernet Fernet

input_file 'metadata.txt’
output_file 'metadata.encrypted’

open(input_file, 'rb"') f:
data = f.read()

fernet Fernet (key)
encrypted = fernet.encrypt(data)

open(output_file, 'wb')
f.write(encrypted)

timeit
code_to_test
a = range(leeeee)
b =[]

for i in a:

eFor Decryption
$python aespassdec.py

User has to manually specify the file name as the input, inside the script before running it



aespassdec.py

file = open('key.key', 'rb')
key = file.read()
file.close()

Fernet

input_file 'metadata.encrypted’
output_file 'metadatal. txt"’

4. exiv2
eAdd Image Description (Custom Tag)
$exiv2 -M"add Exif.Image.ImageDescription Ascii ajwdnkjawndkjabdw" mo imgl.jpg

eReading Metadata
$exiv2 -p aimgl.jpg
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